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Abstract

Due to the nature of the wireless transmission medium, wireless communications are char-
acterised by notably larger losses of data packets than wired communications. The quality
of wireless links is highly dependent on channel variations, interference and even transceiver
imperfections. Such link uncertainty instigated the development of numerous techniques
that can withstand uncertain conditions by adjusting the parameters of the wireless link
to achieve higher reliability or selecting a more reliable alternative wireless link for data
transmission. These techniques rely on effective wireless link quality estimation.

Analytical approach, initially used for link quality estimation, was soon complemented
and superseded by statistical and more recently machine learning approaches based on
empirical data traces, resulting in data-driven models. Statistical approach fits the model
to the underlying distribution of the specific property or behaviour under investigation,
whereas machine learning models transfer link quality estimation into classification prob-
lem, potentially taking into account multiple phenomena of the link, thus being better
suited for the real-world wireless links that exhibit dynamic behaviour and are often sub-
ject to various transient phenomena. Observation of wireless link quality is important also
from the perspective of early anomaly detection, especially in large scale industrial or com-
mercial deployments. Automatic detection of malfunctions, caused by software, hardware,
or external factors in dynamic operating environment, can be an important asset to reduce
unexpected maintenance downtime, and consequently financial losses.

In this dissertation we are concerned with classification of wireless links using machine
learning techniques to support link quality estimation and anomaly detection. Our main
attention is given to the challenges of designing wireless link classifiers based on machine
learning techniques. In the first part, focused on link quality estimation, we perform
in-depth quantitative research on how each step of feature engineering, data engineering
and algorithm tuning influences the estimation performance. We pay special attention
to improving the detection of minority classes, i.e. less frequent data samples in the
wireless link dataset. We propose a new supervised classifier for link quality estimation
that improves detection of minority class by over 40% through feature selection, and by
over 20% through data re-sampling strategies, without any significant impact on detecting
majority classes.

The second part of the dissertation is focused on wireless link anomaly detection, where
we define four basic types of anomalies that occur on wireless links and describe their symp-
toms and probable causes. With a systematic quantitative approach, we investigate the
performance of two threshold-based approaches, three supervised and three unsupervised
reference machine learning algorithms. We show that the performance of supervised ap-
proaches may be dominant, however, certain unsupervised approaches combined with deep
learning autoencoders for input features come close to the performance of supervised ap-
proaches while not requiring annotated data, which may prove as a significant advantage.
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Povzetek

Zaradi narave brezžičnega prenosnega medija je za brezžične komunikacije značilna večja
verjetnost izgube podatkovnih paketov kot pri žičnih komunikacijah. Kakovost brezžičnih
povezav je močno odvisna od spreminjajočih razmer na kanalu, medsebojnih motenj in tudi
pomanjkljivosti primopredajnika. Nezanesljivost brezžičnih povezav je spodbudila razvoj
številnih tehnik, ki lahko kljubujejo takšnim pogojem s prilagajanjem parametrov brezžične
povezave za doseganje večje zanesljivosti ali z izbiro nadomestne brezžične povezave za
prenos podatkov. Skupno tem tehnikam je, da potrebujejo učinkovito oceno kakovosti
brezžične povezave.

Analitični pristop, ki se je sprva uporabljal za ocenjevanje kakovosti povezav, sta kmalu
dopolnila in nadomestila statistični, v zadnjem času pa vse bolj tudi pristop s strojnim uče-
njem. Slednja sta zasnovana na empiričnih meritvah, zato govorimo o podatkovno zasno-
vanih modelih. Statistični pristop temelji na ujemanju modela s statistično porazdelitvijo
določene lastnosti ali vedenja. Modeli strojnega učenja prevedejo ocenjevanje kakovosti
brezžične povezave na problem klasifikacije. Takšni modeli lahko upoštevajo vrsto po-
javov na povezavah, zaradi česar so primerni za realne brezžične povezave, ki izkazujejo
dinamično vedenje in so pogosto podvržene različnim prehodnim pojavom. Spremljanje
kakovosti brezžične povezave je pomembno tudi z vidika zgodnjega odkrivanja anomalij,
zlasti v obsežnih industrijskih ali komercialnih sistemih. Samodejno odkrivanje napak,
ki jih povzročijo programska ali strojna oprema ter okoljski dejavniki, lahko pomembno
prispeva k zmanjšanju neželenih izpadov delovanja in posledično finančnih izgub.

V tej disertaciji se ukvarjamo z razvrščanjem brezžičnih povezav z uporabo tehnik stroj-
nega učenja v podporo učinkovitemu ocenjevanju kakovosti povezav in odkrivanju anomalij.
Glavni poudarek je na izzivih načrtovanja klasifikatorjev brezžičnih povezav, ki temeljijo na
tehnikah strojnega učenja. V prvem delu disertacije se osredotočamo na učinkovito ocenje-
vanje kakovosti brezžične povezave. Izvedli smo poglobljeno kvantitativno študijo o vplivih
posameznih korakov inženiringa značilk in podatkov ter finega nastavljanja algoritmov na
uspešnost ocenjevanja brezžičnih povezav. Posebno pozornost namenjamo izboljšanju za-
znavanja manjšinskih razredov, tj. manj pogostim vzorcem podatkov iz nabora meritev
na brezžičnih povezavah. Za oceno kakovosti povezav predlagamo tudi nov nadzorovani
razvrščevalnik, ki s pomočjo optimalne izbire značilk izboljša zaznavanje manjšinskega ra-
zreda za več kot 40 %, z uporabo strategij ponovnega vzorčenja podatkov pa za več kot
20 %, ne da bi se s tem poslabšalo zaznavanje ostalih razredov.

Drugi del disertacije se osredotoča na odkrivanje anomalij v brezžičnih povezavah. Tu
opredelimo štiri osnovne vrste anomalij, ki se pojavljajo na brezžičnih povezavah, opišemo
njihove značilnosti in verjetne vzroke. S sistematičnim kvantitativnim pristopom razi-
skujemo delovanje dveh pragovnih pristopov ter po treh nadzorovanih in nenadzorovanih
referenčnih algoritmov strojnega učenja. Pokažemo, da so nadzorovani algoritmi uspešnejši
pri odkrivanju anomalij, da pa se jim nekateri nenadzorovani pristopi v povezavi s samoko-
dirnikom s področja globokega učenja zelo približajo, pri čemer ne potrebujejo zahtevnega
in časovno potratnega označevanja podatkov, kar lahko predstavlja pomembno prednost.
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Chapter 1

Introduction

With the advent and proliferation of wireless technologies in the early 1990s, it soon became
clear that data transmission was inferior to that in wired networks. It was observed that
the transmission of data packets over wireless links was more prone to excessive packet loss
than over wired links. As illustrated in Figure 1.1, a wireless link is a connection between
two communicating wireless nodes established with the aim to exchange information. The
transmitter encodes information into the signal. Then, the signal is emitted through a
medium (e.g., water, air) to the destined receiver node. In the receiver, the signal is
decoded, and the original information is recovered. Along this transmission path we can
experience information loss due to signal propagation conditions that can vary significantly
due to fading, path loss, shadowing, Doppler effects and interferences, as well as transceiver
hardware imperfections and software issues. These inherent dynamic conditions led to the
development and continuous improvement of numerous advanced wireless communication
techniques aimed at improving link performance between the transmitter and the receiver.
These include a variety of modulation and coding schemes, medium access methods, error
detection and correction techniques, antenna arrangements, radio spectrum management,
high frequency communications, and others. These techniques, however, rely on wireless
link state information so that the link parameters can be adapted, an alternative and more
reliable link can be selected for wireless data transmission, and any malfunctions of a given
link can be recognized.

Initial investigation of new wireless communication techniques often relies on more or
less abstracted analytical or statistical link models, mimicking the particular behaviour
under investigation. However, real world phenomena can only be captured by so-called
data-driven models based on empirical data traces from representative networks. To date,
many analytical and data-driven link quality models have been proposed to investigate and
develop new techniques for minimizing losses, improving the performance, and reliability of
wireless communications. Analytical models can elegantly describe and abstract important
effects that occur on wireless links, but they cannot consider and include all influencing
factors and phenomena. For this reason, statistical and more recently machine learning
(ML) approaches resulting in data-driven models became the predominant tool in link
quality research.

To date, many analytical and data-driven link quality models have been proposed to
investigate and develop new techniques for minimizing losses, improving the performance,
and reliability of wireless communications. Analytical models can elegantly describe and
abstract important effects that occur on wireless links, but they cannot consider and in-
clude all influencing factors and phenomena. For this reason, statistical and more recently
machine learning (ML) approaches resulting in data-driven models became the predomi-
nant tool in link quality research.
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Figure 1.1: A unified model of a wireless link

Essentially, as depicted in Figure 1.2, there are two different approaches to obtain
wireless link state information, a reactive approach (Fig. 1.2a) and a proactive approach
(Fig. 1.2b). A reactive approach assesses wireless link’s current state or recent past events,
while a proactive gains experience from observations and attempts to estimate the future
state of the wireless link.

Figure 1.2: Reactive (a) and proactive (b) approach for obtaining wireless link state infor-
mation

Wireless link state information can be expressed either as a continuous or a discrete
value. Continuous values can be interpreted as a score or as a way of expressing a particular
metric value, depending on the application. Discrete values can be viewed as a class,
label, category, group, or binary response, and their meaning is tied to the application.
Some examples of labels are "very bad", "bad", "intermediate", "good", "very good",
"anomalous", and "degraded". In the thesis, we are only concerned with discrete values,
i.e., binary and multi-class categorization.
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From the literature, the application of link state information can be broadly categorized
to (1) link quality assessment, (2) link quality estimation, (3) anomaly detection, and (4)
anomaly estimation. As shown in the upper part of Figure 3, link quality assessment and
link quality estimation target network operation applications. Their objective is to opti-
mize data transmission in terms of throughput, latency, or reliability by evaluating (all)
wireless links. In the lower part of Figure 1.3, anomaly detection and anomaly estimation
target network maintenance applications. Their objective is to keep the network oper-
ational and reliable by evaluating the overall state of the network and detecting or even
predicting malfunctions based on link states, making network monitoring and maintenance
more efficient. Furthermore, the left-hand side of Figure 1.3 implicates that link quality
assessment and anomaly detection are used for a reactive approach, while link quality esti-
mation and anomaly estimation on the right-hand side are used for a proactive approach.
In the thesis, two out of four link state information applications are studied in depth: (i)
link quality estimation (indicated in top right quadrant), which predicts the future state
of the wireless link, and (ii) anomaly detection (indicated in bottom left quadrant), which
detects and classifies anomalies that occur on wireless links.

Figure 1.3: Link state information applications.

We started our research in link quality estimation by providing an in-depth survey and
a comprehensive analysis of existing data-driven wireless link classifiers, and continued by
their comprehensive and quantitative analysis by extracting the approximate performance
per class from the reported results. These initial activities resulted in the design guidelines
for the machine learning pipeline and data collection.

The survey showed that the earliest publication on data-driven link quality estimation
dates back to mid 90’s, where link quality was first modeled using a state machine, but
data-driven approaches gained broad popularity only after 2000, while machine learning
approaches began to trend after 2010. Deeper analysis of the publications reveals two
design purposes of link quality estimators. The first design purpose is to improve the
existing protocol. The second design purpose is to improve the performance of the existing
link quality estimator. Each estimator in the literature emphasizes at least one of the
following aspects of application quality: (i) reliability, (ii) adaptivity, (iii) stability, (iv)
probing overhead, and (v) computational cost.

Quantitative analysis of the approximate performance per class from the reported re-
sults indicates that data-driven approaches are able to perform well in estimating link
quality. Machine learning approaches are able to achieve comparable performance or out-
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perform traditional techniques. Newer approaches based on machine learning also have
great potential and are very innovative, e.g., automatically incorporating satellite imagery
and depth perception sensors into link estimators for long- and short-range links, respec-
tively.

However, analysis of link quality estimation research also reveals that descriptions of
collected data sets, experiment configurations, data preprocessing steps, and model de-
sign decisions are often incomplete, making replication and comparison between different
approaches difficult if not impossible. Thus, perhaps the most important outcome of the
comprehensive analysis are the design guidelines for data preprocessing and data collection
for machine learning based approaches. Their intention is to promote a more systematic de-
scription of steps and design decisions and enable an in-depth investigation of the impact of
each step of the data preprocessing pipeline and design decisions on the final performance,
following the Knowledge Discovery Process methodology.

As shown in Figure 1.4, the ML preprocessing pipeline consists of a series of sequential
tasks that must be performed in exact order on the raw data. The raw data that passes
through the preprocessing pipeline is transformed and (optionally) reorganized into a form
suitable for the ML algorithm. The pipeline makes the process repeatable, reproducible,
and easy to update as the raw data changes. The raw data traces in the form of time
series first pass through the data preparation stage. The raw data traces are cleaned of
invalid values and placeholders for missing samples are prepared. The interpolation step
takes care of filling in the blanks. At this point, the data traces have the correct format
and all entries are valid. In the feature engineering stage, new candidate features can be
created by considering the context of the data, such as time dependence. The feature
selection step selects most relevant features for further consideration in the process, while
others are discarded. Since dealing with data in the form of time series, the size of the
observation window and the size of the prediction window need to be determined in the
window selection step. In the last stage of the preprocessing pipeline, the number of
samples of each class is balanced to improve the fairness of the ML algorithm.

Figure 1.4: Machine learning preprocessing pipeline used for LQE investigation

A thorough investigation of the influence of the ML pipeline steps indicated that the
largest improvement to the overall performance comes from the cleaning and interpolation
steps, with significant improvements across all target classes and no known side effects.
These steps, however, can be seen as extended data collection steps and should be in
common to all algorithms under consideration. Thus, from the perspective of designing
new classifiers for link quality estimation or anomaly detection, the most interesting stages
are feature engineering and balancing of samples, which are receiving main attention in
this dissertation. In particular, following the proposed guidelines we have developed a new
tree-based link quality estimator that features low training time and excellent classification
performance, and places special emphasis on classification fairness for minority classes. By
tuning the pipeline parameters, we achieved a higher degree of classification fairness and
demonstrated that the dataset resampling contributes most to classification fairness for
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minority classes, but comes with the side effect of a small performance penalty for better
represented classes.

As a complement to link quality estimation and its importance for improving network
operation, discussed above, we also investigated anomaly detection and its relevance for re-
active network maintenance. As we show in Figure 5, anomalies in wireless communication
networks can be caused by different underlaying phenomena and may exhibit differently
with respect to the time scale and symptoms (e.g., received signal strength, delay, jitter)
from an application perspective. Different anomalies that can occur on a wireless link
can be abstracted into four basic types of anomalies, i.e. sudden degradation (SuddenD),
sudden recovery (SuddenR), instantaneous degradation (InstaD), and slow degradation
(SlowD). The first three types have a common sudden drop and a distinctly different re-
covery time, while SlowD has a steady rather than a sudden drop.

Figure 1.5: Representation of types of anomalies on wireless links

In the case of SuddenD, services become unavailable, offline, and unreachable, with
possible causes being transceiver failures, a sudden change from line-of-sight (LoS) to non
line-of-sight (NLoS), or obstacles with electromagnetic shielding. Symptoms of SuddenR
are that services become sluggish and unreachable for a period of time. Possible causes
are a buffer overflow, an aperiodic calibration period of the transceiver and a reset due to
a software error where the watchdog had to intervene. In the case of an InstaD anomaly, a
real-time service may experience immediate delays while other non-real-time services may
operate unaffected. This type of degradation can be caused by an instantaneous fault, colli-
sion, quantization errors, errors in reading values, or sudden saturations in the transceiver’s
electronic components. Finally, a SlowD anomaly may go unnoticed for a very long time,
so users may not even notice a difference in quality of service immediately. When relevant
thresholds are triggered, users start to experience a degradation in quality of service. Af-
ter the compensation methods employed are exhausted (e.g., buffers, queues, bandwidth
preservation strategies), communications may be interrupted and intended services may
become unavailable. Possible causes are ageing of electronics and extreme conditions, such
as high humidity and extreme temperatures.

Since anomalies cause different effects on communication systems, it is important to
reliably detect and classify them from the perspective of potentially applicable mitigation or
remediation strategies. For our investigations of anomaly classifiers using machine learning,
we adapted the data preprocessing pipeline as shown in Figure 1.6 and focused on the
feature engineering stage. In addition to raw time series some other interesting feature
representations include aggregated representation, histogram representation and frequency-
domain representation.

An important aspect in investigating data-driven approaches is the availability of an-
notation for the used dataset which drives the selection of supervised or unsupervised
machine learning algorithms. The latter are more desirable option for practical applica-
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Figure 1.6: Preprocessing pipeline for machine learning

tions, because they do not require an annotated dataset, which can be time-consuming
and expensive to obtain, yet the trade off is lower achieved accuracy. This can potentially
be compensated by some further feature engineering. An interesting candidate in this re-
spect is for instance a dimensionality reduction using some deep learning methods such as
deep learning autoencoder, which is a generalized principal component analysis method,
to perform automatic feature space reduction.

1.1 Motivation and Hypothesis

This dissertation investigates the use of data-driven approaches for wireless link classifica-
tion, focusing on two particular aspects of link quality observation that are important for
better decision making in wireless networks: link quality estimation and link anomaly de-
tection. For link quality estimation, we investigated different ML approaches for predicting
the future state of wireless links, with particular attention to the design process used and
the impact of design decisions on the overall performance of link quality estimation. For
link anomaly detection in wireless networks, we investigated different ML approaches us-
ing manually engineered features with particular attention on the possibility of performing
automatic feature engineering with autoencoders based on deep neural networks.

The dissertation contributes to new insights and a deeper understanding of the suit-
ability of different ML-based approaches for wireless link observation and classification and
their use for wireless network management.

In the dissertation, we investigated the following hypotheses:

H1 Wireless link quality can be efficiently and accurately estimated using machine learn-
ing approaches.

H2 Wireless link anomalies can be effectively and reliably detected using machine learn-
ing approaches which can outperform rule-based approaches.

H3 Data pre-processing and algorithm parametrization have significant impact on the
performance of wireless link quality estimation and wireless link anomaly detection.

H4 Wireless link anomaly detection based on traditional machine learning approaches
can be further improved by using deep learning neural networks in the pre-processing
step.

1.2 Methodology

The methodology used in this dissertation combined quantitative study and in-depth analy-
sis of the literature and existing approaches with experimental measurements and collection
of data traces in a wireless testbed, practical implementation of the state of the art and new
ML-based models for LQE, and their computationally intensive performance evaluation.
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We began by studying existing data-driven modeling of link quality metrics and link
quality estimators, examining used methods, their input features, used datasets, and eval-
uation approaches. After implementing a classifier with a set of reference algorithms, we
investigated the influence of pre-processing steps on the LQE output. The evaluation
was performed in a quantitative manner observing the performance of the model output
separately for each individual pre-processing step. Within quantitative comparison, we
used multiple evaluation metrics, such as precision, recall and F1 score for the purpose
of a benchmark. The experimental setup used a suitable freely available dataset and
open-source machine learning library scikit-learn, while custom developed pre-processing
functions and steps were made openly accessible on GitHub.

For the anomaly detection in wireless links we started with the investigation of existing
link anomaly studies and formalization of different types of anomalies. Then, we prepared
a clean dataset containing time-series observation of different wireless links and we injected
formalized types of anomalies, thus creating a controlled environment. For the implemen-
tation of the classifiers, we were using the scikit-learn library and TensorFlow framework
for neural networks. In the evaluation process, we performed quantitative examination
of performance differences between supervised and unsupervised algorithms. In addition,
we examined the impact of different time-series representation, along with newly proposed
encoded representation.

1.3 Contributions

The scientific contributions of the dissertation are summarized as follows:

C1 In-depth survey and comprehensive analysis of existing data-driven approaches for
wireless link quality estimation and wireless link anomaly detection resulting in de-
sign guidelines for approaches based on machine learning and for data collection
(Chapter 2)

C2 Design of a generic machine learning pipeline with systematic investigation of the
impact of data representation, feature space and pre-processing on data-driven ap-
proaches for wireless link quality estimation and wireless link anomaly detection.
(Chapters 3, 4, 5, 6)

C3 A novel supervised link quality estimation classifier based on cross-layer data ob-
tained from a representative real-world wireless network and its performance evalu-
ation using standard methodology and metrics. (Chapter 4)

C4 Novel supervised and unsupervised anomaly detection classifiers based on cross-layer
data obtained from real-world wireless network and their performance evaluation
using standard methodology and metrics. (Chapters 5, 6)

C5 Performance enhancement of anomaly detection classifiers using autoencoder based
on unsupervised deep learning neural networks for encoding input features in the
pre-processing step. (Chapters 5, 6)

These main contributions have been published or submitted for publication in journals
and at conferences along with a number of further minor contributions. The details related
to the publications are listed in the Bibliography section at the end of the thesis.
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1.4 Organization of the Dissertation

The dissertation is logically structured into 7 main chapters, starting and ending with
Introduction and Conclusions and Future Work, respectively, while the main body consists
of two parts. As mentioned in the introduction, two out of four applications for link state
information are studied in detail, each being placed in a separate part of the thesis. The
first part (Chapters 2, 3, 4) focuses on wireless link quality estimation, and the second part
(Chapters 5, 6) focuses on anomaly detection in wireless links.

Chapter 1 provides a brief general introduction to wireless links and motivation for
the research in wireless link quality estimation and anomaly detection. Following the
high-level taxonomy it narrows the scope of dissertation to data-driven ML-based LQE
approaches with particular attention given to data collection and preparation. The general
introduction is followed by brief description of the motivation for this particular research
topic and a list of hypotheses, an outline of the research methodology used, declaration of
original contributions to science, and finally by the organization of the dissertation.

Part I of the main body is dedicated to the first link state information application,
namely wireless link quality estimation. Chapter 2 provides a detailed and comprehen-
sive overview of existing data-driven approaches, their applications, design process, freely
available datasets suitable for link quality estimation, and design guidelines for LQE de-
velopment. Chapter 3 presents a novel tree-based LQE model with high accuracy and
low training time. Also, it examines various pre-processing steps and their impact on the
model performance.

Data-driven approaches depend on suitability and representativeness of recorded datasets,
but in reality these are rarely balanced and may exhibit different biases, further empha-
sizing the importance of data pre-processing steps. To this end, Chapter 4 explores how
classification fairness of minority data classes in imbalanced dataset can be improved with
minimal impact on majority data classes.

Part II of the main body is dedicated to the second link state information application,
namely anomaly detection in wireless links. Chapter 5 defines four distinctive types of
anomalies and their possible causes. It compares the performance of six reference ML
algorithms, along with threshold approaches, on four different data representations. It
also introduces encoded features using deep learning autoencoders, which show promising
results. Chapter 6 further extends this work by fine-tuning ML algorithms and perform-
ing computationally intensive model selection with the aim to find the best ML pipeline
configuration for anomaly detection.

Finally, Chapter 7 concludes the dissertation, summarizes the main contributions to
science and outlines some possible directions for future work.



Part I

Wireless Link Quality Estimation





11

Chapter 2

Machine Learning for Wireless Link
Quality Estimation

Data-driven LQE approaches rely on actual measured data that capture real-world phe-
nomena. In traditional statistical approaches, this data is used to fit a model that best
approximates the underlying distribution of typically one selected phenomenon, thus ab-
stracting overly complex behaviour. With the recently increased use of ML-based ap-
proaches, leveraging large amounts of empirical data traces collected across various wire-
less networks, technologies and operating scenarios, data-driven LQE models are becoming
increasingly sophisticated and accurate, enabling a more generic and high-level understand-
ing of links’ behaviour. However, ML techniques do not support as intuitive understanding
of the relationship between the empirical data and resulting model as statistical distribu-
tions, and are relying on a complex development process in which each step has multiple
design choices that can notably affect the overall performance of the model and need to be
carefully considered to meet the requirements of served applications.

In this respect, this chapter provides a comprehensive study of wireless link quality
estimators (LQEs) developed from empirical data, emphasising ML-based approaches, and
the lessons learned serve as a foundation for the remaining chapters in the thesis. We start
the investigation along seven different aspects, namely the underlying technologies and
standards, the purpose of the estimator, the input metrics, the models used, the output
value, the evaluation process, and finally their reproducibility.

From the perspective of served applications it is primarily important how ML-based
LQE models serve their respective quality requirements, in particular reliability, adaptiv-
ity, responsiveness, stability, computational cost, and probing overhead. We show that
approaches can be divided into two broad groups. The purpose of the first group is to im-
prove the performance of a protocol or process, whereas the purpose of the second group
is to propose a new or improved LQE.

Another important aspect for better understanding of the existing ML-based LQE mod-
els is how they follow the standard design process used in the machine learning community,
known as Knowledge Discovery Process (KDP), consisting of data pre-processing, model
building and model evaluation stages. We investigate and quantify the design decisions
regarding cleaning and interpolation of data, feature selection, re-sampling strategy and
ML model selection. We also provide insights into their impact on the overall LQE per-
formance in terms of standard metrics such as accuracy, F1 score, precision and recall.
Proving significant impact of data pre-processing on the overall performance of ML-based
LQE model, we explore the steps of this stage more in depth in Chapters 3 and 4.

A particularly important aspect for building as well as for evaluating and comparing
ML-based LQE models is the availability of representative datasets. To this end, we
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evaluate selected open datasets suitable for data-driven LQE research, where we examine
their origin, underlying technology, type of communication, available recorded metrics,
provided metadata regarding the data collection process, and the total size of datasets.

This chapter concludes with elaborated lessons learned and generic design guidelines
for developing ML-based LQE models considering application quality aspects as well as for
designing a collection of generic trace-sets.

From the hypotheses outlined in Chapter 1.1, this chapter addresses and partially
confirms hypothesis H1:

H1 Wireless link quality can be efficiently and accurately estimated using machine learn-
ing approaches.

This chapter analyzes the rich body of existing literature on LQEs using models de-
veloped from data traces. It shows that the ML-based techniques used for modelling link
quality are becoming increasingly sophisticated and accurate, which confirms hypothesis
H1. The analysis of the literature also shows that authors with the proposed ML-based
models already outperform rule-based or algorithm-based estimators.

As to the contributions outlined in Chapter 1.3, this chapter represents contribution
C1. This chapter provides an in-depth and comprehensive survey of existing data-driven
approaches for wireless link quality estimation, which serves as a foundation for the sub-
sequent research of ML-based LQE.

The publication included in this chapter is:

• G. Cerar, H. Yetgin, M. Mohorčič and C. Fortuna, Machine Learning for Wireless
Link Quality Estimation: A Survey in IEEE Communications Surveys & Tutorials,
doi: 10.1109/COMST.2021.3053615.

https://doi.org/10.1109/COMST.2021.3053615
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Abstract—Since the emergence of wireless communication
networks, a plethora of research papers focus their attention
on the quality aspects of wireless links. The analysis of the
rich body of existing literature on link quality estimation using
models developed from data traces indicates that the techniques
used for modeling link quality estimation are becoming increas-
ingly sophisticated. A number of recent estimators leverage
Machine Learning (ML) techniques that require a sophisticated
design and development process, each of which has a great poten-
tial to significantly affect the overall model performance. In
this article, we provide a comprehensive survey on link qual-
ity estimators developed from empirical data and then focus
on the subset that use ML algorithms. We analyze ML-based
Link Quality Estimation (LQE) models from two perspectives
using performance data. Firstly, we focus on how they address
quality requirements that are important from the perspective
of the applications they serve. Secondly, we analyze how they
approach the standard design steps commonly used in the ML
community. Having analyzed the scientific body of the survey, we
review existing open source datasets suitable for LQE research.
Finally, we round up our survey with the lessons learned and
design guidelines for ML-based LQE development and dataset
collection.

Index Terms—Link quality estimation, machine learning, data-
driven model, reliability, reactivity, stability, computational cost,
probing overhead, dataset preprocessing, feature selection, model
development, wireless networks.

I. INTRODUCTION

IN WIRELESS networks, the propagation channel condi-
tions for radio signals may vary significantly with time and

space, affecting the quality of radio links [1]. In order to ensure
a reliable and sustainable performance in such networks, an
effective link quality estimation (LQE) is required by some
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Gregor Cerar and Mihael Mohorčič are with the Department of
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Fig. 1. The unified model of data-driven LQE comprising of physical layer
(layer 1) and link layer (layer 2).

protocols and their mechanisms, so that the radio link param-
eters can be adapted and an alternative or more reliable channel
can be selected for wireless data transmission. To put it simply,
the better the link quality, the higher the ratio of success-
ful reception and therefore a more reliable communication.
However, challenging factors that directly affect the quality
of a link, such as channel variations, complex interference
patterns and transceiver hardware impairments just to name
a few, can unavoidably lead to unreliable links [2]. On one
hand, incorporating all these factors in an analytical model is
infeasible and thus such models cannot be readily adopted
in realistic networks due to highly arbitrary and dynamic
nature of the propagation environment [3]. On the other
hand, effective prediction of link quality can provide great
performance returns, such as improved network throughput
due to reduced packet drops, prolonged network lifetime due
to limited retransmissions [4], constrained route rediscovery,
limited topology breakdowns and improved reliability, which
reveal that the quality of a link influences other design deci-
sions for higher layer protocols. Eventually, variations in link
quality can significantly influence the overall network con-
nectivity. Therefore, effectively estimating or predicting the
quality of a link can provide the best performing link from a
set of candidates to be utilized for data transmission.

More broadly, the quality of a wireless link is influenced by
the design decisions taken for: i) wireless channel, ii) physi-
cal layer technology, and iii) link layer, as depicted in Fig. 1.

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/
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TABLE I
EXISTING SURVEYS AND TUTORIALS RELATING TO THE TERMS THAT CAN DEFINE THE QUALITY OF A LINK IN THE STATE-OF-THE-ART LITERATURE

The channel used for communication can be described by
several parameters, such as operating frequency, transmis-
sion medium (e.g., air, water), environment (e.g., indoor,
outdoor, dense urban, suburban) as well as relative position
of the communicating parties (e.g., line-of-sight, non-line-of-
sight) [1]. The physical layer technology implemented at the
transmitter and receiver comprises several complex and well-
engineered blocks, such as the antenna (e.g., single, multiple
or array), frequency converter, analog to digital converter, syn-
chronization and other baseband operations. The link layer
is responsible for successfully delivering the data frame via
a single wireless hop from transmitter to receiver, therefore
it comprises of frame assembly and disassembly techniques,
such as attaching/detaching headers, encoding/decoding pay-
load, as well as mechanisms for error correction and con-
trolling retransmissions [3]. While the quality of a link is
ultimately influenced by a sequence of complex, well studied,
designed and engineered processing blocks, the performance
of the realistic and operational systems is quantified by a
relatively limited number of observations [2], the so-called
link quality metrics, which are detailed later in Section II-C
using Table IV.

In this article, we refer to the wireless link abstraction as
comprising of link layer and physical layer. More explicitly,
link quality is referred to the quality of a wireless link that is
concerned with the link layer and the physical layer. The LQE
models reviewed in this survey paper are based on physical
and link layer metrics, namely all potential metrics for the
evaluation of link quality that lie within the dotted rectangle
of Fig. 1.

To briefly overview, the research on data-driven LQE using
real measurement data started in the late 90s [5] and is

still carried on with a plethora of publications in the last
decade [5]–[16]. Early studies on this particular topic mainly
utilized recorded traces and the models were developed man-
ually [5], [7]–[16]. Over the past few years, researchers have
paid a lot of attention to the development of LQE using ML
algorithms [6], [17]–[19].

A. Applications of ML in Wireless Networks

The use of ML techniques in LQE is promising to sig-
nificantly improve the performance of wireless networks due
to the ability of the technology to process and learn from
large amount of data traces that can be collected across var-
ious technologies, topologies and mobility scenarios. These
characteristics of ML techniques empower LQE to become
much more agile, robust and adaptive. Additionally, a more
generic and high level understanding of wireless links could
be acquired with the aid of ML techniques. More explicitly, an
intelligent and autonomous mechanism for analyzing wireless
links of any transceiver and technology can assist in better
handling of current operational aspects of increasingly hetero-
geneous networks. This opens up a new avenue for wireless
network design and optimization [58], [59] and calls for the
ML techniques and algorithms to build robust, agile, resilient
and flexible networks with minimum or no human interven-
tion. A number of contributions for such mechanisms can be
found in the literature, for instance radio spectrum observatory
network is designed in [60] and [61].

The diagram provided in Fig. 2 exhibits a broad picture of
what problems are being solved by ML in wireless networks
and what broad classes of ML methods are being used for solv-
ing these particular problems. It can be observed that improve-
ments on all layers of the communication network stack, from

14 Chapter 2. Machine Learning for Wireless Link Quality Estimation
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Fig. 2. Layered taxonomy of machine learning solutions for wireless communication networks.

physical to application, are being proposed using classification,
regression and clustering techniques. For each technique, algo-
rithms having statistical, kernel, reinforcement, deep learning,
and stochastic flavors are being used. The scope of the ML

works analyzed in this article is shaded with gray in Fig. 2 and
further detailed later in Fig. 5. For a more comprehensive and
intricate analysis, [54] and [55] survey deep learning in wire-
less networks, and [62] surveys Artificial Intelligence (AI)

2.1. Introduction 15
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Fig. 3. Structure overview of this survey paper.

techniques, including ML and symbolic reasoning in commu-
nication networks, but without investing any particular effort
on LQE.

B. Existing Surveys on LQE

To contrast our study against existing survey papers on
the aspects of link quality estimation, we have identified a
comprehensive list of survey and tutorial papers summarized
in Table I. We have observed that there are existing dis-
cussions on the “link quality” considering various wireless
networks, as outlined in Table I. However, only Baccour et al.
attempted to address LQE in [2]. They highlighted distinct
and sometimes contradictory observations coming from a large
amount of research work on LQE based on different platforms,
approaches and measurement sets. Baccour et al. provide a sur-
vey on empirical studies of low power links in wireless sensor

networks1 without paying any special attention to procedures
using ML techniques. In this survey paper, we complement
the aforementioned survey by analyzing the rich body of
existing and recent literature on link quality estimation with
the focus on model development from data traces using ML
techniques. We analyze the ML-based LQE from two comple-
mentary perspectives: application requirements and employed
design process. First, we focus on how they address qual-
ity requirements that are important from the perspective of
the applications they serve in Section III. Second, we analyze
how they approach the standard design steps commonly used
in the ML community in Section IV. Moreover, we also review
publicly available data traces that are most suitable for LQE
research.

C. Contributions

Considering recent contributions on LQE using ML tech-
niques, it can be challenging to reveal the relationship between
design choices and reported results. This is mainly because
each model relying on ML assumes a complex development
process [63], [64]. Each step of this process has a great poten-
tial to significantly affect the overall performance of the model,
and hence these steps and their associated design choices must
be well understood and carefully considered. Additionally,
to provide the means for fair comparison between exist-
ing and future approaches, it is of critical importance to be
able to reproduce the LQE model development process and
results [65]–[67], which indeed also requires open sharing of
data traces.

The major contributions of this article can be summarized
as follows.

• We provide a comprehensive survey of the existing liter-
ature on LQE models developed from data traces. We
analyze the state of the art from several perspectives
including target technology and standards, purpose of
LQE, input metrics, models utilized for LQE, output of
LQE, evaluation and reproducibility. The survey reveals
that the complexity of LQE models is increasing and that
comparing LQE models against each other is not always
feasible.

• We provide a comprehensive and quantitative analysis
of wireless link quality classification by extracting the
approximated per class performance from the reported
results of the literature in order to enable readers to
readily distinguish the performance gaps at a glimpse.

• We analyze the performance of candidate classification-
based LQEs and reveal that autoencoders, tree based
methods and SVMs tend to consistently perform better
than logistic regression, naive Bayes and artificial neu-
ral networks whereas the non-ML TRIANGLE estimator
performs considerably well on the two, i.e., very good
and good quality links, of the five classes included in the
analysis.

• We identify five quality aspects regarding the develop-
ment of an ML-based LQE that are important from the

1This survey paper is also a more recent contribution on link quality esti-
mation models than [2] from 2012. Besides, we focus our attention on the
data-driven LQE models with ML techniques.

16 Chapter 2. Machine Learning for Wireless Link Quality Estimation



700 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 23, NO. 2, SECOND QUARTER 2021

Fig. 4. Timeline of the most prominent models in the evolution of wireless LQE.

application perspective: reliability, adaptivity/reactivity,
stability, computational cost and probing overhead. We
provide insightful analyses on how ML-based LQE mod-
els address these five quality aspects considering the use
of ML methods for a diverse set of specific problems.

• Starting from the standard ML design process, we inves-
tigate and quantify the design decisions that the existing
ML-based LQE models considered and provide insights
for their potential impact on the final performance of
the LQE using the accuracy as well as the F1 score and
precision vs. recall metrics.

• We survey publicly available datasets that are most suit-
able for LQE research and review their available features
with a comparative analysis.

• We provide an elaborated lessons learned section for
the development of ML-based LQE model. Based on
the lessons learned from this survey paper, we derive
generic design guidelines recommended for the industry
and research community to follow in order to effectively
design the development process and collect trace-sets for
the sake of LQE research.

The rest of this article is structured as portrayed in Fig. 3.
Section II provides a comprehensive survey of the state-of-the-
art literature on LQE models built from data traces. Section III
and Section IV analyze ML-based LQE models from the per-
spective of application requirements, and of the design process,
respectively. Section V then provides a comprehensive analy-
sis of the open datasets suitable for LQE research. As a result
of our extensive survey, Section VI provides lessons learned
and design guidelines, while Section VII finally concludes the
paper and elaborates on the future research directions.

II. OVERVIEW OF DATA-DRIVEN LINK

QUALITY ESTIMATION

With the emergence and spread of wireless technologies in
the early 90s [71], it became clear that packet delivery in wire-
less networks was inferior to that of wired networks [5]. At
the time of the experiment conducted in [5], wireless trans-
mission medium was observed to be prone to unduly larger
packet losses than the wired transmission mediums. Up until
today, roughly speaking, numerous sophisticated communica-
tion techniques, including modulation and coding schemes,
channel access methods, error detection and correction meth-
ods, antenna arrays, spectrum management, high frequency
communications and so on, have emerged. As part of this
combination of revolutionary techniques, a diverse number of
estimation models for the assessment of link quality, based
on actual data traces in addition to or instead of simulated
models, have been proposed in the literature.

The research of data-driven LQE based on measurement
data reaches back into late 90s [5] and has gained momen-
tum particularly in the last decade [6]. As summarized in the
timeline depicted in Fig. 4, early attempts on LQE research
mainly hinge on the recorded traces with statistical approaches
and the manually developed models [5], [7]–[16]. On the
other hand, only after 2010, researchers have started paying a
great attention to the development of LQE model using ML
algorithms [17]–[19].

To date, many analytical and statistical models have been
proposed to mitigate losses and improve the performance
of wireless communication. These models include channel
models, radio propagation models, modulation/demodulation
and encoding/decoding schemes, error correction codes, and
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multi-antenna systems just to name a few. Such models
are essentially based on model-driven link quality estima-
tors, where they calculate predetermined variables based on
the communication parameters of the associated environment.
However, their one significant shortcoming is that they abstract
the real environment, and thus consider only a subset of the
real phenomena. Data-driven models, on the other hand, rely
on actual measured data that capture the real phenomena. The
data are then used to fit a model that best approximates the
underlying distribution. As it can be readily seen in Fig. 4,
up until 2010, statistical approaches were the favored tools
for LQE research. From then on, as in other research areas
of wireless communication, portrayed in Fig. 2, ML-based
models replaced the conventional approaches and became the
preferred tool for LQE research.

Empirical observation of wireless link traffic is a crucial part
of the data-driven LQE. An observation of link quality met-
rics within a certain estimation window, e.g., time interval or
a discrete number of events, allows for constructing different
varieties of data-driven link quality estimators. However, there
are a few drawbacks of the data-driven approaches that need
to be taken into account. Since the ultimate model strictly
depends on the recorded data traces, it has to be carefully
designed in a way that records adequate information about
the underlying distribution of the phenomena. If sufficient
measurements of the distribution can be captured, then it is
possible to automatically build a model that can approximate
that particular distribution. Data-driven LQE models are in no
way meant to fully replace or supersede model-driven esti-
mators but to complement them. It is certainly possible to
incorporate a model-driven estimator into a data-driven one as
the input data.

To some extent, different varieties of data-driven metrics
and estimators were studied in [2], where the authors made
three independent distinctions among hardware- and software-
based link quality estimators. The software-based estimators
are further split into Packet Reception Ratio (PRR)-based,
Required Number of Packets (RNP)-based, and score-based
subgroups. The first distinction is based on the estimator’s
origin presenting the way how they were obtained. The sec-
ond distinction is based on the mode their data collection was
done, which can be in passive, active and/or hybrid manner,
depending on whether dummy packet exchange was triggered
by an estimator. The third distinction is based on which side
of the communication link was actively involved. LQE met-
rics can be gathered either on the receiver, transmitter or both
sides.

Going beyond [2], Tables II and III provide a comprehen-
sive summary of the most related publications that leverage a
data-driven approach for LQE research. All the studies sum-
marized in Tables II and III rely on real network data traces
recorded from actual devices. The first column in Tables II
and III contains the title, reference and the year of publica-
tion. The second column provides the testbed, the hardware
and the technology used in each publication, whereas the third
column lists the objectives of these publications with respect to
LQE approach. Columns four, five and six focus on the charac-
teristics of the estimators, particularly on their corresponding
input(s), model and output. The last two columns summarize

statistical aspects of the data traces and their public availability
of the trace-sets for reproducibility, respectively.

A. Technologies and Standards

As outlined in the second column of Tables II and III, ear-
lier studies on LQE were performed on WaveLAN [5], [7],
a precursor on the modern Wi-Fi. The study in [5] aimed to
characterize the loss behavior of proprietary AT&T WaveLAN.
It used packet traces with various configurations for the
transmission rate, packet size, distance and the correspond-
ing packet error rate. Then, they built a two-state Markov
model of the link behavior. The same model was then utilized
in [7] to estimate the quality of wireless links in the interest
of improving Transmission Control Protocol (TCP) conges-
tion performance. More recently, [70], [72] used IEEE 802.11
standard in their studies for throughput and online link
quality estimators.

Later on, the majority of publications related to LQE
focused on wireless sensor networks relying on IEEE 802.15.4
standard and only a few targeted other type of wire-
less networks, such as Wi-Fi (IEEE 802.11) or Bluetooth
(IEEE 802.15.1). This can be explained by the fact that
IEEE 802.15.4-based wireless sensor networks are relatively
cheaper to deploy and maintain. Perhaps, the first such larger
testbed was available at the University of Berkley [8] using
MicaZ nodes and TinyOS [73], which is an open source
operating system for constrained devices. Other hardware plat-
forms, such as TelosB and TMote, and operating systems,
e.g., Contiki, have emerged and enabled researchers to fur-
ther experiment with improving the performance of single and
multi-hop communications for wireless networks composed of
battery-powered devices.

Finally, one recent contribution focuses on LoRA technol-
ogy, a type of Low Power Wide Area Network (LPWAN) for
estimating the quality of links, and therefore aiming for the
improvement of the coverage for the technology [6].

Whereas earlier research on LQE leveraged propri-
etary technologies [5], wireless sensor networks utilized
relatively low cost hardware and open source soft-
ware, therefore enabled a broader effort from the
research community. This resulted in a large wave
of research focusing on ad-hoc, mesh and multihop
communications [8], [10], [13]–[17], [19], [38], [40], [74],
all of which rely on the estimation of link quality. The nodes
implementing the aforementioned technologies are still being
maintained in various university testbeds.

B. Purpose of the LQE

With respect to the research goal summarized in the third
column of Tables II and III, the surveyed papers can be cat-
egorized into two broad groups. The goal of the first group
was to improve the performance of a protocol or process. The
goal of the second group of papers was to propose a new or
improve an existing link quality estimator. For this class of
papers, any protocol improvement in the evaluation process
was secondary.

1) LQE for Protocol Performance Improvement: The
authors of [5], [7] investigated TCP performance improvement,
whereas others focused on routing protocol performance. This
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TABLE II
EXISTING WORK ON LINK QUALITY ESTIMATION USING REAL NETWORK DATA TRACES (PART 1 OF 2)

group of papers proposed a novel link quality estimators
as an intermediate step towards achieving their goal, e.g.,
performance improvement of TCP, routing optimization
and so on.

One of the earliest publications from this group is [8]
that aimed for improving the reactivity of routing tables in
constrained devices, such as sensor nodes. They collected
traces of transmissions for nodes located at various distances
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TABLE III
EXISTING WORK ON LINK QUALITY ESTIMATION USING REAL NETWORK DATA TRACES (PART 2 OF 2)

with respect to each other. Then, they computed reception
probabilities as a function of distances and evaluated a num-
ber of existing link estimation metrics. They also proposed
a new link estimation metric called Window Mean with an
Exponentially Weighted Moving Average (WMEWMA) and
showed an improvement in network performance as a result
of more appropriate routing table updates. The improvements
were shown both in simulations and in experimentation. This
study was also among the earliest studies introducing the
three different grade regions of wireless links, i.e., good,
intermediate and bad.

Later, [10] noticed that by considering additional met-
rics alongside WMEWMA, also from higher levels of the
protocol stack, the link estimation could be better coupled
with data traffic. Therefore, they introduced a new estimator
referred to as Four-Bit (4B), where they combined information
from the physical (PRR, Link Quality Indicator (LQI)), link
(ACK count) and network layers (routing) and demonstrated
that it performs better than the baseline they chose for the
evaluation.

In [13], the authors developed a new link quality estimator
named Fuzzy-logic based LQE (F-LQE) that is based on
fuzzy logic, which exploits average values, stability and asym-
metry properties of PRR and Signal-to-Noise Ratio (SNR). As
for the output, the model classifies links as high-quality (HQ)
or low-quality (LQ). The same authors compared F-LQE
against PRR, Expected Transmission count (ETX) [77],
RNP [78] and 4B [10] on the RadiaLE testbed [75]. The
comparison of the metrics was performed using different
scenarios including various data burst lengths, transmission
powers, sudden link degradation and short bursts. Among
their findings, they showed that PRR, WMEWMA and ETX,
which are PRR-based link quality estimators, overestimate the
link quality, while RNP and 4B underestimate the link quality.
The authors of [75] demonstrated that F-LQE performed
better estimation than the other estimators compared.

The authors of [14] used fuzzy logic and proposed a
Fuzzy-logic Link Indicator (FLI) for link quality estimation.
The FLI model uses PRR, the coefficient of variance of PRR
and the quantitative description of packet loss burst, which
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TABLE IV
METRICS THAT CAN BE USED TO MEASURE THE QUALITY OF A LINK

are gathered independently, while the previous F-LQE [13]
requires information sharing of PRR. FLI was evaluated in a
testbed for 12 hours worth of simulation time against 4B [10],
and it was reported to perform better.

Foresee (4C) [17] is the first metric from this group
focused on protocol improvement that introduced statistical
ML techniques. The authors used Received Signal Strength
Indicator (RSSI), SNR, LQI, WMEWMA and smoothed PRR
as input features into the models. They trained three ML
models based on naïve Bayes, neural networks and logis-
tic regression. TALENT [38] was then improved on 4C by
introducing adaptive learning rate.

More recently, [69] proposed enhancement to the RPL pro-
tocol, which is used in lossy wireless networks. This backward
compatible improvement (mRPL) for mobile scenarios intro-
duces asynchronous transmission of probes, which observe
link quality and trigger the appropriate action.

New or Improved Link Quality Estimator:
Srinivasan et al. [11] proposed a two-state model with
good and bad states, and 4 transition probabilities between
the states to improve on the existing WMEWMA [10] and
4B [10]. Then, Senel et al. [9] took a different approach
and developed a new estimator by predicting the likelihood
of a successful packet reception. Besides, Boano et al. [12]
introduced the TRIANGLE metric that uses the Pythagorean
equation and computes the distance between the instant SNR
and LQI. This study identifies four different link quality
grades including very good, good, average and bad links.
Some of the classifiers propose a five-class model [40], [74]
and a three-class model [16], [39] for LQE research. Other
LQE models leverage regression rather than classification
in order to generate a continuous-valued estimate of the
link [6], [70], [72].

C. Input Metrics for LQE Models

With respect to the input metrics used for estimating
the quality of a link summarized in the fourth column of
Tables II and III, we distinguish between the single and the
multiple metric approaches. Single metric approaches use a

one dimension vector while multiple metric approaches use a
multidimensional vector as input for developing a model.

Single metric input approaches have a number of advan-
tages. The trace-set is smaller and thus often easier to collect,
the model typically requires less computational power to com-
pute, and as shown in [17] they can be more straightforward
to implement, especially on constrained devices. However, by
only analyzing and relying on a single measured variable,
such as RSSI, important information might be left out. For
this reason, it is better to collect traces with several, possibly
uncorrelated metrics, each of them being able to contribute
meaningful information to the final model. A good example
of the latter is using RSSI and spectral images for instance.

The estimators surveyed based on single input metric appear
in [8], [11], [16], [19], [39] whereas the estimators based on
multiple metrics are considered in [5]–[7], [9], [10], [12]–[15],
[17], [38], [40], [69], [70], [72], [74].

One can readily observe from the fourth column of Tables II
and III that the most widely used metric, either directly or
indirectly, is the PRR, which is used as model input in [5],
[8]–[11], [13]–[15], [17], [38]. Other input metrics derived
from PRR values are also used as input metrics in [9], [12].
Looking at the frequency of use, PRR is followed by hardware
metrics, i.e., RSSI, LQI and SNR in [9], [10], [12], [16], [17],
[19], [38]. Other features are less common and tend to appear
scarcely in single papers.

Table IV summarizes metrics that can be used for measur-
ing the quality of the link. Every metric from the first column
of the table can also be used as input for another new metric.
The so-called hardware-based metrics [2], such as RSSI, LQI,
SNR and Bit Error Rate (BER) are directly produced by the
transceivers, and they also depend on underlying metrics, such
as Received Signal Strength (RSS), SNR, noise floor, imple-
mentation artifacts and vendor. The so-called software-based
metrics are usually computed based on a blend of hardware
and software metrics. It is clear from the first and the last
columns of Table IV that the number of independent input
variables is limited. However, recently, additional input has
been taken into account in [68]. Topological features assum-
ing cross-layer information exchange, where LQE is informed
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Fig. 5. Taxonomy of the LQE approaches using ML algorithms and traditional methods.

of node degree, hop count, strength and distance is considered
in [68], while [70] and [6] have exclusively shown that imag-
ing data can be used as input for LQE models as an alternative
source of data, as outlined at the bottom of Table IV.

In addition to finding other new sources of data, a chal-
lenging task would be to analyze a large set of measurements
in various environments and settings, from a large number of
manufacturers to understand how measurements vary across
different technologies and differ across various implementa-
tions within the same technology, and derive the truly effective
metrics for an efficient development of LQE model.

D. Models for LQE

Considering the models used for developing LQE sum-
marized in the fifth column of Tables II and III, the
publications surveyed can be distinguished as those using sta-
tistical models [5], [7]–[9], [11], rule and/or threshold based
models [10], [12], [16], fuzzy ML models [13]–[15], [75],

statistical ML models [6], [17], [18], [38], [39], [68],
[70], [72], [74], [76], reinforcement learning models [69]
and deep learning models [19], [40]. For readers’ con-
venience, the corresponding taxonomy is portrayed
in Fig. 5.

With regard to the statistical models, the authors of [5], [7]
manually derived error probability models from traces of
data using statistical methods. Additionally, Woo et al. [8]
derived an exponentially weighted PRR by fitting a curve
to an empirical distribution, whereas Senel et al. [9] first
used a Kalman filter to model the correct value of the
RSS, then they extracted the noise floor from it to obtain
SNR, and finally, they leveraged a pre-calibrated table to
map the SNR to a value for the Packet Success Ratio (PSR).
Srinivasan et al. [11] used the Gilbert-Elliot model, which is
a two-state Markov process with good and bad states with
four transition probabilities. The output of the model is the
channel memory parameter that describes the “burstiness” of
a link.
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Considering the rule based models, 4B [10] con-
structs a largely rule based model of the channel that
depends on the values of the four input metrics, whereas
Boano et al. [12] formulate the metric using geometric rules.
First, Boano et al. [12] computed the distance between the
instant SNR and LQI vectors in a 2D space. Then, they used
three empirically set thresholds to identify four different link
quality grades: very good, good, average or bad. Finally, [16]
manually rules out good and bad links based on LQI values
and then, for the remaining links, computes additional statis-
tics that are used to determine their quality with respect to
some thresholds.

The first fuzzy model, F-LQE [13] uses four input met-
rics incorporating WMEWMA, averaged PRR value, stabil-
ity factor of PRR, asymmetry level of PRR and average
SNR, and fuzzy logic to estimate the two-class link quality.
Rekik et al. [15] adapts F-LQE to smart grid environments
with higher than normal values for electromagnetic radia-
tion, in particular 50 Hz noise and acoustic noise. Finally,
Guo et al. [14] proposed a different two-class fuzzy model
based on the two input metrics, namely coefficient of vari-
ance of PRR and quantitative description of packet loss burst,
which are gathered independently, and are different from the
ones used for F-LQE.

One of the earliest statistical ML model, the so-called
4C, was proposed by Liu and Cerpa, [17], where 4C amal-
gamated RSSI, SNR, LQI and WMEWMA, and smoothed
PRR to train three ML models based on naïve Bayes,
neural networks and logistic regression algorithms. Then,
Liu and Cerpa [18], [38] introduced TALENT, an online ML
approach, where the model built on each device adapts to
each new data point as opposed to being precomputed on a
server. TALENT yields a binary output (i.e., whether PRR is
above the predefined threshold), while 4C produces a multi-
class output. TALENT also uses state-of-the-art models for
LQE, such as Stochastic Gradient Descent (SGD) [79] and
smoothed Almeida–Langlois–Amaral–Plakhov algorithm [80]
for the adaptive learning rate and logistic regression.

Other statistical models, such as Shu et al. [74] used
Support Vector Machine (SVM) algorithm along with RSSI,
LQI and PRR as input to develop a five-class model of
the link. Besides, Okamoto et al. [70] used an on-line
learning algorithm called adaptive regularization of weight
vectors to learn to estimate throughput from throughput
and images. Then, Bote-Lorenzo et al. [72] trained online
perceptrons, online regression trees, fast incremental model
trees, and adaptive model rules with Link Quality (LQ),
Neighbor Link Quality (NLQ) and ETX metrics to estimate
the quality of a link, whereas Demetri et al. [6] benefit
from a seven-class SVM classifier to estimate LoRa network
coverage area by means of using 5 input metrics to train
the classifier including multi-spectral aerial images. More
recently, [39] evaluated four different ML models, namely
logistic regression, tree based, ensemble, multilayer percepron,
against each other.

The only proposed reinforcement learning model for link
quality estimation appears in [69]. The authors train a greedy
algorithm with Packet Error Rate (PER), RSSI and energy

consumption input metrics to estimate PRR in view of protocol
improvement in mobility scenarios.

The two LQE models using deep learning algorithms have
also been proposed. For the first model, Sun et al. [19]
introduce Wavelet Neural Network based LQE (WNN-LQE),
a new LQE metric for estimating link quality in smart grid
environments, where they only rely on SNR to train a wavelet
neural network estimator in view of accurately estimating con-
fidence intervals for PRR. In the latter model, Luo et al. [40]
incorporate four input metrics, namely SNR, LQI, RSSI, and
PRR, and trains neural networks to distinguish a five-class
LQE model.

E. Output of Link Quality Estimator

Regarding the output of link quality estimators summarized
in the sixth column of Tables II and III, we can observe three
distinct types of the output values.

The first type is a binary or a two-class output, which is
produced by the classification model. This type of output can
be found in [8], [14], [15], [18], [75]. The applications noticed
are mainly (binary) decision making [8] and above/below
threshold estimation [14], [15], [18], [75].

The second type is multi-class output value. Similar to the
first type, it is also produced by the classification model. The
multi-class output values are utilized in [6], [12], [16], [40],
[74], [76], where [16], [39], [76] use a three-class, [12] utilizes
a four-class, [40], [74] rely on a five-class, and [6] leverages
a seven-class output. The applications observed are the cate-
gorization and estimation of the future LQE state, which is
expressed through labels/classes.

It is not clear from the analyzed work how the authors
selected the number of classes in the case of multi-class out-
put LQE models. The three class output models seem to be
justified by the three regions of a wireless links [2]. The seven
class output model [6] justifies the 7 types of classes based
on seven types of geographical tiles. For the rest or the work,
it is not clear what is the justification and advantage of a
four, or five class LQE model. Generally, by adding more
classes, the granularity of the estimation can be increased
while the computing time, memory size and processing power
increase.

The third type is the continuous-valued output. In contrast to
the first two types, it is produced by a regression model, which
is considered by [5], [7], [9]–[11], [17], [19], [68]–[70], [72].
The value is typically limited only by numerical precision. The
applications observed are the direct estimation of a metric [5],
[7], [9], [19], [68]–[70], [72], probability value [11], [17] and
their proposed scoring metric [10], which are later used for
comparative analysis.

Some of the proposed or identified applications require
continuous-valued LQE estimation, for instance, network
congestion controller (TCP Reno) [7], communication han-
dover [70], and routing table managers [10], [17], [19], [68],
[69], [72]. For other routing table managers and applications,
a discrete valued LQE suffices according to the surveyed
work. Note that any continuous estimator can be subsequently
converted to discrete valued one.
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TABLE V
A SURVEY OF THE COMPARISON FOR LQE MODELS AND THEIR RESPECTIVE EVALUATION METRICS CONSIDERING

THE RESEARCH PAPERS COMPREHENSIVELY SURVEYED IN TABLES II AND III

F. Evaluation of the Proposed Models

We analyze the way Tables II and III evaluate the proposed
LQE models along several dimensions. The evaluation metric
analysis of the surveyed literature is presented in Table V. The
second column of the table lists the metrics used to evaluate the
LQE model by the research papers listed in the third column of
the table. The fourth column of the table identifies what other
existing link quality estimators were utilized and compared
against the ones proposed in the papers outlined in the third
column.

1) Evaluation From the Purpose of the LQE Perspective:
Firstly, we analyze the evaluation of the models through the
lens of the purpose of the LQE as discussed in Section II-B.
We identify direct evaluation, where the paper directly quanti-
fies the performance of the proposed LQE models vs. indirect
evaluation, where the improvement of the protocol or the
application as a result of the LQE metric is quantified.

Direct evaluations of LQE models typically evaluate the
predicted or estimated value against a measured or simu-
lated ground truth. The metrics used for evaluation depend
on the output of the proposed model for LQE discussed in
Section II-E.

When the output are categorical values, then it is
possible to use metrics based on predicted label count
versus the label count of the ground truth. Confusion
matrices are used by [12], [16], [18], [38]–[40] as seen

in rows 1, 2, 3 and 4 of Table V, classification accuracy
is used by [6], [17], [18], [38], [40], [74] as observed in
rows 3, 5, 6 and 7, and recall is used in combination with
accuracy and confusion matrix by [40] as illustrated in
the fourth row of the table. Only more recently, [39] uses
the combined confusion matrix, precision, recall and F1
to provide more detailed insights into the performance of
their classifier. Well known evaluation metrics, such as
classification precision, classification sensitivity, F1 and
Receiver Operating Characteristic (ROC) curve are used sel-
dom or not at all among the evaluation metrics in the surveyed
classification work. However, they can be computed for some
of the metrics based on the provided confusion matrices.

The LQE metrics listed in rows 1-3 of Table V can be com-
pared to each other in terms of performance by mapping the
5 and 7 class estimators to the 2 or 3 class estimator. This
results in a number of comparable 2 or 3 dimension confu-
sion matrices that can be analyzed. However, as the metrics
are developed and evaluated under different datasets, the com-
parison would not be exactly fair and it would not be clear
which design decision led one to be superior to another. The
same discussion holds also for other rows of the table that
share common evaluation metrics. High level comparisons that
abstract such details are provided later in Sections III and IV
for selected ML works that reported their results in sufficient
detail.
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Fig. 6. Visualization of relationships for cross-comparison of the research
papers with their corresponding evaluation metrics outlined in Table V.

When the output is continuous, then each predicted
value is compared against each measured or simulated
value using a distance metric. For instance, the authors
of [14], [19], [70] use Root-Mean-Square Error (RMSE) as
a distance metric as shown in rows 8-10 of Table V,
whereas the authors of [68], [72] use mean absolute error
(Mean Absolute Error (MAE)) as in rows 11 and 12 of the
table. Some other research papers as in [5], [13], [15], [75]
use Cumulative Distribution Function (CDF) as illustrated in
rows 13-15, while the authors of [5] leverage R2 in row 14
of Table V.

Indirect evaluations of LQE models evaluate against appli-
cation specific metrics. The papers evaluate the performance of
their objective functions based on the presence of link quality
estimators. For example, the studies conducted in [5]–[8], [11],
[12], [16], [69], [70], [72], [76] consider their respective objec-
tive functions for the particular applications and demonstrate
to obtain better results by means of using estimators com-
pared to the cases with the absence of estimators. While these
research papers are likely to be leading on the respective use
cases of LQE models owing to their first attempts in their spe-
cific application domains, their results and design decisions are
still difficult to compare against each other. Various application
specific evaluation metrics, such as number of downloads [7],
number of parent changes [8], throughput [11] can also be
found as listed in the rows 16-22 of Table V.

2) Evaluation From Cross-Comparison Perspective:
Secondly, we categorize papers that evaluate their outcomes
against other estimators existing at the time of writing ver-
sus papers that are somewhat stand alone. For instance, in
row 3 of Table V, TALENT [38] is evaluated against ETX,
STLE, 4B, WMEWMA and 4C. For more clarity, this is rep-
resented visually in Fig. 6 with directed arrows exiting from
TALENT and entering the boxes of the respective metrics,
which explicitly depicts the relationship between the last two
columns of Table V. Such comparisons are informative as

demonstrated by [75]. Among their findings, they showed that
PRR, WMEWMA, and ETX, which are PRR-based link qual-
ity estimators, overestimate the link quality, while RNP and
4B underestimate the link quality. F-LQE performed better
estimation than the other compared estimators.

However, metrics of the surveyed papers [6], [16], [69],
[70], [76] are not evaluated against other existing estimators,
due to their unique approach (application) and/or being among
the first to tackle certain aspect of estimation. For instance, the
authors of [76] evaluate the estimated ranking/classification
of subset of wireless channels and the authors of [69] eval-
uate the impact of networking performance with estimator
assisted routing algorithm against vanilla (m)RPL protocol,
while the authors of [70] evaluate estimated and real through-
put degradation when line of sight is blocked by an object.
Besides, the authors of [16] evaluate data-driven bidirectional
link properties, and [6] evaluates estimated vs. ground truth
signal fading, which is influenced by ML algorithm’s ability
to classify geographical tiles.

3) Evaluation From Infrastructure Perspective: Thirdly, we
categorize papers to those that perform evaluation and valida-
tion on real testbeds [5]–[10], [12]–[14], [17], [18], [38], [69],
[70], [75] shown as in rows 1, 3, 6, 8, 9, 14-19, 22, those
that perform evaluation in simulation such as [15], [69], [76]
in rows 13, 21, 22, and the rest that perform only numeri-
cal evaluation. The papers in the first category, that perform
evaluation and validation on testbeds, are better at presenting
how the estimator will actually influence the network. The
papers from second category performing simulation can pro-
vide good foundation for further examination and potential
implementation. Finally, the papers in third category, that only
do numerical evaluation, can unveil possible improvements
through statistical relationships.

4) Evaluation From Convergence Perspective: Fourthly,
during our analysis it has emerged that a number of papers
reflect on and quantify the convergence of their model. For
instance, in [11], they concluded that their model starts to
converge at approximately 40,000 packets. In [9], the authors
demonstrated that the link degradation could be detected even
with a single received packet. The metric proposed in [12]
required approximately 10 packets to provide the estimation
in either a static or mobile scenario. In [17], they suggested
that data gathered from 4-7 nodes for approximately 10 min-
utes should be sufficient to train their models offline. Although
these papers indicate convergence rate/size, a community
wide systematic investigation of LQE model convergence is
missing.

At this point, we can conclude that research community in
general have shown remarkable improvements, use cases, and
skills toward better estimators. However, despite the afore-
mentioned evaluation of proposed estimators, providing a
completely fair comparison of LQE models is not feasible
considering the diverse evaluation metrics outlined in Table V.

G. Reproducibility

Reproducibility of the results is recognized as being an
important step in the scientific process [65]–[67] and is
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Fig. 7. Classification of the works by considering the purpose for which the ML LQE model was developed.

important for replication as well as for reporting explicit
improvements over the baseline models. When researchers
publicly share the data, simulation setups and their relevant
codes it becomes easy for others to pick up, replicate and
improve upon, thus speeding up the adoption and improve-
ment. For instance, when a new LQE model is proposed, it
can be ran on the same data or testbed as a set of existing mod-
els provided the data and models are publicly accessible to the
community. The existing models can also be re-evaluated in
the same setup, thus replicating the existing results or they can
be used as baselines in new scenarios. With this approach, the
performance of the new LQE model can be directly compared
to the existing models with relatively low effort.

With respect to the reproducibility of the results in the sur-
veyed publications, we notice that only [11], [18], [39] are eas-
ily reproducible because they rely on publicly available trace-
sets. Studies reported in [5], [7], [8], [10], [16], [17], [75] use
open testbeds that, in principle, could be used to collect data
and the results can be reproduced. However, it is not clear
whether some of these testbeds are still operational given that
10-20 years have passed after the date of publication of the
corresponding research. We were not able to find any evidence
that the results in [9], [12], [14], [15], [19] could be repro-
duced as they strictly rely on an internal one-time deployment
and data collection.

III. APPLICATION PERSPECTIVE OF ML-BASED LQES

In this section, we provide an analysis of the ML-based
LQEs from application perspectives. We identify what is
important from an application perspective and how that affects
ML methods utilized for the LQE modeling. We first focus on

the purpose of the LQE model development followed by the
analyses of the application quality aspects.

A. LQE Design Purpose

In Section II-B, we have reflected on the purpose for which
an LQE model was developed, and as depicted in Fig. 7, we
found that about half of the ML-based LQE studies developed
an estimator with the goal of improving an existing protocol,
while the other half aimed for a new and superior LQE model.
Fig. 7 presents that “protocol improvement” group attempts to
minimize or maximize a particular objective, such as traffic
congestion, probing overhead, topology changes, just to name
a few. Most of the studies that fall into “new & improved
LQE” group only aim to improve the prediction or estimation
of the quality of a link.

The body of the work considering “protocol improvements”
is intricate to quantitatively compare against each other since
numerical details of the LQE models are not explicitly pro-
vided in the respective works, as previously discussed in
Section II-F. Similar difficulties also arise for a large part of
the body of work related to “new & improved LQE” mod-
els since they do not utilize consistent evaluation metrics.
For instance, for LQE models formulated as a classification
problem, only a subset of the works leverages accuracy as a
metric, while other subsets use confusion matrix or specifi-
cally defined metrics, which indeed renders them impractical
to quantitatively compare against each other, as outlined in
Table V and discussed in Section II-F. Attaining a fair com-
parison is even more difficult for the works that formulate
the LQE problem as a regression. Later in Section VI-C, we
provide guidelines with regards to this aspect.
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Fig. 8. Comparison of the wireless link quality classification performances throughout the surveyed papers.

Fig. 8 presents a high level comparison of the selected works
that use ML for LQE model development [17], [18], [38]–[40]
and one that does not [12]. All the considered works formu-
lated the LQE model as a classification problem and it is
possible to extract the approximated per class performance
from the reported performance results of those respective
works. Notice that they are different in terms of; i) the input
features used to train and evaluate the models (more details in
Section II-C), ii) the number of classes used for the model
(more details in Section II-E), and iii) the considered ML
algorithm (more details in Section II-D).

On the x-axis, Fig. 8 presents five different link quality
classes, while on the y-axis it presents the percentage of
correctly classified links. The comparison reveals that, autoen-
coder [40], which is a type of deep learning method, on
average performs best with above 95% correctly classified
very bad, bad and very good links and about 87% correctly
classified intermediate quality link classes. Autoencoders are
outperformed by the non-ML baseline [12] and SVM with
RBF kernel [74] on the very good link quality class by about
4 percentage points, by over 30 percentage points on the good
quality link class and by about 12 percentage points on the
intermediate quality link class. As autoencoders are known to
be powerful methods, we speculate that such high performance
difference on those three classes might be due to insufficient
training data or other experimental artifacts.

Tree-based methods and SVM [39] as well as the cus-
tomized online learning algorithm TALENT [38] follow the
performance of the autoencoders very closely with a tiny mar-
gin on very bad, very good and intermediate link quality
classes. Next, the offline version of TALENT [18] exhibits
very similar performance to tree-based methods and SVM on
the intermediate class and about 17 percentage points worse

on the very good class. Moreover, traditional artificial neu-
ral networks, logistic regression and Naive Bayes [17] follow
next with almost 20 percentage points difference compared
to autoencoders on the very good and very bad link quality
classes and almost 30 percentage points on the intermediate
link quality class. The relative performance difference of the
work reported in [17] might be due to the poor data pre-
processing practices, such as the lack of interpolation, which
can significantly influence the final model performance that is
discussed later in Section IV.

To summarize, the analysis of Fig. 8 reveals that autoen-
coders, tree based methods and SVM tend to consistently
perform better than logistic regression, naive Bayes and ANNs
while the non-ML TRIANGLE estimator performs very well
on two of the classes, namely very good and good link quality
classes.

Discussion: The observations from Fig. 8 also conform to
the general performance intuitions regarding ML approaches.
Namely, fuzzy logic and Naive Bayes are generally compara-
ble with the latter being far more practical and popular. Neither
of the two are known to exhibit better relative performance
against logistic or linear regression. As shown in [17], [38],
Naive Bayes tends to exhibit reduced performance compared
to logistic regression, whereas ANNs are usually superior.
Fuzzy logic, Naive Bayes, linear and logistic regression
are relatively simple and require modest computational load
and memory consumption. Therefore, these ML methods
can be suitable for implementation in embedded devices,
especially for small-dimensional feature spaces. Besides,
ANNs can be designed to optimize computational load and
memory consumption, particularly by simplifying their con-
sidered topologies, which in turn, comes with a cost to their
performance.
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For classification in constrained embedded devices, the
authors of [17], [38] selected logistic regression for its
simplicity among other three candidates. The selection was
based on practical considerations, but their experiments proved
that ANNs were superior compared to other LQE models. The
reason behind this is because logistic and linear regressions
are linear models that tend to be more suitable to approximate
linear phenomena. Contrarily, LQE models do not follow lin-
ear models and therefore ANN-based model outperformed its
counterpart LQE models in [17], [38].

SVMs, part of the so-called Kernel Methods, were pop-
ular and frequently used at the beginning of the century
before significant breakthroughs brought by deep learning
(deep neural networks (DNN)). SVMs often exhibit at least
similar performance to ANNs and also to decision/regression
trees [68]. However, there are only a paucity of contribu-
tions on adapting them for embedded devices [84]. In [72],
the authors performed an in-depth comparison of ML algo-
rithms including SVM, decision trees and k nearest neighbors
(k-NN) from several perspectives, such as accuracy, com-
putational load and training time. Their results showed that
SVMs are constantly superior in terms of accuracy to k-NN
and regression trees at the expense of significant resource
consumption.

While many of the traditional ML methods including deci-
sion/regression trees and k-NN typically require an explicit,
often manual feature engineering step, SVMs are able to
automatically weight the features according to their impor-
tance automatizing part of the effort allocated for manual
feature engineering. SVMs are known to be highly customiz-
able through hyperparameter tuning, which is a dedicated
research area within the ML community. Through appropri-
ate selection of the kernel and parameter space [85], they are
able to perform very well on both linear and non-linear prob-
lems. Therefore, from this particular perspective, SVMs and
the broader Kernel Methods are indeed favorable choices for
developing LQE models.

Deep learning, represented by DNNs are a new class of
ML algorithms that are currently under intense investigation
in various research communities penetrating also wireless and
LQE [40]. These algorithms are very powerful and accu-
rate for approximating both linear and non-linear problems,
albeit requiring high memory and computational cost. Such
models are prohibitive for embedding in constrained devices.
However, there are a number of research efforts [86] invested
in employing transfer learning approaches [87]. When an
LQE based data processing occurs on a non-constrained
device, such as the case in [6], DNNs can show an outstanding
performance. While the authors of [6] proposed a novel and
visionary approach for the development of an LQE model and
accomplished robust results using SVMs, employing DNNs
might assist in surpassing those existing results.

B. Application Quality Aspects

Following the analyses from Sections II-B and II-F, we
have identified five important link quality aspects to consider
when choosing or designing an LQE model (estimator). These

aspects are often used to indirectly evaluate the performance
of LQE models, by evaluating the behavior of the application
that relies on LQE versus the one that does not rely on it.

1) Reliability - The LQE model should perform estimations
that are as close as possible to the values observed. More
explicitly, LQE models should maintain high accuracy.

2) Adaptivity/Reactivity - The LQE model should reach
and adapt to persistent link quality changes. This indi-
cates that when a link changes its quality for a longer
period of time, the LQE model should be able to capture
these changes and accordingly perform the estima-
tions. Changes in estimation subsequently unveil routing
topology changes.

3) Stability - The LQE model should be immune to tran-
sient link quality changes. This immunity ensures a
relatively stable topology leading to reduced cost of
routing overheads.

4) Computational cost - The computational complexity
of LQE models should be considerate of the target
devices, where computational load can be appropriately
apportioned among constrained and powerful devices.

5) Probing overhead - LQE models consider a diverse set
of metrics to estimate the link quality, as discussed in
Section II-C, which are gathered through probing. LQE
models should be designed in an optimal way so that
the probing overhead is minimized.

A comprehensive classification of the ML-based LQE stud-
ies according to the aforementioned five application quality
aspects is exhibited in Fig. 9, which reveals that most of the
LQE studies explicitly consider computational cost and relia-
bility aspects in their evaluations, whilst only a paucity of the
studies considers probing overhead, adaptability and stability.
With respect to computational cost, it can be readily observed
from the figure that tree- and neural network-based meth-
ods tend to have higher computational cost, whereas online
logistic regression has medium cost, and Naive Bayes, fuzzy
logic and offline logistic regression have relatively low com-
putational cost. With regards to the probing overhead for
trace-set collection, it is perceived from Fig. 9 that some LQE
models are designed to incur zero-overhead, and one incurs
both asynchronous and synchronous (async. & sync.) prob-
ing, whereas the other is devised to use an adaptive probing
rate. As far as reliability is concerned, some LQE studies focus
on the reliability of the routing tree topology, and on the link
prediction/estimation, whereas others put emphasis on the traf-
fic. Adaptability is explicitly taken into consideration mostly
in studies employing online learning algorithms, while stabil-
ity is considered for those studies focusing on offline learning
algorithms.

Discussion: To support a more in-depth understanding,
Table VI presents an aggregated and elaborated view of the
papers that are systematically categorized in Figs. 7 and 9.
The first column of the table shows the purpose for which
LQEs have been developed, the second column of the table
lists the problem that is being solved using ML-based LQE
models, the third provides the relevant research papers solv-
ing those respective problems, column four includes the ML
type and method, while the last five columns correspond to
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Fig. 9. Classification of the surveyed LQE papers by taking into consideration the identified application quality aspects.

the link quality metrics previously enumerated in this section.
The last five columns are filled in, if those quality aspects are
given consideration in these respective research papers and left
empty otherwise.

The first line of Table VI indicates that the problem solved
by [17], [18], [38] is to reduce the cost of packet delivery
with a well-known multi-hop protocol, the so-called collection
tree protocol (CTP). In their first approach, [17] achieve this
by developing three batch ML models that, according to their
evaluation, perform better than 4BIT. However, ML models are
trained in batch mode and remain static after training, therefore
the estimator is not adaptive to persistent changes in the link.
Batch or offline training of ML algorithms [88] means that the
model is trained, optimized and evaluated once on available
training and testing sets, and has to be completely re-trained
later in order to adapt the possible changes in the distribution
of the updated data. In practice, this corresponds to sporadic
updates, e.g., once in few hours and once per day depend-
ing on how the overall system is engineered. For the case of
embedded devices, the device has to be fully or partially repro-
grammed [89]. In the specific case of [17], it is clear that the
coefficients of the linear regression model learned during train-
ing are hard-coded on the target device and reprogramming is
required for obtaining the updates.

When the behavior of the links changes significantly, espe-
cially for wireless networks having mobility, the offline model
is expected to decrease in performance, since those link
changes may not be recognized by the ML model residing
on the devices. In [18], [38], they improve their previously
proposed offline modeling by introducing adaptivity to their
models and thus developing online versions of the learning
algorithms. Online ML algorithms are capable of updating
their model [88] as new data points arrive during regular

operation. The authors of [18], [38] also address reliability
and computational cost aspects in their evaluation, as can be
readily seen in the respective columns of Table VI.

Realizing the shortcomings of the offline-models [68] for
estimating LQE in community networks and then developing
on-line [72] models can be also noticed in the sixth line of
Table VI. This research problem is formulated as a regression
problem, while the previous one addressed in [17], [18], [38]
is formulated as a classification one. Both approaches are suit-
able for the purpose and both need to implement a threshold-
or class-based decision making on whether to use the link or
not. ML methods used in [68] and [72] target WiFi devices
(routers) and are thus more expensive in terms of memory
and computational cost than those that target constrained
devices (sensors), as outlined at the first line of Table VI.
Generally speaking, ML algorithms, such as SVM and k-NN
used in [68], [72] and outlined at line six of Table VI are
computationally more expensive than naive Bayes and logis-
tic regression utilized in [17], [18], [38] and outlined at the
first line of Table VI.

In addition to the adaptivity trade-offs noticed in research
papers at the first and sixth rows of Table VI, reactivity trade-
offs can be perceived from research papers outlined in the
second, third and seventh rows of Table VI. More explicitly,
in the second row, LQE model is used to improve network
reliability by reducing topology changes and the depth of the
routing tree [14], while still maintaining high reliability, and in
the third and seventh rows, [15] and [76] enhance reliability,
stability and reactivity, respectively. The application require-
ments of these studies seem to favor reliable and cost effective
routing with minimal routing topology changes. To sum up, the
LQE model has to be as accurate as possible, update the model
on significant link changes and remain immune to short-term

2.3. Application Perspective of ML-based LQEs 29



CERAR et al.: MACHINE LEARNING FOR WIRELESS LINK QUALITY ESTIMATION: A SURVEY 713

TABLE VI
OVERVIEW OF THE APPLICATIONS OF THE ML-BASED LQE MODELS FOR THE RELEVANT PAPERS SURVEYED IN TABLES II AND III

variations for the sake of a stable topology. To achieve such
goal, the right tuning of on-line learning algorithms that ensure
a good stability vs adaptivity trade-offs has to be performed.

The computation of LQE models involves probing over-
head to collect relevant metrics, as discussed in Section II-C
and Table IV. Minimizing the probing overhead has also been
a major concern for a number of research papers [6], [69],
and [70], as it can be readily observed from rows four, ten and
eleven of Table VI. In row four, probing overhead is reduced
by using reinforcement learning to guide the probing pro-
cess [69], while in [6] and [70], network related information
obtained via probing is replaced with external non-networking
sources based on imaging. Replacing the probing overhead
with additional hardware components that involve learning
from image data, image capturing and processing, conse-
quently leads to increased computational complexity of the
system.

The remaining research papers [19], [40], and [74] out-
lined at lines five, eight and nine of Table VI address the
aspects of developing more accurate estimators against pre-
determined baseline models. Additionally, the LQE model
proposed by [19] provides probability-guaranteed estimation

using packet reception ratio for satisfying reliability require-
ments of the smart grid communication standards.

IV. DESIGN PROCESS PERSPECTIVE OF ML-BASED LQES

For the development of any ML model, the researchers
have to follow some very precise steps that are well estab-
lished in the community, defined in the Knowledge Discovery
Process (KDP) [63], [90], namely data pre-processing, model
building and model evaluation. The data pre-processing stage
is known to be the most time-consuming process, tends to have
a major influence on the final performance of the model and is
applied on the training and evaluation data collected based on
the input metrics discussed in Section II-C. This stage includes
several steps, such as data cleaning and interpolation, feature
selection and resampling. The model building and selection
steps usually take a set of ML methods, train them using
the available data and evaluate their results, as discussed in
Section II-F.

Analyzing the existing works from the perspective of the
design process is equally important and complements the anal-
ysis from the application perspective performed in Section III.
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Fig. 10. Overview of the design decisions taken during the development of the ML-based LQE models for the relevant papers surveyed in Tables II and III.

Fig. 10 classifies the studies based on the reported design deci-
sions taken while developing ML-based LQE models, namely
cleaning and interpolation, feature selection, re-sampling strat-
egy and ML model selection. Fig. 11 compares the reported
influence of the respective steps on the final model consider-
ing accuracy as the metric while Fig. 12 depicts the trade-off
for the process considering the F1 score2 and the precision3

and recall4 metrics.

A. Cleaning & Interpolation Steps

From the Cleaning & Interpolation branch of the mind map
depicted in Fig. 10 it can be seen that only seven of the
ML-based LQE models provide explicit consideration of the
cleaning and interpolation step. While in the general ML prac-
tice that use real world datasets, the cleaning step is very
difficult to avoid and LQE-based research papers mostly lever-
age carefully collected datasets, often generated in-house from
existing testbeds, as discussed in Section II-A. For instance,
Okamoto et al. [70] perform cleaning on the image data they
selected to use as part of the model training.

2F1 = 2 ∗ precision ∗ recall/(precision + recall).
3precision = true positives/(true positives + false positives).
4recall = true positives/(true positives + false negatives).

With respect to interpolation, however, several works [14],
[18], [38], [40] fill in missing values with zeros. Their design
decision with respect to this step of the process can also be
referred to as interpolation using domain knowledge as they
replace the missing RSSI values with 0, which represents a
poor quality link with no received signal, yielding PRR equal
to 0. It is not clear how [72] handle the missing data, however,
they drop measurement data if there are not enough variations
in their values.

Explicitly mentioning the design decision with respect to
cleaning and interpolation is important for reproducibility (dis-
cussed in Section II-G) as well as for its potential influence
on the final performance of the ML model. For instance, it
can be readily seen from Fig. 11(a) that, all the other set-
tings kept the same, domain knowledge interpolation denoted
by “padding” can increase the accuracy of a classifier on
good classes from 0.88 to 0.95, while also increasing the
performance on the minority classes from 0.49 to 0.87 for
intermediate and nearly 0 to 0.98 for bad, which can also be
perceived from the findings of [39]. Going beyond accuracy
as an evaluation metric, Fig. 12 shows significant performance
increase, measured with F1 score which is the harmonic mean
of the precision and recall, if the type of used interpolation is
optimized for a particular scenario. More specifically, F1 score
for no-interpolation is about 0.43 on the left lower part of the

2.4. Design Process Perspective of ML-based LQEs 31



CERAR et al.: MACHINE LEARNING FOR WIRELESS LINK QUALITY ESTIMATION: A SURVEY 715

Fig. 11. Accuracy performance analyses for various steps of the design process as an exemplifying three-class LQE classification problem with unbalanced
training data.

figure, then increases to 0.80 with Gaussian interpolation, and
finally reaching 0.94 with constant interpolation (denoted by
“padding” in Fig. 11(a)) that utilizes domain knowledge.

B. Feature Selection

According to the feature selection branch of the mind map
depicted in Fig. 10, all research papers provide details on their
feature selection. Often, all the features directly collected from
testbed and simulator are used, as discussed in Section IV-B.
Part of the literature, i.e., [17], [18] and [38] also considers
the performance of the final model as a function of the input
features as part of their analysis, while others only report a
fixed set of features that are then used to develop and evaluate
models. It may be because, the authors implicitly considered
the feature selection step and solely reported the final fea-
tures selected for their models to keep their paper concise. In
such cases, the influence of other features or synthetic fea-
tures [91] cannot be readily assessed in the related works
surveyed.

Perceived from an extensive comparative evaluation in [39]
and from another study that explicitly quantifies the impact of
the feature selection on an LQE classification problem in [17],
we summarize the reported performances with respect to the
feature selection step in Fig. 11(b). While the works of the
aforementioned figure leverage different datasets and distinct
ML approaches, therefore they cannot be fairly benchmarked
against each other, it is clear that the feature engineering can
significantly increase the accuracy of a classifier within the

same work by keeping all the other settings the same. Liu and
Cerpa [17] reports up to 9 percentage points classification
improvement in all classes by using LQI+PRR compared to
the scenario using LQI only and PRR only, while Cerar [39]
reports on average classification performance increases from
0.89 to 0.95, while also increasing the performance on the
minority class from 0.38 to 0.87. Furthermore, according to
Fig. 12, classification performance of F1 score ranges from
0.61 to 0.93, of precision ranges from 0.62 to 0.93 and of
recall ranges from 0.63 to 0.93.

C. Resampling Strategy

Resampling is used in ML communities when the available
input data is imbalanced [92], [93]. For instance, assume a
classification problem where the aim is to classify links into
good, bad and intermediate classes, similar to the problem
approached in [16], [76]. If the good class would represent
75% of the examples in the training dataset, bad would repre-
sent 20% and intermediate would represent the remaining 5%,
then a ML model would likely be well trained to recognize the
good classes as it has been exposed to many such instances.
However, it might be difficult for the model to recognize the
other two classes, as they are scarcely populated instances in
the dataset.

According to the resampling branch of the mind map in
Fig. 10, only one very recent research papers elaborates on
their resampling strategy. In other works it is often not clear
whether they employed a resampling strategy in the case of
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Fig. 12. Precision vs. recall performance trade-off for various design decisions including interpolation, feature selection, resampling and model selection,
where the figure situated at the top-right corner is a zoomed-in portion of the closest region to F1=1 of the main figure.

imbalanced datasets. For instance, the performance of the pre-
dictor on two of the five classes is modest in [40]. It would
be interesting to understand whether employing a resampling
strategy would provide a better discrimination of the consid-
ered classes. Resampling could also improve other surveyed
estimators in [6], [18], [38], [74].

From Fig. 11(c), it can be seen that, all the other settings
being the same, performing resampling can slightly decrease
the accuracy of a classifier on the two majority classes from
0.97 to 0.95, albeit it can yield a dramatic increase in the
classification performance of the minority intermediate class
with an accuracy raise from 0.61 to 0.88, which can also be
worked out from the findings of [39]. Going beyond accuracy
as an evaluation metric, Fig. 12 exhibits significant precision,
recall and F1 score increase for the minority class, when a
resampling strategy is leveraged. More specifically, an LQE
model without resampling yields an F1 score of about 0.87,
which then increases to about 0.93 with undersampling and
remains at 0.93 when oversampling is considered.

D. Machine Learning Method

According to the ML method branch of the mind map shown
in Fig. 10 seven of the works estimate the link quality in

terms of discrete values, therefore they perform classification,
while the remaining seven estimate it as actual values, hence
regression is employed. The preferred ML method is cho-
sen according to the specific application considered. It can
be seen from this branch that the same type of algorithm can
be adopted for classification and regression, respectively. For
example, SVMs are exploited for regression in [68] and for
classification in [6], [74]. Besides, every ML algorithm can be
adapted to work in an on-line mode by means of retraining
the model with every new incoming value during its operation.
As discussed in Section III, online learning are particularly
suitable for LQE models that also optimize the adaptivity
in [18], [70], [72].

For classification, the most frequently used ML algorithms
are naive Bayes, logistic regression, artificial neural networks
(ANNs) and SVMs. The first three are used in [17], [18], [38],
while SVMs are used in [6], [74]. The ML algorithms used
for regression are more diverse ranging from fuzzy logic
to reinforcement learning. While the performance of the
classification algorithms is often evaluated according to the
precision/recall and F1 scores in ML communities, potentially
via complementary confusion matrices, the performance of
regression are evaluated using distance metrics, such as RMSE
and MAE.
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TABLE VII
PUBLICLY AVAILABLE TRACE-SETS FOR THE ANALYSIS OF LQE

Fig. 11(d) shows that, all the other settings being the same,
the selection of the ML method for a selected classification
problem has a relatively smaller impact on the accuracy of
a classifier compared to the other steps of the design pro-
cess. As reported in both [17] and [39], the accuracy changes
by up to 3 percentage points between the considered mod-
els. The zoomed portion of Fig. 12 exhibits the negligible
impact of the model selection on the F1 score, which is up to
around 0.02.

V. OVERVIEW OF MEASUREMENT DATA SOURCES

To complement the survey of the LQE models developed
using data, we perform a survey of the publicly available trace-
sets that have already been used or could be used for LQE.
The data collected for a limited period of time on a given
radio link, is referred to as traces in this section. When a set
of these traces is recorded using more links and/or periods in
several rounds of tests for a given testbed, we refer for it as a
trace-set. Traces and trace-sets, in general, are prone to have
irregularities and missing values that need to be preprocessed,
especially when ported into ML algorithms. In this article,
we refer to a trace-set that has been preprocessed as dataset.
Ideally, a trace-set should include all the information available
that is directly or indirectly related to the packets’ trip.

To support our analysis, Tables VII and VIII summarize the
publicly available trace-sets and the available features in each

trace-set respectively. Our survey only analyzes publicly avail-
able trace-sets for LQE research that we were able to look into,
however we mention other applicable trace-sets that are not
publicly available. Table VII reviews the source of the trace-
sets and the estimated year of creation along with the hardware
and technology used for the trace-set gathering. Additionally,
data that each trace relies on, the size of the trace/trace-set,
the type of communication used in the measurement campaign,
and additional notes on the specification and characteristic of
the trace-sets can also be found in Table VII. Table VIII lists
the trace-sets in the first column while the remaining columns
refer to various metrics contained within the trace-set. This
table maps the available metrics, also referred to as features,
to the analyzed trace-sets.

To summarize the important points of these trace-sets, they
were collected by the research teams at various universities
worldwide using their own testbeds [94], [96], [100] or via
conducting one-time deployments [97]–[99], [101], [103]. This
confirms that the trace-sets were likely generated on testbeds
developed and maintained in universities, which is consistent
also with our findings in Section II-A. According to the sec-
ond column of Table VII, four of the trace-sets are based
on IEEE 802.11, three utilize IEEE 802.15.4, one is based
on IEEE 802.15.1, and one operates on a proprietary radio
technology. According to the fourth column of the table, the
number of entries, i.e., data points, ranges from only 6 thou-
sand up to 21 million, whereas the number of measured data
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TABLE VIII
AVAILABLE FEATURES OF THE TRACE-SETS SURVEYED IN TABLE VII FOR THE SAKE OF LQE

per entry ranges from one to about fifteen. The third column of
the table lists the measurements available in each trace-set. For
more clarity, the measurements are summarized in Table VIII
for each trace-set and their meaning and importance for LQE
is summarized as follows:

• A sequence number holds key information on the con-
secutive orders of the received packets and/or frames.
With the aid of the sequence number, reconstruction of
time series is enabled and thus it inherently provides
information on packet loss and duplicated packets. It is
already part of the frame headers owing to the standard-
ization efforts. Sequence numbers can be processed to
provide PRR and its counterpart PER that are useful input
for LQE model.

• A time-stamp, which can be relative or absolute, is a
suitable addition to the aforementioned sequence number.
It reveals the amount of elapsed time between measure-
ments. Therefore, it can help for deciding on whether a
previous data point is still relevant and thus improving
LQE in a dynamic environment. If a high precision timer
and dedicated radio hardware are available, time-stamps
can also empower localization.

• Measurement points indicating the quality of received
signal on the links are mainly described by SNR, RSSI
and LQI. SNR represents the ratio between the signal
strength and the background noise strength. Compared to
all other features, it allows the most clear-cut observa-
tion of the radio environment. However, some hardware,
especially constrained devices, might not support direct
SNR observation. In contrast to SNR, RSSI is the most
widely-used measurement data and it can be accessed
on the majority of radio hardware. It shows high corre-
lation with SNR, since it is obtained in a similar way.
Researchers may argue on its inaccuracy due to the
low precision, i.e., quantization is around 3dB on most
hardware. As opposed to the SNR and RSSI, LQI is a
score-based measurement data and mostly found in radios
of ZigBee-like (IEEE 802.15.4) technologies, which pro-
vides an indication of the quality of a communication
channel for the transmission and the flawless reception
of signals. However, the drawback of LQI is the lack
of strict definition, leaning it to the vendor to decide its
way of implementation and it may lead to the difficulty
of cross-hardware comparison across vendors.

• For a more dynamic environment of wireless networks,
where nodes are mainly mobile, information regarding
the physical (geographical) locations can be beneficial.

• Additionally, there are other software related measure-
ments data including queue size, queue length and frame
length just to name few. If we refer to domain knowl-
edge,5 shorter frames tend to be more prone to errors,
while queuing statistics can reveal information concern-
ing buffer congestions.

• For the interpretation of the technical research out-
come, revealing which hardwares were utilized during
data collection is important to help diagnosing potential
erratic behaviors of some hardware, including sensitivity
degradation with time.

As can be seen from Table VIII, no single metrics appears
in all trace-sets, however, sequence numbers, time stamps,
RSSI, location and hardware specifications are available in
the majority.

The Roofnet [94] is a well known WiFi-based trace-set built
by MIT. It contains the largest number of data points among
the trace-sets listed in Table VII. However, it is difficult to
obtain the exact Roofnet setup/configuration used during the
collection of the measurement data, since it has evolved with
other contributions. One particular drawback of Roofnet is that
PRR, as a potential LQE candidate, can only be computed as
an aggregate value per link without the knowledge of how the
link quality varied over time. Table VIII shows that this partic-
ular trace-set strictly depends on SNR values for the analysis
of LQE.

The Rutgers trace-set [96] was gathered in the ORBIT
testbed. It is large enough for ML models, requires only
moderate preprocessing and is appropriately formed for data-
driven LQE. It contains the overall packet loss of 36.5%. The
meta-data contains information regarding physical positions,
timestamps and hardware used. The trace-set for each node
contains raw RSSI value along with the sequence number,
as depicted in Table VIII. From the surveyed papers, [18]
relies on both Rutgers and Colorado, while [11] considers only
Rutgers.

The “packet-metadata” [97] comes with a plethora of fea-
tures convenient for LQE research, as indicated in Table VIII.
In addition to the typical LQI and RSSI, it provides
information about the noise floor, transmission power, dis-
sipated energy as well as several network stacks and buffer
related parameters. One of the major characteristic of this
trace-set is to enable the observation of packet queue. Packet

5Domain knowledge is the knowledge relating to the associated environ-
ment in which the target system performs, where the knowledge concerning
the environment of a particular application plays a significant role in
facilitating the process of learning in the context of ML algorithms.
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loss can only be observed in rare cases with very small packet
queue length.

Upon closer investigation for the remaining six trace-sets
listed in Table VII, they are not primarily targeted for data-
driven LQE research. The trace-set from the University of
Michigan [99] is somewhat incomplete and suffers from
an inconsistent data format containing lack of units, miss-
ing sequence numbers and inadequate documentation. The
two EVARILOS trace-sets [100] are mainly well formated,
whereas each contains fewer than 2,000 entries, and thus
both are not well suited for data-driven LQE research. In
Colorado trace-set [101], the diversity of the link performance
is missing as all links seem to exhibit less than 1% packet
loss. Finally, the trace-set of Brussels University [103], at the
time of writing, is inadequate for data-driven LQE analysis,
and suffers from an inconsistent data structure and deficient
documentation.

After careful evaluation of the candidate trace-sets, we can
conclude that the most suitable candidate for data-driven anal-
ysis of LQE is the Rutgers trace-set. Roughly speaking, all the
other candidates lack sufficient size, are structured in improper
format, contain negligible packet loss hindering from practi-
cal LQE investigation and/or rely on deficient documentation.
However, these are the main characteristics required for ML-
based LQE investigation, where it’s classification primarily
depends on PRR. Even though we concluded that the Rutgers
trace-set is the most suitable one for data-driven LQE research,
it also lacks some critical aspects for near-perfect data-driven
LQE research including explicit time-stamps and non-artificial
noise sources just to name a few. We take this conclusion
in account later in Section VI-C where we suggest industry
and research community a design guideline on how a good
trace-set should be collected.

VI. FINDINGS

In this section, we present our findings as a result of the
comprehensive survey of data-driven LQE models, publicly
available trace-sets and the design of ML-based LQE models.
First, we elaborate on the lessons learned from the afore-
mentioned survey of the literature, then we suggest design
guidelines for developing ML-based LQE models based on
application quality aspects and for generic trace-set collection
to the industry and research community.

A. Lessons Learned

Having surveyed the comprehensive literature for LQE mod-
els using ML algorithms in Section II, we now outline the
lessons we have learned throughout this section.

• While traditionally, most LQE models were developed
to be eventually used by a routing protocol, recently
researchers have also identified their potential application
in single hop networks, particularly with the intention of
reducing network planning costs via automation [6].

• Recently, new sources of information or input metrics,
such as topological- and imaging-based are considered for
the development of LQE models, as noted in Section II-C.

• From Sections II-D and III, it can be concluded that rein-
forcement learning is a relatively less popular ML method
for LQE research.

• A number of LQE models provide categorization (grade)
for link quality rather than continuous values. The anal-
ysis in Section II-E shows that the number of categories
or classes (link quality grades) varies between 2 and 7.

• There is no standardized and easy way of evaluating and
benchmarking LQE models against each other, as it is
evident from the analysis in Section II-F.

• Only a small number of research papers provide all the
details and datasets so that the results can be readily
reproduced by the research community to improve upon
and to be utilized as a baseline/benchmarking model
for the sake of comparative analysis, as discussed in
Section II-G.

We highlight the following lessons learned from the appli-
cation perspective analysis of the ML-based LQE models
performed in Section III.

• From the application that uses LQE, such as a multi-
hop routing protocol, we were able to identify five
application quality metrics that are indispensable for
the development of an ML-based LQE model: relia-
bility, adaptivity/reactivity, stability, computational cost
and probing overhead. These application quality metrics
are outlined and explained in Section III and distilled
from the extensive survey in Section II. These metrics
are sometimes used to evaluate the performance of the
application with/without using LQE.

• Only a paucity of contributions explicitly considers adap-
tivity, stability, computational cost and probing overhead
in their evaluation for the performance of an LQE model,
as perceived from the analysis in Section III. No research
paper considers all five aspects together.

• To develop LQE models for wireless networks with
dynamic topology, adaptivity can be enabled with the
aid of online learning algorithms. Important link changes
are difficult to capture with offline models, resulting in a
degradation of the performance of the LQE model, as the
up-to-date link state is unknown to the intended devices.

The lessons learned from design decisions taken for
developing existing ML-based LQE models as analyzed in
Section IV can be summarized as follows.

• Training data for ML models often miss data points, for
example no records for the lost packets can be found.
The approach adopted for compensating the missing data,
such as interpolation, may have significant impact on
the final performance of the LQE model and explic-
itly describing the process is important for enabling
reproducibility.

• The feature sets that are utilized for LQE research are not
always explicitly reported nor identical among different
LQE models, which hinders fair comparative analysis for
diverse parameter settings.

• Training data for ML models can be highly imbalanced.
Classification-wise, for example, the training dataset can
be dominated by one type of link quality class (grade),
which consequently leads to a highly biased LQE model
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that is unable to recognize minority classes. To counter
this artifact, resampling has to be employed for highly
imbalanced datasets. No research papers explicitly state
their resampling strategy, as readily observed in Fig. 10
of Section IV-C.

• Logistic and linear regressions are linear models that tend
to be more suitable to approximate linear phenomena.
In practical scenarios, LQE models do not obey linear-
ity and therefore ANN-based models outperform linear
models. However, ANN- and DNN-based models usually
require high memory and computational resources, which
is unfavorable for constrained devices, albeit they may be
tuned to necessitate less resources but at the expense of
proportional performance.

From the overview of measurement data sources in
Section V, we have learned the following lessons.

• Only a limited number of publicly available datasets
record overlapping/identical metrics, which can indeed
empower fair comparative analyses between diverse LQE
models.

• Measurement points indicating the quality of the received
signal on links are commonly defined by SNR, RSSI
and LQI.

B. Design Guidelines for ML-Based LQE Model

Due to a very large decision space for developing a ML-
based LQE model, it can be challenging to provide a universal
decision diagram or methodology. However, showing how
application requirements affect design decisions, and by reflex-
ivity, how certain design decisions can favor some application
requirements can be invaluable for the development of ML-
based LQE models. In this section, we provide design guide-
lines on developing a ML-based LQE model starting from the
five application quality aspects identified in Section III and
their implications on decisions during the design steps of the
ML process discussed in Section IV. The visual relationship
of how the application quality aspects influence the design
decisions for developing LQE models is illustrated in Fig. 13.

1) Reliability: When reliability is the only application
quality aspect to be optimized for developing a ML-based
LQE model, trace-set collection, data pre-processing and ML
method selection should be carefully considered, as depicted
in the Reliability branch of the mind map in Fig. 13.

Trace-set collection: The trace-set collection and subse-
quent probing mechanism utilized during the actual operation
of an LQE model, can collect all the input metrics listed in
Table VIII and perhaps even other inventive metrics that have
not been used up-to-date in the existing literature.

Data pre-processing: During data pre-processing, high
dimensional feature vectors using recorded input metrics as
well as synthetically generated ones (see Section IV-B) can be
used as there are no constraints on the memory use or com-
putational power of the machine used to train the subsequent
model.

ML method selection: During ML method selection, more
computationally expensive methods, such as DNN, SVMs with
non-linear kernel as well as ensemble methods, such as random
forests can be considered. For accurate models that provide

very good reliability, these methods are able to train on high
dimensional feature vectors. However, they will also require
many training data-points, possibly hours or days of measure-
ments. While DNNs are known to be very powerful, they
are also excessively data hungry. Their performance can be
significantly diminished if the data-points are not sufficient.

2) Adaptivity: When adaptivity is the only application qual-
ity aspect to be optimized for developing an ML-based LQE
model, data pre-processing and ML method selection are the
two aspects to be examined, as illustrated in the Adaptivity
branch of the mind map in Fig. 13.

Data pre-processing: Adaptivity requires LQE model to
capture non-transient link fluctuations, therefore it has to mon-
itor temporal aspects of the link. This is usually realized
by introducing time windows on which the pre-processing is
done. As opposed to pre-processing all available data in a
bulk mode for subsequent offline development as employed
for reliability aspect, each window is pre-processed separately
for the adaptivity. The size of the window then influences the
adaptivity of the model, where a smaller window size yields
a more adaptive model.

ML method selection: During the ML method selection,
online versions of ML methods or reinforcement learning are
more suitable for capturing the changes in time. Generally, the
online version of an offline ML method may be slightly more
expensive computationally and its performance may be slightly
reduced. Reinforcement learning is a class of ML algorithms
that learn from experience and these are inherently designed
to adapt to changes. The higher the required adaptivity, the
faster the model has to change, leading to a more reactive ML
(method) parameter tuning.

3) Stability: When stability is the only application qual-
ity aspect to be optimized for developing an ML-based LQE
model, the same ML design steps are affected as outlined in the
Adaptivity aspect, namely data pre-processing and ML method
selection, as portrayed in the Stability branch of the mind
map in Fig. 13. However, they are reversely affected when
compared to the adaptivity aspect.

Data pre-processing: Stability requires LQE model to be
immune to transient link behavior. While it may assume
changes over time, it encourages only relevant changes. The
size of the window chosen in this case typically represents a
compromise between the batch approach mentioned for relia-
bility and the relatively small reactive window that maximizes
adaptivity.

ML method selection: During the ML method selection,
online versions of ML methods or reinforcement learning are
more suitable for capturing changes in time, however, they
need to be optimized to detect persistent link changes, while
being immune to transient ones.

4) Computational Cost: When computational cost is the
only application quality aspect to be optimized for developing
an ML-based LQE model, data pre-processing and ML method
selection should be carefully contemplated, as outlined in the
Computational Cost branch of the mind map in Fig. 13.

Data pre-processing: Computational cost optimization
requires reducing memory and energy consumption as
well as processor performance aspects required for the
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Fig. 13. Mind map representation of design guidelines for LQE model development.

LQE model development. For offline or batch process-
ing, the size of the feature vectors should be kept to
a minimum, therefore it has to include only the most
relevant real or synthetic features. Alternatively, project-
ing large feature vectors to a lower dimensional space
might help for training. Additionally, for online processing,
smaller time windows that minimize RAM consumption are
favored.

ML method selection: During ML method selection, less
intensive methods, such as naive Bayes or linear/logistic
regression are preferred. When online versions of the ML
methods are utilized, their configurations should be appropri-
ately adjusted so that the resource usage is kept at minimum.

For instance, transfer learning [87] approaches enable stripped
down versions of a complete model that was previously
learned on a powerful machine, which is then deployed to
the production environment. Transfer learning is becoming a
relatively popular way of deploying DNN-based models on
flying drones for instance [87].

5) Probing Overhead: When Probing overhead is the only
application quality aspect to be optimized for developing an
ML-based LQE model, trace-set collection is the only design
process that requires careful attention, as illustrated in the
probing overhead branch of Fig. 13.

Trace-set collection: Trace-set collection and subsequent
probing mechanism utilized during actual operation of the
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LQE model should only collect few and most important met-
rics from the ones listed in Table VIII. Ideally, LQE model
can be engineered to work on passive probing so that it can
only use the metrics that the transmitter captures.

6) Practical Scenarios: A practical application using LQE
will likely request optimizing more than one of the five iden-
tified application quality aspects. As a result, the guideline
and its illustrations for such cases would be more sophis-
ticated and interconnected than in Fig. 13. However, the
proposed guideline provides an overview of the measures to
be taken and presents an invaluable trade-off between these
application quality aspects that require careful attention for
the development of an ML-based LQE model.

For example, when the application requires high reliability
and adaptivity, large feature spaces can be used with powerful
online algorithms on appropriately identified time windows.
However, if computational cost is appended to the require-
ments, the feature space should be limited and the algorithm
parameters should be optimized. If the LQE model is still
computationally expensive, transfer learning or other out-of-
the-box ML methods should be employed. When probing
overhead is also appended to the previously-mentioned appli-
cation quality aspects, then the feature set should only include
locally available data (passive probing) and limited number
of metrics (possibly none) involving active probing, as dis-
cussed in Section II-C. In brief, this guideline can be used as
a reference for the development of an ML-based LQE model
depending on the combination or quality aspects relevant for
the application.

C. Design Guidelines for Trace-Set Collection

We now attempt to provide a generic guideline on how to
design and collect an LQE trace-set, as portrayed in Fig. 14.
It is worth noting that this design guideline comprises of plau-
sible and reasonable observations gleaned from this survey of
LQE and trace-sets, and from the analysis of ML methods
reviewed for the sake of LQE models. Our plausible recom-
mendations on how to design and collect an LQE trace-set
can be summarized as follows, which can also be followed as
in Fig. 14.

1) Core Components of a Trace-Set: Deciding on the data
collection strategy, the application and the environment is
a crucial stage, since the development of an LQE model
is strictly dependent on the trace-set environment including
industrial, outdoor, indoor and “clean” laboratory environ-
ments. State of the radio spectrum and interference level are
important metrics to be taken into account before collecting a
trace-set. For example, for an LQE model to work efficiently
in a particular environment that is exposed to interference,
then the LQE model has to be developed and trained over
this kind of trace-set. More explicitly, one cannot expect an
ML-based LQE model to perform well in an interference-
exposed environment without having it implemented and tested
on a trace-set containing interference measurement data, which
leads us to data collection strategy and the application.

2) Availability and Documentation: Making trace-set pub-
licly available is also another important stage, which can

indeed empower better cross-testbed comparisons and pro-
vide good support/foundation from research community to
conduct and disseminate research on LQE models. There are
numerous ways to make trace-sets publicly available. One
well known repository for wireless trace-sets is CRAWDAD,6

although researchers can also take advantage of other meth-
ods like public version control systems, e.g., GitHub, GitLab
and BitBucket just to name a few. Moreover, a systematic
description on how the trace-set was collected is also required
for research community to understand, test and improve upon.
This will indeed help in capacity building between research
groups.

3) Essential Measurements Data: Plausible logic dictates
that a generic trace-set that can be utilized for any kind of LQE
research is infeasible considering numerous features induced
by the wireless communication parameters. By interpreting our
overall observations gleaned from this survey paper, some of
the most important measurements data or features that are rec-
ommended for an effective LQE research are already included
in the design guideline of Fig. 14 with a notice that other
application-dependent features may be required for a strong
analysis of the LQE model. The elaborated details of these
essential measurements data can be found in Section V.

There may be other application-dependent metrics and fea-
tures (measurements data) related to the set of parameters
of wireless communication that could be taken into account
for a healthy investigation of a particular LQE model. We
observe from the outcomes of this survey paper that each appli-
cation can have unique characteristics and requirements for
maintaining reliability, for satisfying a certain QoS and more
generally for accomplishing a target objective, such as in smart
grid, wireless sensor network, mobile cellular communication,
air-to-air communication, air-to-ground communication, tradi-
tional terrestrial communication, underwater communication
and other wirelessly communicating networks. Explicitly, for
each application of these networks, determining a suitable
evaluation metric is vitally important for the sake of main-
taining a reliable and adequate communication. Therefore,
trace-sets have to be designed and collected based on not
only applications but also on evaluation metrics considering
diverse environments, settings and technologies in order to be
able to derive the properly effective metrics for an efficient
development of the link quality estimation models.

Nonetheless, from the perspective of innovative data
sources, a trace-set can be built without on-site measure-
ments and before embarking on hardware deployments in
order to provide a good estimate for the link quality for
the sake of maintaining reliable communications. To achieve
such goal, Demetri et al. [6] exploited readily available multi-
spectral images from remote sensing, which are then utilized
to quantify the attenuation of the deployment environment
based on the classification of landscape characteristics. This
particular research demonstrates that the quantification and
classification of links can be conducted via solely relying on
the image-based data source rather than the traditional on-site
measurements data.

6A repository for archiving wireless data at Dartmouth: https://crawdad.org.
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Fig. 14. Design guidelines recommended for the industry and research community to follow in order to design and collect trace-sets for the sake of LQE
research.

For urban area applications, the aforementioned tech-
nique can also be leveraged for maintaining up to a certain
degree of the link quality, but only considering the sta-
tionarity of the deployment environment. This is mainly
because the spectral images obtained via remote sensing rep-
resent a stationary instance of the landscape and thus this
technique would dramatically fail, since the LQE model
developed using remote sensing would not be able to cope
with the high mobility in such a scenario with moving
vehicles, slowly-fading pedestrian channels, mobile UAVs
and so on.

Besides, 3D model of large buildings can also be leveraged
for the optimal indoor deployment of access points and wire-
less devices in order to supply with the adequate connectivity

and coverage. The trace-set built from this indoor deployment
can be utilized for other large and similar indoor buildings
along with an indoor-generic LQE model to understand the
characteristics of indoor links and to provide high quality link
performance. Similarly, the same strategy can be implemented
for a particular city to understand the link behavior in different
weather conditions. One study for such scenario is conducted
using high frequency [104], [105], where the impact of rainfall
on wireless links was researched. They utilized rain gauges and
their models are demonstrated to contain large bias, and rain-
fall predictions were underestimated, which indicates that a
long-lasting and realistic measurement conditions are required
along with a plethora of measurements data before developing
a healthy LQE model.
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Finally, recording hardware related metrics on a trace-set
could also help in diagnosing potential problems during the
model development. This would indeed require commercial
radio chips that are capable of reporting the chip errors or
chip related issues in order to pinpoint problems that may be
encountered at the time of measurements data collection [106].

VII. SUMMARY

Having outlined the lessons learned along with a compre-
hensive design guideline derived for ML-based LQE model
development and trace-set collection, we now provide our
concluding remarks and future research directions along with
challenging open problems.

A. Conclusion

The data-driven approaches have been long ago adopted in
the study of LQE. However, with the adoption of ML algo-
rithms, it has recently gained new momentum stimulating for
a broader and deeper understanding of the impact of commu-
nication parameters on the overall link quality. In this treatise,
we first provide an in-depth survey of the existing literature on
LQE models built from data traces, which reveals the expand-
ing use of ML algorithms. We then analyze ML-based LQE
models using performance data with the perspective of applica-
tion requirements as well as with the ML-based design process
that is commonly utilized in the ML research community. We
complement our survey with the review of publicly available
datasets relevant for LQE research. The findings from the anal-
yses are summarized and design guidelines are provided to
further consolidate this area of research.

B. Future Research Directions

Finally, we conclude the paper with a discussion on the
open challenges, followed by several directions for future
research, regarding (i) data sources utilized for developing
LQE models, (ii) applicability of LQE models to hetero-
geneous networks incorporating multi-technology nodes, and
(iii) a broader and deeper understanding of the link quality in
various environments.

It is highly likely that commercial markets will leverage
either pre-built LQE models for a particular application or
entire training data to develop models from scratch. The poten-
tial opportunity of “model stores” and “dataset stores” can fol-
low a similar way to conventional application stores/markets,
distributing models for diverse applications. The competition
will gradually become ripe as time elapsed. However, data-
driven models are still in their infancy and several critical open
challenges await concerning LQE models, which are outlined
as follows.

1) A significant challenge is to directly compare differ-
ent wireless link quality estimators. As discussed in
Section II-F, there is no standardized approach to eval-
uate the performance of the estimators, and only a very
small subset of estimators are compared directly in exist-
ing works. Establishing a uniform way of benchmarking
new LQE models against existing ones using standard
datasets and standard ML evaluation metrics, such as

practiced in various ML communities, would greatly
contribute to the ability to reproduce and compare
innovative ML-based LQE models.

2) The performance of the existing LQE models using
classifiers are solely evaluated based on the accuracy
metric, possibly in addition to another application-
specific metric, as discussed in Section II-F. However, it
is well-known in the ML communities that accuracy is
a misleading performance evaluation metric, especially
for imbalanced datasets [107]. Adopting standardized
metrics for classification, e.g., precision, recall, F1 and,
where necessary, the detailed confusion matrix would
lead to a more in-depth understanding of the actual
performance and behavior of the LQE models for all
the target classes. The same challenge applies to LQE
models solving a regression problem.

3) Another challenge is to encourage researchers and indus-
try to share trace-sets collected from real networks. More
suitable public trace-sets would allow algorithms and
machine learning models to be properly evaluated across
different networks and scenarios considering the impor-
tant metrics discussed in Section V. Indeed, trace-sets
collected in an industrial environment could better repre-
sent a realistic communication network potentially with
a broad number of parameters.

4) The other challenge is to go beyond one-to-one trace-
sets. Research community is required to extend the scope
to a more realistic measurement setup, e.g., consider-
ing multi-hop, non-static networks representing several
wireless technologies. Such instances of trace-sets are
scarce due to the necessity of exhausting efforts to mon-
itor and record a packet’s travel through a particular
communication network.

5) Another challenge is that certain types of trace-sets are
very expensive and time-consuming to gather. One way
to overcome this is to conduct a synthesis of artifi-
cial data using generative adversarial neural networks
as pointed out in [108]. Roughly speaking, this open
challenge is a formidable task, since conducting such
synthesis could potentially introduce unwanted bias
to existing data, even though for specific applications
a number of suitable examples of this method can
be found in the literature, such as wireless channel
modeling [109], [110].

6) The traditional approach to measure interference is
mainly conducted through SNR or RSSI measurement
data, which strictly relies on the data collection at cer-
tain intervals, and communication established from other
nodes is mainly treated as a background noise for the
sake of simplicity. The aim of interference measurement
as part of this challenge is to develop LQE models
that are aware of the on-going communication within
a heterogeneous communication environment. None of
the trace-set layouts surveyed in Section V is designed
for such asynchronous information. Therefore, research
community and industry have to pay attention to col-
lecting such realistic trace-sets in order to be able to
develop robust, agile and flexible LQE models that can
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readily adapt in dynamic and realistic communication
environments.

7) The wireless link abstraction comprised of channel,
physical layer and link layer represents a complex
system affected by a multitude of parameters, but most
of the LQE datasets and research only leverages a
small number of observed parameters. While recently
additional image-based and topological-based contextual
information has been incorporated in LQE models, it
would be necessary in future large scale multi-parameter
measurement campaigns to also capture the type of
antenna, modulation and coding utilized, producer of
the transceiver, firmware versions, to name a few. Such
efforts would lead to a more in-depth understanding of
the real-world operational networks and potential use
of the findings to make well-informed decisions for the
design of next-generation wireless systems, even beyond
ML-based LQE model development.

In order to realize beyond simple decision making, i.e.,
channel and radio behavior modeling, hand-tuning of com-
munication parameters within transceivers must be avoided.
It is anticipated that the transceivers’ internal components
will be gradually replaced by software-based counterparts.
Therefore, an inevitable incorporation of software-defined
radio (SDR), FPGAs and link quality estimators is expected
for intelligently handling parameters and operations through
self-contained smart components. These joint LQE models
can be designed in a similar manner to [111], particularly
for heterogeneous networks involving the 5G and beyond
communications.

The recent advancements in data-driven approaches in the
form of machine learning and deep learning have already
proven to be successful for the applications of communication
networks. For example, attempts to use neural network-based
autoencoders for channel decoding provide promising solu-
tions [112], which can also be adopted for data-driven LQE
investigation as it is discussed in [40].

The performance of link quality estimator is constrained
by the dynamic network topology and one can keep track of
the network topology changes considering replay-buffer-based
deep Q-learning algorithm developed in [113], where authors
control the position of UAVs, acting as relays, to compensate
for the deteriorated communication links.

Additionally, LQE models involved in the optimization
problems may become very large in size, and thus algorithms
that can reduce complexity have to be developed to tackle
with the scale of the problem. For example, a similar deep
learning approach to [114] can be adopted for improving the
performance of the proposed LQE model by means of elimi-
nating the links from optimization problem that are not utilized
for transmission.

Referring back to Section II-F, we discussed the conver-
gence rate of LQE models. While some contributions [9], [11],
[12], [17] focus their attention on the convergence of their LQE
model, majority of the papers tend to neglect it. Motivated by
this premise, we suggest the research community to pay par-
ticular attention on the LQE model convergence in order to
prove the validity of their proposed models.

In addition to finding other new sources of data, a chal-
lenging task would be to analyze a large set of measurements
in various environments and settings, from a large number of
manufacturers to understand how measurements vary across
different technologies and differ for various implementations
within the same technology, and derive truly effective met-
rics for an efficient development of the link quality estimation
model.

ACRONYMS

4B Four-Bit
4C Foresee
AI Artificial Intelligence
BER Bit Error Rate
CDF Cumulative Distribution Function
ETX Expected Transmission count
FLI Fuzzy-logic Link Indicator
F-LQE Fuzzy-logic based LQE
KDD Knowledge Discovery and Data mining
KDP Knowledge Discovery Process
LQ Link Quality
LQE Link Quality Estimation
LQI Link Quality Indicator
MAE Mean Absolute Error
ML Machine Learning
MSE Mean Squared Error
NLQ Neighbor Link Quality
PER Packet Error Rate
PRR Packet Reception Ratio
PSR Packet Success Ratio
RMSE Root-Mean-Square Error
RNP Required Number of Packets
ROC Receiver Operating Characteristic
RSS Received Signal Strength
RSSI Received Signal Strength Indicator
SGD Stochastic Gradient Descent
SNR Signal-to-Noise Ratio
SVM Support Vector Machine
TCP Transmission Control Protocol
WMEWMA Window Mean with an Exponentially

Weighted Moving Average
WNN-LQE Wavelet Neural Network based LQE.
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Chapter 3

Designing a Machine Learning Based
Wireless Link Quality Classifier

In the previous chapter, we comprehensively studied and analyzed existing data-driven
estimators of wireless link quality developed from empirical data, focusing on ML-based
approaches. We considered them from the perspective of how they address quality require-
ments and how they approach standard design steps commonly used in the ML community.
We found that the existing literature rarely describes in detail the design decisions authors
made when developing ML-based LQE models. This inspired us to suggest design guide-
lines for developing ML-based LQE models and for generic trace-set collection as well as to
investigate whether different design decisions would make a difference in the effectiveness
of link quality estimation.

Effective link quality estimation is particularly important for wireless networks in dy-
namic propagation environments, where radio signal varies in time and space. Various
phenomena affecting the wireless link quality in such environments can only be adequately
described by data-driven link quality models, where those based on ML algorithms that
conduct classification of wireless links in different quality classes recently became preferred
to statistical ones, but since they are less explainable, they require particular attention in
the design phase as we show in this chapter.

This chapter extends Chapter 2 and focuses on the methodology of designing an ML-
based wireless link quality classifier to achieve accurate short-term prediction of wireless
link quality. The methodology consists of three major stages, namely, data pre-processing,
model building and model evaluation.

The data pre-processing is the most time-consuming stage, but it tends to have a signif-
icant influence on the final performance of a model. We divide the pre-processing stage into
five steps: cleaning and interpolation step, feature engineering step, observation window
selection step, resampling strategy step, and finally model selection step. We show that
using domain knowledge at cleaning and interpolation gives better results than interpola-
tion with Gaussian noise or dropping invalid values. We demonstrate 8% overall difference
in accuracy, where the per-class difference is up to 77%. At the feature engineering step,
we investigated more meaningful features from a time-series of received signal strength
indicator (RSSI) values for more accurate estimation. We show that the combination of
current value, rolling average and standard deviation of signal strength over an observa-
tion time window gives the best results. When comparing performance against using only
instant RSSI, the measured difference in accuracy is about 6%. Next, we learn that the
observation window size balances between stability and reactivity. In other words, larger
observation window size produces more stable, while shorter observation window produces
more reactive estimator. At the resampling strategy step, we investigate the importance
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of balancing the size of classes. In a case where all classes are equally important, we show
that balancing the classes with random resampling improves the underrepresented classes’
classification performance for 44%.

We evaluate the performance across five different well-known algorithms and dummy
majority classifier at the algorithm selection step. The evaluation shows similar perfor-
mance between linear and non-linear algorithms, where non-linear algorithms offer slightly
better performance than linear algorithms.

From the hypotheses outlined in Chapter 1.1, in this chapter, we address and partially
confirm hypotheses H1 and H3:

H1 Wireless link quality can be efficiently and accurately estimated using machine learn-
ing approaches.

H3 Data pre-processing and algorithm parametrization have significant impact on the
performance of wireless link quality estimation and wireless link anomaly detection.

Similar to the state of the art presented in Chapter 2, this chapter also confirms hy-
pothesis H1. With the presented classification performance, we demonstrate that machine
learning approaches can efficiently and accurately estimate wireless link quality.

A large part of this chapter is dedicated to the data pre-processing steps. We demon-
strate how significant influence these steps have on the final performance of LQE, which
confirms hypothesis H3.

As to the contributions outlined in Chapter 1.3, this chapter represents part of contri-
bution C2 by providing a systematic investigation of the impact of common pre-processing
steps in KDP methodology on the final performance of data-driven ML-based LQE. The
performance is measured using standard classification metrics.

The publication included in this chapter is:

• G. Cerar, H. Yetgin, M. Mohorčič and C. Fortuna, On Designing a Machine Learning
Based Wireless Link Quality Classifier, 2020 IEEE 31st Annual International Sym-
posium on Personal, Indoor and Mobile Radio Communications, London, UK, 2020,
pp. 1-7, doi: 10.1109/PIMRC48278.2020.9217171.

https://doi.org/10.1109/PIMRC48278.2020.9217171
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†Jožef Stefan International Postgraduate School, Jamova 39, SI-1000 Ljubljana, Slovenia.

‡Department of Electrical and Electronics Engineering, Bitlis Eren University, 13000 Bitlis, Turkey.
{gregor.cerar | halil.yetgin | miha.mohorcic | carolina.fortuna}@ijs.si

Abstract—Ensuring a reliable communication in wireless net-
works strictly depends on the effective estimation of the link
quality, which is particularly challenging when propagation
environment for radio signals significantly varies. In such envi-
ronments, intelligent algorithms that can provide robust, resilient
and adaptive links are being investigated to complement tradi-
tional algorithms in maintaining a reliable communication. In
this respect, the data-driven link quality estimation (LQE) using
machine learning (ML) algorithms is one of the most promising
approaches. In this paper, we provide a quantitative evaluation
of design decisions taken at each step involved in developing a
ML-based wireless LQE on a selected, publicly available dataset.
Our study shows that, re-sampling to achieve training class
balance and feature engineering have a larger impact on the final
performance of the LQE than the selection of the ML method
on the selected data.

Index Terms—link quality estimation, machine learning, data-
driven optimization, data preprocessing, feature selection.

I. INTRODUCTION

Machine learning (ML) is becoming an increasingly pop-
ular way of solving various aspects in communications in
general and wireless networks in particular. Data driven link
quality estimation (LQE) techniques where the researchers
manually developed models have been proposed over the
last two decades [1]–[3]. More recently, the manual model
development is being automated, by using ML algorithms that
approximate the distribution of the underlying random variable
and are thus able to learn the quality of a link [4], [5].

LQE developed using ML can estimate the quality of a link
in a continuous value space, in this case the ML performs
a regression [4], [6]–[10]. Alternatively, if they estimate the
quality in a discrete value space, the ML performs classi-
fication [5], [11]–[13]. By analyzing the existing body of
work developing classification models for LQE, we notice the
following approaches: binary, two class or multi-class.

The first type is a binary or a two-class output, which is
produced by the classification model. This type of output can
be found in [3], [11], [12], [14], [15]. The applications noticed
are mainly (binary) decision making [3] and above/below
threshold estimation [11], [12], [14], [15].

The second type is multi-class output value. Similar to the
first type, it is also produced by the classification model. The

multi-class output values are utilized in [5], [13], [16]–[19],
where [17], [19] use a three-class, [16] utilizes a four-class,
[13], [18] rely on a five-class, and [5] leverages a seven-class
output. The applications observed are the categorization and
estimation of the future LQE state, which is expressed through
labels/classes. It is not always clear from the related work how
the authors select the number of classes. However, according
to [20], a wireless link seems to follow a non-linear S-shaped
curve with three regions. All works using a three class output
model seem to consider this characteristic of the link.

For developing ML models in any application area, gener-
ally some very precise steps that are well established in the
community are followed [21], [22], namely data preprocessing,
model building and model evaluation. The data preprocessing
stage is known to be the most time-consuming process and
tends to have a major influence on the final performance of the
model. This stage includes several steps such as data cleaning
and interpolation, feature selection and re-sampling. While
most of the identified research developing LQEs explicitly
mention aspects of cleaning and interpolation and feature
selection, none evaluate the impact of the design decision taken
at these steps on the final performance of the ML-based LQE.
However, the majority evaluate the impact of the ML method
selection on the final performance of the ML-based LQE.

Additionally, none of the works mentions aspects of the re-
sampling step, that is particularly critical for the generalization
capability of a model. Re-sampling is used in ML communities
when the available input data is imbalanced [23], [24]. For
instance, assume a classification problem where the aim is
to classify links into good, bad and intermediate classes,
similar to the problem approached in [17], [19]. If the good
class would represent 75% of the examples in the training
dataset, bad would represent 20% and intermediate would
represent the remaining 5%, then a ML model would likely
be well trained to recognize the good as it has been exposed
to many such instances, however it might have difficulties in
recognizing the other two minority classes.

In this paper, we aim to show the impact of design decisions
taken at each step of the process of designing a ML-based LQE
model on the final performance of the model. To realize our
aim, we first select the Rutgers publicly available dataset [25]978-1-7281-4490-0/20/$31.00 © 2020 IEEE
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and a decision tree1 as a representative ML-based classification
model. Then, we systematically perform each step of the
knowledge discovery process [21] on the selected dataset using
the selected model, meanwhile varying the design parameters
at each step. This way, we are able to systematically quantify
the influence of each of the design steps on the final perfor-
mance of our classifier, therefore providing an in-depth step
by step understanding on the process of learning to classify
wireless links.

The main contributions of this paper are:
• A systematic quantification of the influence of the design

steps on the final performance of our wireless link quality
classifier is provided. The highlights of the quantification
are that, for the chosen problem and dataset, the genera-
tion of synthetic features from the only available training
feature received signal strength indicator (RSSI), yields
up to 6% higher accuracy and is able to better discrim-
inate the intermediate class up to 49%. The choice of
ML method has less, relatively smaller impact on the
final model performance with all the selected algorithms
yielding an accuracy performance between 94% and 95%
and minority class is detected between 87% and 89%.

• A first time evaluation of the impact of re-sampling
on wireless link quality classification is realized using
ML. In the case of the chosen imbalanced dataset, by
using standard re-sampling, the minority class is correctly
detected in over 87% of the instances, yielding more
than 25 percentage points increase in the performance
and comes at a small 2% decrease in overall accuracy.

The remainder of the paper is organized as follows. Sec-
tion II elaborates on the selected dataset and Section III
analyses the importance of the cleaning and interpolation steps
applied to the selected dataset. Then, the importance of feature
engineering, window selection and re-sampling strategy is
emphasized in Section IV, while Section V examines the
influence of the model selection on the final performance of
the LQE classifier. Then, potential generalization perspectives
of the proposed models and findings for other datasets are
discussed in Section VI. Finally, Section VII concludes the
paper.

II. RUTGERS DATASET SUMMARY

The Rutgers trace-set [25] includes 4,060 distinct link
traces, which are gleaned from 812 unique links with 5
different noise levels, i.e., 0, -5, -10, -15 and -20 dBm. Read-
ily available trace-set features include raw RSSI, sequence
numbers, source node ID, destination node ID and artificial
noise levels. In this particular experiment, we observe that the
packets are sent every 100 milliseconds for a period of 30
seconds. Therefore, each trace is composed of 300 packets.
Besides, based on the specifications of the radio used, each
RSSI value ranges from 0 to 128, where the value 0 represents
a bad link with no signal and 127 indicates a good link
with strong signal, while observed value of 128 represents an

1Decision tree is one of the predictive modeling approaches utilized in ML.

error. Nonetheless, a statistical analysis of the Rutgers trace-set
reveals that 960 link traces out of 4,060 (23.65%) are entirely
empty indicating no packets were received, and that a total of
1,218,000 packets were sent and only 773,568 (63.51%) were
correctly received.

All the scripts developed for the comparative performance
analyses are publicly available 2 for researchers to reproduce,
re-use on other data-sets and improve upon our analyses.

III. ANALYSIS OF CLEANING & INTERPOLATION STEPS

The first step of the process of developing a ML-based LQE
involves data cleaning and interpolation. The reason for that
is because models that are automatically created using ML
algorithms can be significantly biased as a result of invalid
and missing data. First of all, a valid time series corresponding
to each link has to be extracted, which is referred to as
a series of ordered tuples each of which contains a packet
sequence number and corresponding measured link metrics.
The obtained values in the tuples have to be within valid
ranges. For instance, the sequence numbers have to be identical
with the packets sent during the trace collection, and the values
of the link metrics have to remain within the valid ranges that
are specified by the transceiver data sheets. Roughly speaking,
link metrics with regard to the received radio signals, i.e.,
RSSI and link quality indicator (LQI) can be extracted directly
from the hardware registers of the corresponding transceivers,
whereas link metrics concerning packet data transmission, i.e.,
packet reception ratio (PRR) and packet success rate (PSR) are
computed with suitable software procedures.

As described in Section II, the Rutgers trace-set contains
invalid values and a considerable number of missing sequence
numbers due to the lost packets. Most of the available out-
of-the-box data mining algorithms cannot handle these invalid
values, e.g., NaN and ±∞ of IEEE 754 standard, or they are
simply ignored. To quantify the impact of selected cleaning
and interpolation approaches to the final performance of the
model, we assume the use of a decision tree algorithm trained
with a trio of instant RSSI, averaged RSSI and standard
deviation RSSI values, stratified k-fold3 and pruning4, standard
normalization, and random oversampling (ROS) approach, as
discussed in Sections IV-A, IV-B and IV-C.

From the perspective of data preprocessing steps for ML
models, there are many approaches for handling missing
data [26], [27]. To reveal the impact of the approach to
missing values on link quality classification, we train the same
model, i.e., decision trees, stratified k-fold and pruning, along
with the same feature set for the following cases; a) without
handling the missing values, b) using a simple time series
approach where we interpolate missing data with Gaussian
noise, and c) with the aid of domain knowledge. In the case

2ML LQE scripts: https://github.com/sensorlab/link-quality-estimation
3K-fold cross-validation is a statistical procedure of splitting data into

training and test chunks used for evaluating the ability of ML models.
4Pruning is a technique used for shrinking the size of decision trees by

discarding sections of the tree that may be too specific and thus lead to over-
fitting.
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of interpolation with Gaussian noise, gaps of missing data are
filled with random values based on the previous and next valid
values. Regarding domain knowledge, we replace the missing
RSSI values with 0, which represents a poor quality link with
no received signal, yielding PRR equal to 0. Recalling that
possible RSSI values are integers ranging between 0 (bad link
with no signal) and 127 (good link with strong signal), while
observed value of 128 represents an error.
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Fig. 1. Different interpolation cases with a nonlinear decision tree algorithm
and ROS.

Fig. 1 presents the relative performance of the models for
all three interpolation cases using the form of a confusion ma-
trix5, i.e., indicating how well the model classifies individual
instances. The better the classifier the darker the diagonal of
the confusion matrix and the whiter the non-diagonal squares.
For this particular case, the best performing model in terms
of accuracy (95.2%) is the model using domain knowledge in
Fig. 1c. While the difference in accuracy between the best two
models is approximately 2 percentage points, their respective
confusion matrices indicate that the model using interpolation
with domain knowledge is superior as it better discriminates
between the three link types. This comparison confirms that
[11], [13], [30] took the best design decision by using domain
knowledge for cleaning and interpolation.

IV. ANALYSIS OF FEATURE ENGINEERING

The second step of the process of developing a ML-based
LQE involves feature engineering. The feature engineering
step may involve several sub-steps depending on application
requirements, type of data and type of ML problem. For our
purpose of learning to classify LQE, we distinguish three sub-
steps discussed in the following subsection.

A. Analysis of feature selection

Feature selection is the process of selecting relevant raw
features and/or creating synthetic features to be used for
training ML models. When the number of possible input
features is very large, then usually only the most relevant ones
are selected to be used for the model. On the other hand, when
the number of possible input features is very low, then creating
synthetic features starting from the available ones to aid in
better model development is employed. Feature selection is a

5Confusion matrix is a table layout, with rows for the instances of a
predicted class and columns for the instances of an actual class, used for
the problem of statistical classification in order to exhibit the performance of
an algorithm. Readers are referred to [28] and [29] for further details.

fundamental step and can be performed manually or, in some
cases, can be built automatically by existing algorithms, such
as support vector machines (SVMs)6.

To analyze and understand the influence of feature selection
on the model performance, we consider a set of standard
feature engineering procedures on the selected dataset. The
Rutgers trace-set has only two available attributes useful for
LQE, i.e., the instant (raw) RSSI value and the sequence num-
ber, therefore exploring synthetic feature generation for model
improvement seems to be the only feasible option for this
step. The sequence number is leveraged for the computation of
PRR which represents the target value, therefore leaving only
RSSI as possible training feature. This classification obeys the
following rules:

y = f(PRR) =





bad, if PRR ≤ 0.1

intermediate, otherwise
good, if PRR ≥ 0.9,

(1)

y = [y1, y2, . . . , yn], ∀y ∈ {bad, intermediate, good}. (2)

A typical approach in ML for such limited trace-sets is to
investigate whether synthetic features, such as average RSSI
over a time window or polynomial interactions [31]7, can aid
in training to acquire more accurate models compared to that
of the instant RSSI values. Fig. 2 shows the influence of
the best-performing feature combinations on the classification
performance. For this analysis, we assume interpolation based
on domain knowledge, i.e., replacing missing values with
zeros, as discussed in Section III. Additionally, synthetic
feature creation with prediction window size WPRR and his-
torical window size Whistory are set to 10, while utilizing
standard normalization and ROS approach, as discussed in
Sections IV-C and IV-B. In this analysis we predict the link
quality as per Eq. (1) for the next prediction window WPRR.
Noting that the windows WPRR and Whistory are utilized for
computing link quality labels and features, respectively.

We can see from the results listed in Fig. 2(a) that the
decision tree based model, trained using stratified k-fold and
pruning, that uses the only available feature, RSSI , yields
89% accuracy and 38% correctly identified intermediate class,
we can call this the baseline performance. The best performing
feature combination that uses two synthetically generated
features in RSSIavg, RSSIstd addition to RSSI yields an accuracy
of 95.2% and 87% correctly identified intermediate class as
can be seen in Fig. 2(l). Moreover, Fig. 2(j) also shows that
RSSIavg alone yields great results, i.e., 93% accuracy and
87% correctly identified intermediate class. Positive powers
of RSSI have no major advantage over the baseline as can
be seen from Fig. 2(c), (d) and (e), while negative powers

6Support Vector Machine is a prominent ML algorithm seeking solutions
for both classification and regression problems.

7Polynomial interactions are employed for generating new features from
the already available ones with the intention of improving the performance
of ML model.
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Fig. 2. The influence of feature selection on the performance of the nonlinear model using decision trees.

lower overall accuracy, albeit they perform better then the
baseline for the intermediate class and significantly worse for
the bad class as per Fig. 2(f), (g), (h) and (i). In the last row of
the table, Figs. 2(k-o) show that other synthetic combinations
of RSSIavg perform relatively better than the baseline. As a
conclusion, it can be seen that the generation of synthetic
features from the only available training feature RSSI , yields
up to 6% higher accuracy and is able to discriminate the
intermediate class up to 49% better.

B. Analysis of window selection

For examining the influence of the window selection on the
performance of the model, we need to distinguish between
two types of windows. The first one is the historical window
Whistory that is used for computing features such as RSSIavg.
The second one is the prediction window WPRR that is used
for computing the link quality labels. The majority of related
works mention details about the window selection step. How-
ever, many of them fail to specify the size of the window
used for the models they propose and evaluate. Additionally,
the window size tends to be smaller for more reactive or online
models, such as in [6], [12], while for less reactive models, as
proposed in [5], [18], the window size is likely larger.

Given that the investigated Rutgers trace-set consists of 300
packets per link, the size limits for the two windows are
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Fig. 3. Overview of the influence of a discrete set of window sizes on the
accuracy of the proposed nonlinear model.

within [0, 300] packets, where opting for the value 0 indicates
no windowing and favoring the value 300 suggests per link
labeling. Therefore, we restrict the range of the window
sizes to [2, 100] packets, within which we investigate the
performance with a discrete set of nine values {2, 5, 10, 15, 20,
30, 50, 80, 100}. In this analysis, we predict the link quality
for the next prediction window PRR(WPRR) considering the
Rutgers trace-set with domain knowledge interpolation, the
decision tree algorithm, with stratified k-fold and pruning,
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the feature vector (RSSI, RSSIavg(Whistory), RSSIstd(Whistory)),
standard normalization and the ROS approach.

As portrayed in Fig. 3, the best performing model is the
one utilizing WPRR = 100, which predominantly outperforms
the models based on other WPRR settings, although all results
for window size above 30 are rather similar.

The results, in general, reveal that; (i) a longer historical
window improves prediction because there is more information
about how the link performed in the past, and (ii) increasing
the prediction window (computing the future value of the
classes for link quality) also leads to an improvement of the
accuracy. Both observations, however, can also be a side-effect
of “smoothing”/averaging data from a relatively static trace-
set. More explicitly, larger prediction windows are unable to
inform on short-term effects, although they can help better
in identifying the overall link behavior. It is worth noting that
the optimal combination of values for historical and prediction
windows is data dependent, however, the trade-offs discussed
in this section can be adopted for general models. While the
Rutgers trace-set is relatively static, for a more dynamic trace-
set the optimal window sizes are likely smaller.

To develop a suitable LQE model, the agility of the model
has to be specified by the designer considering dynamically
changing environments, e.g., for designing a routing algo-
rithm in a largely mobile wireless network. Additionally, the
practical memory limitations of the devices have to be taken
into account when developing a suitable LQE model. This
is mainly because more agile estimators use smaller window
sizes, and therefore they tend to consume less memory, and yet
yield low accuracy. Even though larger window sizes assist in
attaining high accuracy, the cold start period, during which the
historical window is initialized, leads to an estimation delay.

C. Re-sampling strategy

From the analysis of the actual values in the considered
Rutgers trace-set, it can be readily observed that there are
61% good, 34% bad and only 5% intermediate class entries.
This distribution of data is largely imbalanced due to the
artifact of the experiment, where the nodes were close to
each other and the interference level was relatively low.
Therefore, the majority of the links were actually good as
expected and this was not due to the missing values within
one particular class category of link quality. Additionally, it has
been acknowledged in the literature [20] that the intermediate
region of the receivers tends to be relatively narrow compared
to the good and bad regions, and therefore this naturally forms
a scarcely populated class for intermediate regions in such
trace-sets, yet having an important influence to ML-based LQE
models although, as mentioned in the introduction as part of
the motivation for this work, this aspect has been neglected
by all the related work we have reviewed.

Imbalanced trace-sets are often encountered in ML and
data mining communities and they are typically dealt with an
appropriate re-sampling strategy. For studying the influence of
the re-sampling strategy on the performance of the model for
link quality classification, we employ the standard ROS and
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Fig. 4. Different re-sampling strategies on the pipeline with a standard
normalization and nonlinear decision tree algorithm using (RSSI, RSSIavg
and RSSIstd features.

the random undersampling (RUS) approaches. The ROS [23],
[24] approach equalizes all class sizes to the size of the ma-
jority class by duplicating the trace-set entries of the minority
classes; therefore the resulting re-sampled dataset becomes
larger. On the contrary, the RUS [23], [24] approach equalizes
all class sizes to the size of the minority class by randomly
discarding instances from other larger classes. Hence, the new
resampled dataset becomes smaller. It is observed from the
numbers of good, intermediate and bad links in Figs. 4(b) and
(c) that with both approaches, i.e., ROS and RUS, we are able
to acquire a training dataset with balanced classes, about 50k
examples for each class of RUS and 690k examples for ROS.

Fig. 4 illustrates that re-sampling strategies on the Rutgers
trace-set decrease the overall accuracy of the classification
model from 97.2% to slightly above 95%. Some more ad-
vanced re-sampling strategies [32] may limit this decrease in
performance. However, when no re-sampling is performed, the
minority class, i.e., intermediate is only correctly detected in
61% of the instances, indicating that the model is over-fitted
to the majority of the classes. In the case of re-sampling,
the minority class is correctly detected in over 87% of the
instances, yielding more than 25 percentage points increase
in the performance. This improvement comes at a relatively
small performance cost for the majority classes, inducing 3-4
percentage points decline for the good links and 2 percentage
points reduction for the bad links.

Considering this analysis, we may hint that, in the case of
[13], where the performance of the predictor on two of the
five classes is modest, employing a resample strategy might
lead to better discrimination of those classes. Re-sampling may
also improve other proposed estimators, for example the ones
in [5], [11], [18], [30].

The results for the selected Rutgers trace-set reveal that
there is no significant distinction between the two re-sampling
strategies, i.e., RUS and ROS. This is likely due to the
relatively large size of the intermediate class. Although the
intermediate class only represents 5% of the population, it
still contains more than 52,000 samples. However, looking
beyond this particular trace-set, the RUS approach may suffer
from excluding a certain number of majority class instances
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and may affect the representativeness of the remaining data
points, especially for more dynamic trace-sets. On the other
hand, due to the enlarged number of data points, the ROS
approach requires more computing resources for building a
model. Note that the results obtained in this section are based
on interpolation and cleaning using domain knowledge, instant
RSSI, RSSIavg and RSSIstd as features and WPRR and Whistory
of size 10.

V. ANALYSIS OF MODEL SELECTION

The final step of this systematic analysis is concerned with
the influence of the ML algorithm selection on the perfor-
mance of LQE models. To provide a comparative analysis of
the impact, we examine logistic regression and linear SVM
as representatives of linear ML algorithms, and decision trees,
random forests and a multilayer perceptron8, as representa-
tives of nonlinear model. As a baseline reference model, we
leverage the majority classifier, which in our case, classifies
all links in the good class.
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Fig. 5. The influence of the choice of ML algorithm on the effectiveness of
LQE models.

The analysis in this section is conducted by using domain
knowledge interpolation, the feature vector consisting of in-
stant RSSI, RSSIavg and RSSIstd, windowing with WPRR = 10,
Whistory = 10, and a ROS approach over the Rutgers trace-
set. The selected ML algorithms are evaluated using 10-times
stratified K-fold cross-validation [33], [34]. Note that we obey
the rule of cumulative parameterization throughout the data
preprocessing steps in order to reveal the impact of each step
on the ML algorithms for the sake of the LQE model proposed.

Fig. 5 shows that all the selected ML models apart from the
reference majority classifier have comparable performance,
with an accuracy above 94%. Decision tress, random forests

8Multilayer perceptron is a class of feed-forward neural networks, where
information travels through a directed non-cyclic graph of computational units
called perceptrons (artificial neurons).

and multi-layer perceptrons, non-linear ML models, are very
similar at 95% accuracy. SVM with linear kernel and logistic
regression are then at 94%. Slightly lower performance of the
linear models such as logistic regression and SVM conforms
to the findings in the literature that LQE is a nonlinear
function [7], [10], [18], [20]. Looking at the ability of the
ML algorithms to identify the minority class, the multilayer
perceptron outperforms all the other ML algorithms considered
for this analysis.

One of our major observation from the analysis of ML-
based LQE models is that the slightly better performance of
nonlinear ML-based LQE models to the linear counterparts
conforms to the findings in the state-of-the-art literature as it
can be observed in [7], [10]. Besides, upon the conclusions
drawn in [6], [11], [12], [30], which are mainly compared to
4B [35], we can see that ML-based LQE models consistently
outperform the traditional analytical estimators.

VI. THREATS TO VALIDITY

In this paper, we quantify the influence of various design
steps of the ML process on the final results for the case of LQE
estimation on a single dataset. However, by using alternative
datasets, the general conclusions that the preprocessing steps
have a relatively higher influence on the final result than
the model selection would still hold for any other dataset,
albeit the exact numbers will differ from the ones presented
herein. Consider linear regression as a representative of linear
ML models and decision trees as a representative of non-
linear ML models. Roughly speaking, it is expected that both
models will perform well when learning to approximate linear
problems, but that the decision trees will perform significantly
better with non-linear problems. However, with the aid of
data preprocessing, more specifically feature interactions, non-
linearities can be captured by the engineered features. When
fed into the linear model, these engineered features will
compensate for the shortcomings of the model and the final
performance will be comparable to the non-linear model that
typically benefits less from feature interactions.

Similarly, both in statistics and ML, various re-sampling
approaches are leveraged for a better understanding of the un-
derlying distribution that generated the available observations.
Without sufficient training examples, ML models are unable
to learn about certain classes, therefore using re-sampling
for balancing out the datasets to eventually attain superior
results on minority classes is essential. This is also a generally
applicable conclusion, albeit the expected improvement in
performance will be strictly dependent on the dataset.

VII. CONCLUSIONS

In this paper, we provided a systematic quantification of
the influence of the design steps on the final performance of a
wireless link quality classifier. Among others, we found that,
for the chosen problem and dataset, the generation of synthetic
features from the only available training feature RSSI , yields
up to 6% higher accuracy and is able to discriminate the
intermediate class up to 49% better. The choice of ML method
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has relatively smaller impact on final model performance with
all the selected algorithm yielding accuracy between 94% and
95% and minority class is detected between 87% and 89%.

We also provided a first time evaluation of the impact of re-
sampling on wireless link quality classification using ML. In
the case of the chosen imbalanced dataset, by using standard
re-sampling, the minority class was correctly detected in over
87% of the instances, yielding more than 25 percentage points
increase in the performance and comes at a small decrease
in accuracy that can be mitigated with more advanced re-
sampling techniques.
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M. Alves, and L. B. Becker, “Radiale: A framework for designing and
assessing link quality estimators in wireless sensor networks,” Ad Hoc
Networks, vol. 9, no. 7, pp. 1165–1185, September 2011.

[15] Z.-Q. Guo, Q. Wang, M.-H. Li, and J. He, “Fuzzy logic based
multidimensional link quality estimation for multi-hop wireless sensor
networks,” IEEE Sensors Journal, vol. 13, no. 10, pp. 3605–3615,
October 2013.

[16] C. A. Boano, M. Zuniga, T. Voigt, A. Willig, and K. Römer, “The
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Chapter 4

Classifying Imbalanced Wireless Link
Data

In the previous chapter, we presented the importance of data pre-processing steps and their
contribution to the classification performance of data-driven LQE models. One of the most
common problems with machine learning algorithms is an imbalance between classes in the
available dataset. If ignored, this problem leads to unfair classification biased towards a
majority class.

This chapter extends the investigation in data pre-processing steps by focusing on the
influence of design steps on per-class classification performance and its fairness toward
minority classes. In literature, LQE classifiers utilize two (binary), three, four and up to
seven target classes with distinct wireless link quality. The performance of those classifiers
is evaluated using various, but often only single averaged metrics. In our research, we show
that relying on a single metric, such as accuracy, can be misleading in presenting fairness
of classification.

We present a novel tree-based classifier. The classifier exhibits high performance and
fairly classifies the minority class while incurring low training costs. We compare the tree-
based model to a non-linear multi-layer perceptron model and two linear models, namely
logistic regression and support vector machine. As opposed to other studies, we evaluate
their results using five different performance metrics, i.e. accuracy, precision, recall, F1-
score, and confusion matrix.

The comparison shows that non-linear models perform slightly better than linear mod-
els in general. The new tree-based model shows the best trade-off considering F1-score,
training time and fairness of classification. Relying solely on a single aggregated metric,
such as accuracy, can hide poor performance and discrimination toward minority classes.
In our case, we demonstrate that it is possible to improve the performance on minor-
ity classes by over 40% through feature selection and by over 20% through resampling
strategies, leading to notably more fair classification results.
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From the hypotheses outlined in Section 1.1, this chapter partially addresses and con-
firms hypotheses H1 and H3:

H1 Wireless link quality can be efficiently and accurately estimated using machine learn-
ing approaches.

H3 Data pre-processing and algorithm parametrization have significant impact on the
performance of wireless link quality estimation and wireless link anomaly detection.

Similar to the state of the art presented in Chapter 2 and ML-based LQE model design
in Chapter 3, this chapter also confirms hypothesis H1. With the emphasis on the fairness
of classification, we show that machine learning approaches can achieve high performance,
high accuracy and low training costs in successfully estimating wireless link quality even
under a more fair classification premise.

This chapter emphasises fairness of classification and demonstrates how significant
is the influence of data pre-processing steps on the final performance, which confirms
hypothesis H3.

As to the contributions outlined in Chapter 1.3, this chapter represents parts of con-
tributions C2 and C3. For contribution C2, this chapter provides an analysis of design
decisions to improve the fairness of classification for the minority classes. For contribu-
tion C3, we present our novel supervised tree-based classifier trained on cross-layer data
obtained from a real-world wireless network testbed, and evaluate its performance with
standard classification metrics.

The publication included in this chapter is:

• G. Cerar, H. Yetgin, M. Mohorčič and C. Fortuna, Learning to Fairly Classify the
Quality of Wireless Links, 16th Conference on Wireless On-demand Network Systems
and Services (WONS 2021).
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Abstract—Machine learning (ML) has been used to develop in-
creasingly accurate link quality estimators for wireless networks.
However, more in depth questions regarding the most suitable
class of models, most suitable metrics and model performance
on imbalanced datasets remain open. In this paper, we propose a
new tree based link quality classifier that meets high performance
and fairly classifies the minority class and, at the same time,
incurs low training cost. We compare the tree based model,
to a multilayer perceptron non-linear model and two linear
models, namely logistic regression and support vector machine,
on a selected imbalanced dataset and evaluate their results using
five different performance metrics. Our study shows that 1)
non-linear models perform slightly better than linear models
in general, 2) the proposed non linear tree-based model yields
the best performance trade-off considering F1, training time
and fairness, 3) single metric aggregated evaluations based only
on accuracy can hide poor, unfair performance especially on
minority classes, and 4) it is possible to improve the performance
on minority classes, by over 40% through feature selection and
by over 20% through resampling, therefore leading to fairer
classification results.

Index Terms—link quality estimation, machine learning, un-
balanced data, fair classification, data-driven optimization, data
preprocessing, feature selection.

I. INTRODUCTION

Machine learning (ML) is becoming an increasingly pop-
ular way of solving various problems in communications in
general and wireless networks in particular. Data driven link
quality estimation (LQE) techniques where the researchers
manually developed models have been proposed over the
last two decades [1]–[3]. More recently, the manual model
development is being automated, by using machine learning
algorithms that approximate the distribution of the underlying
random variable and are thus able to learn the quality of a
link [4], [5].

LQE models developed using ML algorithms can estimate
the quality of a link in a continuous-valued space by means of
performing regression [4], [6]–[9]. Alternatively, if they esti-
mate the link quality in a discrete-valued space, ML performs
classification [5], [10]–[12]. By analyzing the existing body of
literature developing classification models for LQE, we notice
two types of approaches; i) binary- or two-class, ii) multi-
class.

The binary- or two-class approach, can be found in [10],
[11], [13] while multi-class approach appears in [5], [12],

[14]–[16], where [14], [16] use a three-class, [17] utilizes a
four-class, [12], [15] rely on a five-class, and [5] leverages
a seven-class output. These applications are leveraged for the
categorization and estimation of the future link state, which
is expressed through labels/classes and it is not always clear
from the related work how the authors select the number of
classes. The binary-class works seem to be motivated by the
application requirements, particularly of a multi-hop routing
protocol that needs to know whether a link is reliable or
not. The three-class approach seems to be motivated by the
non-linear S-shaped curve with three regions specified for
wireless links [18]. The seven-class output is motivated by the
geographical environment over which the wireless network op-
erates considering the application of coverage estimation [5].

An important aspect that is not previously considered in
LQE classification and possibly neither in general classifica-
tion problems for wireless communications is the fairness of
the ML models developed for classification. However, main-
taining fairness in multi-class classification problems has been
a challenging issue, especially when an imbalanced dataset is
considered [19]. To exemplify the significance of classification
unfairness in real-life scenarios, Chouldechova et al. [20] show
evidence of racial bias in the recidivism prediction tool, in
which white defendants are less likely to be classified as high-
risk than black defendants and Obermeyer et al. [21] show
biases in the health care decision-making system in which
black patients who are captured by the algorithm at the same
risk level are sicker than white patients. Resembling these
real-life classification problems to the wireless communication
links, when no good links are available and the classifier
is unable to recognize intermediate links as these usually
belong to the minority class that is unfairly discriminated, the
communication might be hindered by selecting a bad link.
Therefore, it is important to justify whether the decision made
by a ML model is fair to all considered link quality classes.
Against this background, we propose a decision tree-based ML
model for LQE with the goal of attaining fairness between
link quality classes, albeit with the least possible accuracy
compromise, and compare this accuracy/fairness performance
trade-off to other existing ML models.

From the analysis of the literature discussed above, we draw
the following observations:
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Observation-1: ML based classification studies that use
linear ML methods, such as logistic regression (LR) alongside
non-linear methods, such as neural networks [6], [10] reveal
small performance differences in the range of few percentage
points on the three zone S-like shaped link quality curve.
According to [4], link quality tends to be a non-linear function,
thus non-linear models are likely to perform better for LQE.
However, this aspect is not systematically investigated in the
literature.

Observation-2: Most of the related works on classifica-
tion evaluate their performance using the accuracy metric
and perhaps some other application-specific metric, such as
routing tree stability or depth. Notable exceptions are [5], [12],
where the authors present a full confusion matrix to be able
to assess which classes are well discriminated by the model
and which are often confused. However, it is well-known in
the ML communities that accuracy is a misleading metric,
especially for imbalanced datasets [22], where it can hide bias
or unfairness towards the minority class [19].

Observation-3: The authors of [12] provide a great level
of details in their methodology and in their results. Their
confusion matrices reveal very strong performance on certain
classes and higher confusion on others. Relatively poorer
performance on intermediate classes may be due to the class
imbalance on the training data. However, we are unable to see
if this is the case with their training data and by looking at
their process, no countermeasures, e.g. resampling techniques
seem to be adopted as a remedy.

Following the three listed observations, we identify oppor-
tunities to contribute and extend the existing body of work on
LQE using ML based classification, as follows.
• We propose a new tree based link quality classifier that

meets high classification performance and fairly classifies
also the minority class while, at the same time, incurring
low training cost.

• We compare the proposed tree based model, to a multi-
layer perceptron (MLP) non-linear model and two linear
models, namely LR and support vector machine (SVM),
on a selected imbalanced dataset and show that the
proposed model takes about 90 times less training time
compared to MLP and the performance compromise is
less than ≈ 1%.

• We adopt standard metrics from the ML community to
evaluate the performance of our classifier. In addition
to accuracy, we also use precision, recall, F1 and,
where necessary, the detailed confusion matrix based
on which all the other metrics are computed. To date, no
other LQE classification work considered all five different
metrics for a thorough performance evaluation that also
considers per class fairness.

• We explicitly study and evaluate ways to improve minor-
ity class discrimination on imbalanced datasets for the
sake of a fair classification performance on all link quality
classes. For this purpose, we select a publicly available
wireless dataset that is suitable for developing an LQE
classifier and is imbalanced.

The rest of this paper is structured as follows. Section II
summarizes related work while Section III defines the learning
problem, including a preliminary for linear and non-linear
ML-based models, dataset selection and methodology. Sec-
tion IV elaborates on selecting the best features for training a
model with high performance and fair per-class discrimination
capabilities. Section V studies how to compensate for the
class imbalance in the dataset to further improve per class
fairness while Section VI evaluates the performance of the
proposed model. Finally, in Section VII summarizes the paper
and identifies future directions.

II. RELATED WORK

To the extent of our knowledge, this is the first attempt to
develop a ML-based LQE model that considers classification
fairness among the accounted wireless link quality classes.
Moreover, there is only a paucity of contributions considering
decision tree-based ML algorithms for LQE.

One of the first ML models for LQE is proposed by Liu et
al. [6], in which they use the 4C algorithm to train three ML
models based on naı̈ve Bayes, neural networks, and logistic
regression algorithms, which ultimately produces a multi-class
output. Subsequently, Liu et al. [10] extend their work to an
online ML model, namely TALENT, where the model built
on each device adapts to newly generated data points instead
of being pre-computed on a server, and consequently yields a
binary threshold-based output.

Similarly, Shu et al. [15] use the SVM algorithm to develop
a five-class link quality model, while Okamoto et al. [8]
use an online learning algorithm called adaptive regularisa-
tion of weight vectors for learning to estimate throughput
from images, and then Bote-Lorenzo et al. [9] train online
perceptrons, online regression trees, fast incremental model
trees, and adaptive model rules. The latter two models con-
sider continues-valued output, which means that they are
simply constrained by numerical precision due to regression.
Demetri et al. [5] propose a seven-class SVM classifier to
estimate LoRa network coverage, using multiple input metrics
to train the classifier, including multispectral aerial imagery.
Surprisingly, the only reinforcement learning-based approach
for LQE is found in [7], where the authors train a greedy
algorithm with multiple input metrics to estimate packet
reception ratio (PRR) as a continuous-valued output in terms
of protocol improvement in mobility scenarios.

Furthermore, two LQE models using deep learning algo-
rithms have been proposed, where the first model [4] intro-
duces a new LQE metric for estimating link quality in smart
grid environments that relies on signal-to-noise ratio (SNR)
while producing a continuous-valued PRR output. In the other
model, Luo et al. [12] incorporate multiple input metrics and
train neural networks to discriminate an LQE model with five
classes.

None of the aforementioned works dealing with multi-class
classification problems consider fairness among accounted
classes and decision tree-based ML algorithms. Only in our
recent work [23], we evaluate the performance of logistic
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regression, three-based, ensemble, and multilayer perceptron
algorithms for LQE with a three-class output and show that
feature engineering has a larger impact on the final LQE model
performance than the choice of ML algorithms. However, the
fairness among the considered classes was not analysed in this
particular work.

III. DEFINITION OF THE LEARNING PROBLEM

We aim to learn to discriminate among the widely-used
three-class distinction model [18], i.e., good, intermediate and
bad classes for a link. To achieve this, we leverage the selected
dataset and the identified linear and non-linear ML algorithms,
and train the algorithms with a subset of the available data.
This way, a model that is able to discriminate among the
three target classes is developed and its performance is then
evaluated on the remaining data. To conduct our study and
evaluate the performance of the proposed DTree and the other
three models, we use the standard approach for developing a
classifier: we first perform data pre-processing, then continue
with model training and selection.

A. Linear and non-linear ML-based models

Machine learning algorithms are suitable for automatically
approximating the underlying distribution that generated a set
of measurements. They are particularly useful when there is no
analytical formula that models the phenomenon generating the
distribution and a large number of empirical observations can
be collected. If the measurements are closer to a non-linear
function, then non-linear ML algorithms such as decision
trees are more suitable for approximating them. Otherwise,
linear models such as logistic regression (LR) are preferred
due to their simplicity and relatively lower computational
complexity [24].

For linear ML-based LQE model development, we consider
logistic regression as a subset of the general linear regression
and support vector machine (SVM) with linear kernel. A
logistic regression function enforces the output of the linear
function to lie between the value of 0 and 1, where the
classification (labeling) of link quality is conducted based on a
predetermined threshold. This can be achieved by maximizing
the probability of a random data point to be correctly classified
relying on maximum likelihood, gradient descent or other
optimization algorithms. Similarly, SVM with linear kernel
produces a hyperplane or a line (depending on the number of
features) that precisely classifies data points. The main idea of
the SVM is to maximize the margin between respective data
points that are closer to the hyperplane [24].

On the other hand, the considered non-linear ML-based
LQE models are developed using decision trees (DTree) and
multilayer perceptron (MLP). A decision tree represents a non-
linear mapping of the independent and dependent variables,
which can be utilized for classifying data that is difficult to
separate with linear methods [24]. MLP represent a subset of
feedforward artificial neural networks composed of at least
three layers of nodes, each of which is a neuron that utilizes

a non-linear activation function. MLP can classify data that is
not linearly distinguishable [24].

Fig. 1: PRR and average RSSI relationship for Rutgers trace-set (log-scale).

B. Trace-set selection

As discussed in Section I, the third aspect of our inves-
tigation requires an imbalanced dataset that is suitable for
training a ML based LQE. We also prefer a publicly available
dataset so that the research can be easily replicated. We have
identified a number of such publicly available datasets, namely
Roofnet [25], Rutgers [26], “packet-metadata” [27], University
of Michigan [28], EVARILOS [29] and Colorado [30].

Roofnet [25] is a well known WiFi-based trace-set and
contains the largest number of data points among the identified
trace-sets, however PRR, as a target training metric for the
classifier, can only be computed as an aggregate value per
link without the knowledge of how the link quality varied
over time. Rutgers is smaller than Roofnet, however is large
enough to train a ML model and is appropriately formed for
our purpose. The trace-set for each node contains raw received
signal strength indicator (RSSI) value along with the sequence
number.

Upon closer investigation for the remaining trace-sets, we
concluded that they are not suitable for our intended purpose.
The “packet-metadata” [27] comes with a plethora of features
convenient for LQE research. In addition to the typical LQI
and RSSI, it provides information about the noise floor, trans-
mission power, dissipated energy as well as several network
stacks and buffer related parameters. However, packet loss can
only be observed in rare cases with very small packet queue
length.

The trace-set from the University of Michigan [28] is some-
what incomplete and suffers from an inconsistent data format
containing lack of units, missing sequence numbers and in-
adequate documentation. The two EVARILOS trace-sets [29]
are mainly well-formatted, whereas each contains fewer than
2,000 entries. In the Colorado trace-setColorado [30], the
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TABLE I: Global parameters for ML-based LQE models.

Step/Parameter Default value

Missing data Domain knowledge (zero-fill)
History window size (Whistory) 10
Prediction window size (WPRR) 10
Features set RSSI, RSSI10, RSSISD,10
Resampling strategy Random oversampling (ROS)
Link quality labels Good, intermediate, bad

Globally used ML algorithms

Linear: Linear (Logistic)
Non-linear: Decision trees (DTree)

with tree depth limited to 4,
the min. samples per node set to 50

Cross-validation strategy Randomize & 10-times Stratified K-Fold

diversity of the link performance is missing as all links seem
to exhibit less than 1% packet loss.

After careful consideration we selected the “Rutgers trace-
set” [26] as the candidate dataset for this work. The dataset was
created using the ORBIT testbed and includes 4,060 distinct
link traces, which are gleaned from 812 unique links with 5
different noise levels, i.e., 0, -5, -10, -15 and -20 dBm. Read-
ily available trace-set features include raw RSSI, sequence
numbers, source node ID, destination node ID and artificial
noise levels. The packets are sent every 100 milliseconds for
a period of 30 seconds, therefore, each trace is composed of
300 packets. Besides, based on the specifications of the radio
used, each RSSI value is defined between 0 and 128, where
the value of 128 indicates an error and is therefore invalid. A
statistical analysis of the Rutgers trace-set reveals that 960 link
traces out of 4,060 (23.65%) are entirely empty indicating no
packets were received, and that a total of 1,218,000 packets
were sent and only 773,568 (63.51%) were correctly received.

We plot in Fig. 1 the relationship between RSSI and the
PRR computed based on the available sequence numbers. The
darker hexagonal areas of Fig. 1 indicate that the majority
of links are of either “poor quality” (bottom-left) or “good
quality” (top), while gray areas are of “intermediate quality”.
The bars on the right hand side of the figure show the
imbalanced nature of the dataset, more precisely, 61% of the
links are good, 34% are bad and only 5% intermediate.

C. Experimental details

As a baseline reference model, we select the majority
classifier, which in our case, classifies all the links in good
quality class. In order to evaluate the most suitable ML-based
LQE model, we utilize accuracy, precision, recall and F1
metrics, where precision indicates how precisely the model
classifies links (high precision) and recall reveals how many
relevant links were actually classified (high recall), while F1
is the harmonic mean of the former two. For our analysis,
we include per class score values in parentheses for precision,
recall and F1 values as in the following order: good, interme-
diate and bad. Then, these values in parenthesis are averaged
using a weighted average value per class method to obtain
precision, recall and F1 values, respectively. For the sake of
providing a fair comparison, before any ML-based LQE model

is developed, the dataset is shuffled and 10-times stratified
K-Fold is employed to produce estimated classes [31]. For
the development of ML-based LQE models, we utilize the
global parameters of Table I throughout the paper, unless stated
otherwise. Whistory in Table I represents the historical window
that is utilized for calculating the features and WPRR depicts
the prediction window that is used for identifying the link
quality labels. RSSI10 represents the averaged RSSI over 10
packets and RSSISD,10 represents the standard deviation of
the RSSI over 10 packets. Missing values in the Rutgers are
filled using the zero-filling technique, as outlined in Table I.

IV. THE INFLUENCE OF FEATURE SELECTION ON
PERFORMANCE AND FAIRNESS

Feature selection is the step in data preprocessing concerned
with determining unprocessed features or creating synthetic
features for the training of ML algorithms. Features can be
conducted manually or produced by the aid of algorithms. The
training feature available in our dataset is the raw RSSI value
and the other is the sequence number that can be exploited
for the limited time series analysis, and computation of PRR,
on which the link quality classes depend. The arbitrary values
associated to distinct classes, which were also set in [18], are
defined in the form of the following rule:

y = f(PRR) =





bad, if PRR ≤ 0.1

intermediate, otherwise
good, if PRR ≥ 0.9,

(1)

y = [y1, y2, . . . , yn], ∀y ∈ {bad, intermediate, good}. (2)

One of the widely-used approaches in ML for such trace-
sets with small number of features is to examine whether
synthetic features, such as average RSSI over a time window
period or polynomial interactions [32], can assist the training
to obtain more accurate models compared to that of the raw
RSSI values. We study an extensive combination of features
including 1) readily available RSSI, 2) averaged RSSI over 10
packets RSSI10, 3) standard deviation of RSSI over 10 packets
RSSISD,10, 4) a combination of the three RSSI, RSSI10,
RSSISD,10, derivate RSSI ∆RSSI (“left” derivative), and nega-
tive power of the averaged RSSI RSSI

{−4,−3,−2,−1,1,2,3,4}
10 that

are listed in Table II and present the influence of the best-
performing set of feature combinations on the classification
performance. The table evaluates how well the learned model
predicts link quality as per Eq. (1) for the next prediction
window WPRR, while relying on the parameters of Table I.

The results show that using only RSSI yields 74% accu-
racy for the linear model and 75% for the non-linear one as per
the first line corresponding to each algorithm in Table II, while
the F1 scores are about 70% and 72%, respectively, confirming
the fact that accuracy overestimates the performance of the
model on imbalanced datasets [22]. Breaking down into per
class performance, it can be seen that F1 on the majority good
class is 78% with a precision of 86% and recall of only 93% as
also visually represented in Figures 2a and 2b. High precision

2021 16th Annual Conference on Wireless On-demand Network Systems and Services (WONS)

ISBN 978-3-903176-35-5 © IFIP

Authorized licensed use limited to: Institute Jozef Stefan. Downloaded on June 18,2021 at 20:48:17 UTC from IEEE Xplore.  Restrictions apply. 

62 Chapter 4. Classifying Imbalanced Wireless Link Data



TABLE II: Comparison of various sets of features using linear and non-linear ML algorithms.

Algorithm Feature set Acc. [%] Precision [%] Recall [%] F1 [%]

Linear (Logistic)

RSSI 74.4 77.3 (86.3, 81.4, 64.3) 74.4 (92.8, 30.9, 99.3) 70.8 (89.5, 44.8, 78.1)

RSSI10 89.7 89.8 (92.6, 90.0, 86.9) 89.7 (93.8, 77.8, 97.5) 89.5 (93.2, 83.5, 91.9)

RSSISD,10 77.1 78.4 (82.8, 64.3, 88.1) 77.1 (55.6, 79.3, 96.6) 76.6 (66.5, 71.0, 92.1)

RSSI, RSSI10, RSSISD,10 92.2 92.3 (97.1, 90.2, 89.6) 92.2 (93.9, 86.0, 96.7) 92.2 (95.5, 88.0, 93.0)

∆RSSI (“left” derivative) 43.7 31.3 (52.4, 0.0, 41.5) 43.7 (31.6, 0.0, 99.4) 32.7 (39.4, 0.0, 58.5)

RSSI{−4,−3,−2,−1,1,2,3,4}
10 80.0 80.0 (93.5, 72.0, 74.4) 80.0 (92.3, 65.4, 82.3) 79.9 (92.9, 68.6, 78.1)

Non-linear (DTree)

RSSI 75.1 77.5 (92.2, 75.8, 64.3) 75.1 (87.8, 38.2, 99.3) 72.9 (90.0, 50.8, 78.1)

RSSI10 91.6 91.6 (94.5, 87.4, 93.1) 91.6 (91.7, 87.5, 87.4) 91.6 (93.1, 57.4, 94.3)

RSSISD,10 80.8 80.7 (78.3, 71.3, 92.6) 80.8 (72.7, 74.1, 95.6) 80.7 (75.4, 72.7, 94.1)

RSSI, RSSI10, RSSISD,10 93.2 93.2 (96.2, 90.4, 93.0) 93.2 (94.8, 89.0, 95.6) 93.2 (95.5, 89.7, 94.3)

∆RSSI (“left” derivative) 60.3 63.5 (69.6, 65.7, 55.2) 60.3 (44.7, 37.4, 98.8) 57.6 (54.4, 47.7, 70.8)

RSSI{−4,−3,−2,−1,1,2,3,4}
10 80.0 79.9 (93.0, 72.3, 74.4) 80.0 (92.8, 64.8, 82.3) 79.8 (92.9, 68.4, 78.1)

(a) Per class precision values for logistic regression. (b) Per class recall values for logistic regression.

(c) Per class precision values for decision trees. (d) Per class recall values for decision trees.

Fig. 2: Per class influence of the feature selection on fairness.

and recall on this class show that the model is able to find
the largest part of good links with minimal confusion. On the
other hand, on the minority intermediate class, the F1 is as
low as 44% with a precision of 81% and recall of only 31%.
Low recall means that only a fraction of the links classified

as intermediate are indeed intermediate. Such model needs
improvement to detect more intermediate links accurately for
better and fairer recognition of this minority class.

Smoothing the RSSI over 10 packets increases the per-
formance to 89% and 91% respectively (line 2 in the table)
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TABLE III: Comparison of various data resampling strategies using linear and non-linear ML algorithms.

Algorithm Resampling Acc. [%] Precision [%] Recall [%] F1 [%]

Linear (Logistic)
None 96.8 89.2 (98.8, 69.9, 98.9) 84.3 (99.0, 55.2, 98.6) 86.0 (98.9, 61.7, 97.4)
RUS 92.2 92.3 (97.1, 90.2, 89.6) 92.2 (93.9, 86.0, 96.7) 92.2 (95.5, 88.0, 93.0)
ROS 92.2 92.3 (97.1, 90.2, 89.6) 92.2 (93.9, 86.0, 96.7) 92.2 (95.5, 88.0, 93.0)

Non-linear (DTree)
None 97.0 87.8 (98.9, 66.9, 97.5) 87.9 (98.6, 67.0, 98.1) 87.8 (98.7, 67.0, 97.8)
RUS 93.1 93.1 (96.2, 90.2, 93.0) 93.1 (94.6, 89.0, 89.6) 93.1 (95.4, 89.6, 94.3)
ROS 93.2 93.2 (96.2, 90.4, 93.0) 93.2 (94.8, 89.0, 95.6) 93.2 (95.5, 89.7, 94.3)

while generating certain synthetic features further improves
the results by 2-3 percentage points. Concretely, the fourth
line corresponding to each algorithm in the table shows that
learning from the feature set of RSSI , RSSI10, RSSISD,10

yields 92% and 93% accuracy, respectively. The high values
of precision and recall for these feature combinations can also
be visualized as in Figures 2a and 2b.

These results show that only using instant RSSI as a
feature with our imbalanced dataset is not sufficient to learn to
discriminate the minority intermediate class sufficiently well.
The F1 score for the intermediate class is only 44% for the
linear model and 50% for the non-linear model trained with
RSSI only. Similarly, also the precision and recall results
for the intermediate class are modest for RSSI only. As
visualized in Figures 2c and 2d, precision is 76% and recall
is 38% for the intermediate class.

When the two models are trained with a combination of
features, namely RSSI , RSSI10, RSSISD,10, the performance
of the intermediate class increases by more than 44%, resulting
in a F1 score of 88% for the linear model and 89% for the
non-linear model. This large increase in performance, leading
to a fairer classification, also comes with slight increases of
1 − 2% in the F1 scores of the majority classes. According
to Figure 2a this feature combination results in a very good
precision on all three classes for the linear model, namely
97% on good and 90% on intermediate and bad respectively.
For the non-linear number, the values depicted in Figure 2c
are all very high as well, namely 96% on good and 90%
on intermediate and 93% on bad classes. It can be seen that
the non-linear model is slightly more precise at determining
bad links with a slight penalty for good links compared to
the linear model. The recall values are also very high for
both models. According to Figure 2b, the recall is 94% on
good and 86% on intermediate and 97% on bad classes when
the model is trained with the linear logistic regression, while
Figure 2d presents that the recall is 95% on good and 89%
on intermediate and 96% on bad classes when the model is
trained with the non-linear decision tree. It can be seen from
these results that the advantage of the DTree model comes
from its ability to yield higher recall values showing that
not too many true positive have been missed in classification.
While some of the intermediate class links are still missed as
there is about 10 percentage points difference compared to the
other two classes (bad and good), RSSI , RSSI10, RSSISD,10

feature set provides the highest fairness.

The feature analysis also shows that by smoothing the train-
ing data, therefore removing noise and transitory fluctuations
and capturing the boundaries of the variations, the learner can
improve its performance and become fairer on the intermediate
class. It is observed that the transient fluctuations are more
prominent on the intermediate class, which is conforming to
the findings of the literature [18].

V. COMPENSATING FOR THE MINORITY CLASS IN THE
TRAINING DATA TO IMPROVE PER CLASS FAIRNESS

To compensate for the imbalanced class in the training
data, and mitigate bias, the ML literature suggests employing
resampling methods developed using statistical tools. These
methods modify the distributions of the classes and re-balance
the dataset. For our work, we consider two simple standard
candidates; i) random oversampling (ROS), ii) random under-
sampling (RUS). The ROS [33] approach considers duplicating
the trace-set entries of the minority classes for all class
sizes to reach the size of the majority class. The resultant
resampled dataset is larger than the original. Contrarily, the
RUS [33] approach reduces all majority class sizes to the size
of the minority class by randomly eliminating instances from
other larger classes. Therefore, the obtained resampled dataset
becomes smaller.

Table III presents the results of evaluation for the selected
resampling strategies. For both classes of algorithms, Table III
reveals that employing RUS and ROS resampling strategies
degrades the accuracy by nearly 4%, albeit improves the pre-
cision, recall and F1 score up to about 8%. However, looking at
the per-class break-downs in Table III, a more detailed insight
can be acquired, where the performance discrimination on the
majority classes decreases, expressively, the precision for the
good class drops from 98% and 97% for the linear model
and from 98% and 96% for the non-linear model, while the
precision for the bad class drops from 98% to 89% for the
linear model and from 97% to 93% for the non-linear model.
However, the precision for the intermediate class increases
by over 30 percentage points from 69% to 90% for the linear
model and from 66% to 90% for the non-linear model. Similar
conclusions can be drawn for the other metrics.

The analyses in this section demonstrate that when optimiz-
ing the overall performance of the classifier without consid-
ering per-class fairness, the best results are obtained on the
actual dataset resulted in 97% accuracy. However, in this case
the performance of recognizing the minority classes, namely
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TABLE IV: The impact of linear and non-linear ML algorithms on the effectiveness of the ultimate LQE model.

Type Algorithm Acc. [%] Precision [%] Recall [%] F1 [%] Training Time [s]

Baseline Majority classifier 33.3 11.1 (33.3, 0.0, 0.0) 33.3 (0.0, 0.0, 0.0) 16.7 (50.0, 0.0, 0.0) 0.6

Linear
Logistic regression 92.2 92.3 (97.1, 90.2, 89.6) 92.2 (93.9, 86.0, 96.7) 92.2 (95.5, 88.0, 93.0) 2.5
SVM (linear kernel) 92.1 92.2 (97.4, 90.0, 89.2) 92.1 (93.7, 85.8, 96.8) 92.1 (95.5, 87.8, 92.8) 93.6

Non-linear
DTree 93.1 93.1 (96.2, 90.2, 93.0) 93.1 (94.6, 89.0, 95.6) 93.1 (95.4, 89.6, 94.3) 1
MLP 93.4 93.4 (96.7, 90.5, 93.0) 93.4 (94.9, 89.5, 90.0) 93.4 (95.8, 90.0, 94.3) 93.4
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(a) Multi-class ROC curve for logistic regression.
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Fig. 3: Multi-class receiver operating characteristic (ROC) representations portraying the performance of the two classification models.

intermediate links is up to 67% achieved by the non-linear
model. In cases where correctly discriminating all classes is
a requirement, then resampling is the recommended approach
as it increases the correct discrimination, i.e., fairness, of the
intermediate links by over 20%.

VI. PERFORMANCE EVALUATION OF THE MODEL

We now compare the proposed DTree model with the other
three ML models and a majority baseline, as summarized
in Table IV. In general, non-linear ML-based LQE models
performed slightly better than the linear counterparts within
a tiny margin of about 1%. This confirms the relatively non-
linear nature of the problem and also verifies previous findings
where linear regression (linear algorithm) and neural networks
(non-linear algorithm) performed similarly [10].

The tiny margin observed in Table IV is also confirmed in
Figs. 3a and 3b, where the figures present receiver operating
characteristic (ROC) curve and the area under the curve (AUC)
values for each of the class, and their micro and macro
average performances. Indeed, non-linear model is slightly
better due to a higher AUC value compared to that of the
linear counterparts, for all link classes. This tiny margin is
mainly due to the fact that in Rutgers trace-set, nodes are
relatively close and in line-of-sight, and thus measurements
data highly likely follow normal distribution. Contrarily, in
case of non-line-of-sight and mobility scenarios, the input data
would no longer follow any known statistical distribution. This
is where non-linear counterparts, especially non-parametric

algorithms, would be advantageous. For intermediate links,
non-linear models outperformed the linear counterparts with
about 2 percentage points margin.

Considering computational complexity reflected in train-
ing time, as per the last column of Table IV, we clearly
demonstrate that the proposed LQE model based on DTree
outperformed other LQE models in terms of computational
complexity and at the same time, the DTree model accom-
plished one of the best performances for both the general
model and the intermediate link class. DTree takes only 1
minute to train as opposed to 2.5 minutes for the logistic
regression and it achieves slightly better performance (1%).
It takes 90 times less training time compared to MLP and the
performance compromise is less than 1%.

VII. SUMMARY AND FUTURE WORK

In this paper, we proposed a new decision tree based LQE
model so as to improve fairness on minority classes. We
compare the proposed classifier against three other ML ap-
proaches on a selected imbalanced dataset using five different
performance metrics. Our study reveals that using additional
metrics, such as F1 score to complement the widely used
accuracy can help identify suboptimal performance on im-
balanced datasets. For LQE, this means that the models are
unfair and tend to confuse the intermediate quality links with
bad quality links. To this end, we demonstrated the impact
of feature selection and resampling techniques on improving
per-class classification. On the selected dataset, we showed
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that the performance on the minority class can be increased
by over 40% through feature selection and by over 20%
through resampling, leading to increased fairness. We also
showed that non-linear models seem to be more appropriate
for the problem, however, their advantage over linear models
is marginal. Finally, we demonstrated that once training time
is also taken into account, the proposed decision tree based
model outperforms all the other considered models.

As a future work, we plan to extend the considered ML
models to multi-technology LQE estimation as well as to use
the recently developed LIME [34] library for explainable deep
learning to further investigate fairness aspects on such models.
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Chapter 5

Detecting Anomalous Wireless Links
in IoT Networks

In the previous chapters (i.e. 2, 3 and 4) we presented the first of two applications of
link state information studied in depth in this thesis, namely link quality estimation. In
this chapter, we present anomaly detection, which is a different application of link state
information. Both applications evaluate wireless links to make decisions. However, the
difference lies in their goals. On one hand, link quality estimation assesses wireless links
to optimize data transmission in terms of throughput, latency, or reliability. On the other
hand, anomaly detection evaluates wireless links to detect malfunctions that directly or
indirectly affect wireless links to make monitoring and maintenance more efficient.

Large-scale automated and semi-automated deployments of wireless devices are becom-
ing a new norm with the advent of IoT technologies. However, once deployed, IoT nodes
become part of the operational infrastructure that needs to be maintained and serviced
similarly to any other infrastructure. To keep the maintenance cost sustainable and avoid
extensive downtime in case of failures, it thus becomes essential to monitor the devices and
wireless links for any malfunctions and anomalies, especially because certain anomalies or
symptoms can be detected directly or indirectly through the quality of wireless links.

This chapter defines four distinctive types of anomalies that can appear on wireless
links, their possible causes and symptoms. Ordered by their duration, we distinguish very
short in duration referred to as instantaneous anomalies (InstaD), sudden degradation
with recovery (SuddenR), sudden degradation without recovery (SuddenD), and finally
slow degradation (SlowD), where wireless links degrade at a slow pace.

Although each anomaly in the wireless network appears unique, it follows one of the
four basic patterns, and recognizing patterns in data is where machine learning excels. We
evaluate several different machine learning approaches to detect those anomalous patterns
that do not comply with typical wireless link behaviour. In our evaluation, we consider
supervised as well as unsupervised approaches. Ideally, unsupervised approaches with suf-
ficiently high accuracy are preferred since they do not require preparation of an annotated
training dataset that proves to be a labour-intensive and tedious task.

Following the methodology from Chapters 3 and 4, we investigate feature engineering,
where we experiment with four different data representations to maximize the detection
rate. We evaluate raw time series, aggregated (summarized) features, histogram features,
and frequency domain representation as input. We also introduce encoded representation
of input features using deep learning autoencoders, where the input transformation of the
autoencoder acts as a generalized dimensionality reduction process.

In the performance analysis, we explain the ML algorithm decision process with ex-
plainable AI approaches. We show the analysis for each type of anomaly independently



70 Chapter 5. Detecting Anomalous Wireless Links in IoT Networks

and present some of the detection limitations. None of the manually generated features
dominate in terms of performance, however the use of automatically generated encoded
representations shows an improvement in F1 score of up to 40% compared to non-encoded
representations. Supervised models achieve near-perfect performance, while unsupervised
approaches, such as the one-class support vector machine (OC-SVM), perform best with
an average F1 score of 99% for detecting SuddenD, 95% for detecting SuddenR, 93% for
InstaD, and 95% for SlowD.

From the hypotheses outlined in Chapter 1.1, in this chapter, we addressed and partially
confirmed hypotheses H2, H3 and H4:

H2 Wireless link anomalies can be effectively and reliably detected using machine learn-
ing approaches which can outperform rule-based approaches.

H3 Data pre-processing and algorithm parametrization have significant impact on the
performance of wireless link quality estimation and wireless link anomaly detection.

H4 Wireless link anomaly detection based on traditional machine learning approaches
can be further improved by using deep learning neural networks in the pre-processing
step.

This chapter shows that anomalies in wireless links can effectively and reliably be
detected using machine learning algorithms. Furthermore, it demonstrates that machine
learning approaches outperform rule-based approaches, and the top-performing model of
supervised and unsupervised groups surpass 90% F1 score mark, which confirms hypothesis
H2.

The use of careful pre-processing and algorithm parametrization shows significant in-
fluence on the ML performance for anomaly detection. As demonstrated, combining tradi-
tional machine learning and deep learning as a pre-processing stage to produce an encoded
representation of input data shows promising results. We observe a boost in performance of
up to 40% in most cases for supervised and unsupervised algorithms alike, which confirms
hypotheses H3 and H4.

As to the contributions outlined in Chapter 1.3, this chapter represents parts of contri-
butions C4 and C5. We compared the performance of novel supervised and unsupervised
anomaly detection classifiers based on cross-layer data obtained from real-world wireless
network testbeds (C4). In the process, we experimented with several data representations
and pre-procesing steps from KDP to achieve better detection rate. The evaluation and
comparison were done through standard classification metrics. For contribution C5, we
demonstrate performance enhancements for anomaly detection by utilizing autoencoders
for encoding input features. Autoencoders’ feature space reduction and denoising capabil-
ities were able to improve detection rate for up to 40% for selected ML models.

The publication included in this Chapter is:

• G. Cerar, H. Yetgin, B. Bertalanic and C. Fortuna, Learning to Detect Anomalous
Wireless Links in IoT Networks, in IEEE Access, vol. 8, pp. 212130-212155, 2020,
doi: 10.1109/ACCESS.2020.3039333.
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ABSTRACT After decades of research, Internet of Things (IoT) is finally permeating real-life and helps
improve the efficiency of infrastructures and processes as well as our health. As massive number of IoT
devices are deployed, they naturally incurs great operational costs to ensure intended operations. To effec-
tively handle such intended operations in massive IoT networks, automatic detection of malfunctioning,
namely anomaly detection, becomes a critical but challenging task. In this paper, motivated by a real-world
experimental IoT deployment, we introduce four types of wireless network anomalies that are identified
at the link layer. We study the performance of threshold- and machine learning (ML)-based classifiers to
automatically detect these anomalies. We examine the relative performance of three supervised and three
unsupervised ML techniques on both non-encoded and encoded (autoencoder) feature representations. Our
results demonstrate that; i) selected supervised approaches are able to detect anomalies with F1 scores
of above 0.98, while unsupervised ones are also capable of detecting the said anomalies with F1 scores
of, on average, 0.90, and ii) OC-SVM outperforms all the other unsupervised ML approaches reaching at
F1 scores of 0.99 for SuddenD, 0.95 for SuddenR, 0.93 for InstaD and 0.95 for SlowD.

INDEX TERMS Anomaly detection, Internet of Things (IoT), machine learning (ML), wireless links,
wireless networks.

I. INTRODUCTION
The Internet of Things (IoT) has received a plethora of
attention from both industry and academia due to the market
release of a variety of smart devices on a regular basis,
e.g. the devices retrofitted in home appliances, wearables,
healthcare, vehicles and industrial machinery, just to name
a few [1]. To this end, extensive research efforts have been
put forward for their active deployment and development to
enable increasingly efficient and more automated operations
in manufacturing, agriculture, transportation and healthcare,
but also due to their massive economic contributions [2].

Valid business cases [3] and successful real-world large-
scale IoT deployments are emerging as a way to improve
existing business processes as well as enable new applica-
tions [2]. However, once the network of sensors is deployed,
it becomes part of the operational infrastructure of a business,

The associate editor coordinating the review of this manuscript and
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and needs to be maintained and serviced similar to any other
infrastructure, such as legacy IT infrastructure, robots and
machines just to name a few. Minimizing maintenance costs
while ensuring the reliability of IoT network [4] becomes
prohibitive when the number of sensors are in their thousands
or tens of thousands. To efficiently manage such massive
IoT networks, automatic IoT network monitoring [5] and
malfunction detection [6] solutions that automatically report
relevant malfunctions and filter them out without influencing
the business process are required.

IoT network or node malfunctioning can also be referred to
as network or node anomaly and to date, it has been defined
in various ways, often from the perspective of monitored
networking aspects. For instance, Sheth et al. [6] define and
identify anomalies from the IEEE 802.11 physical layer per-
spective, namely, hidden terminal, capture effect, noise and
signal strength variation anomalies, whereas Gupta et al. [7]
define anomalies from multihop networking perspective with
the aspects, such as black hole, sink hole, selective forwarding
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and flooding. Alipour et al. [8] define the anomalies from
IEEE 802.11 link layer security perspective with the focus
on aspects, such as injection test, deauthentication attack,
disassociation attack, association flood and authentication
flood. Generally speaking, anomaly detection research in IoT
networks can be found in the form of intrusion, fraud and
fault detection, system health monitoring, event detection in
sensor networks and detecting ecosystem disturbances [9],
where most studies mainly concerned with a certain type of
anomaly within a specific scenario.

In this paper, motivated by a real-world experimental IoT
deployment, we define four types of IoT anomalies that can
be identified at the link layer, namely sudden degradation,
sudden degradation with recovery, instantaneous degrada-
tion and slow degradation. Rather than focusing on the cause
of an anomaly as realized in [6] and [7], we focus our attention
on the observable symptoms of link measurements, namely
the changes in the expected received signal. Based on the
type of anomaly, we identify possible root causes that may be
related to hardware, firmware and the channel, and develop
models for automatically classifying the introduced anoma-
lies. By accurately detecting these four types of anomalies,
a wireless network operator is able to quickly and proactively
detect issues within the operation of the network without
waiting to be explicitly alerted by users. Proactively detecting
and mitigating malfunctions can increase user satisfaction,
reduce churn and ultimately show significant improvements
in business KPIs. Additionally, the detected and classified
anomaly type can aid technical staff with the well-informed
decisions so as to diagnose and resolve the issues. For
instance, sudden degradation with recovery is observed fre-
quently after updating the firmware of devices in the network,
which is highly likely related to the bugs of the firmware
that prevent devices from working as intended and trigger
the watchdog to reset. Therefore, discriminating between four
of those types of anomalies and automatizing this process
can speed up the real-time resolution of the network-related
issues, in turn diminishing the allotted personnel and their
efforts, and network-wide operational costs of mobile opera-
tors. The major contributions of this paper are as follows.

1) We define four types of anomalies that can appear
on wireless links and are representative for narrowing
down the causes and enabling more efficient mitiga-
tion. Driven by a real-world operational wireless infras-
tructure, for each of the defined anomalies we identify
their symptoms from the application perspective and
potential underlying causes.

2) We study the performance of standard manually-
engineered features and a proposed autoencoder-based
automatic feature generation approach, and show the
performance improvement brought by the latter.

3) We also analyse the relative performance of three
supervised and three unsupervised ML techniques.
More explicitly, we consider regression-based, tree-
based and kernel-based methods as part of our super-
vised techniques, while nearest neighbours, tree- and

kernel-based methods are leveraged as their unsuper-
vised counterpart techniques.

Additionally, minor contributions are outlined as follows:
1) Based on the gained knowledge while operating the

LOG-a-TEC wireless experimentation testbed [10],
we provide an analysis on real-world operational mea-
surements that further stresses the need for automated
anomaly detection in massive IoT networks.

2) We produce a publicly available anomaly detection
tool-set1 including entire procedures, e.g., anomaly
injection into trace-sets, feature generation out of data
representations, and model training and development.

This paper is structured as follows. Section II summarizes
the related work and Section III presents an analysis of the
real-world testbed measurements motivating our contribu-
tions, while Section IV introduces the four types of IoT net-
work anomalies. Then, Section V elaborates on various data
representations that can be used to generate features for train-
ing the proposed ML models, whereas Section VI discusses
the threshold-based approach as well as the selected super-
vised and unsupervisedML techniques. Section VII describes
the relevant methodological and experimental details, while
Section VIII provides thorough analyses of the results and
discusses the limitations. Finally, Section IX concludes the
paper.

II. RELATED WORK
We provide related work to the main contributions of this
paper as follows. First, we discuss related works that define
anomalies in wireless and IoT networks, then we stress on
the use of autoencoders for improving various aspects of
wireless networks including anomaly detection, and finally,
we focus on MLmodels that support for improved operations
of wireless networks.

A. ANOMALY DEFINITIONS IN WIRELESS NETWORKS
Generally speaking, an anomaly is defined as an outlier,
a distant object, an exception, a surprise, an aberration or a
peculiarity, depending on the domain, research community
and specific application scenario [9], [11]–[15]. A widely
used classification of anomalies, including in wireless sensor
network research is provided in [9], [16], where three classes
of anomalies are defined based on their nature; point anoma-
lies, contextual anomalies and collective anomalies. In [14],
Gupta et al. classify relevant studies on outlier detection
for time series data, one of which is the point outlier as
defined in [9], and others are subsequence outliers, global and
local outliers. More recently, Lavin and Ahmad et al. [17]
introduce a benchmark for anomaly detection, and target
mainly at cloud networks and associated services, where they
provide reference datasets to be used when evaluating the
performance of anomaly detection algorithms. While they do

1Script for the design and development of anomaly detec-
tion models: https://gist.github.com/gcerar/
0b03e55f41147a7b7230f45d1f1209d6
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not specifically define the type of anomalies, their benchmark
datasets include several anomalies.

Due to the spatio-temporal nature of wireless sensor net-
work monitoring and data collection, Jurdak et al. [18] intro-
duce temporal, spatial and spatio-temporal anomalies as well
as node, network and data anomalies, followed by even
finer grained anomalies, such as node resets, node failures,
etc. A number of studies then introduce more focused and
application specific anomalies. For instance, Sheth et al. [6]
define and identify anomalies from the IEEE 802.11 physical
layer perspective namely; hidden terminal, capture effect,
noise and signal strength variation anomalies. Moreover,
Gupta et al. [7] define anomalies with the aspects of multihop
networking, such as black hole, sink hole, selective forward-
ing and flooding, whereas Alipour et al. [8] define anoma-
lies from IEEE 802.11 link layer security aspects, such as
injection test, deauthentication attack, disassociation attack,
association flood and authentication flood. For further details,
motivated readers are referred to [18] for the diagnosis and
detection of wireless network anomalies.

B. AUTOENCODERS FOR IMPROVING WIRELESS
NETWORK OPERATIONS AND ANOMALY DETECTION
With the advent of deep learning, one class of techniques
belonging to this class ofML, referred to as autoencoders, has
been proven to be particularly useful at performing automatic
feature engineering also for time series data [19]. Autoen-
coders attempts to learn a lossless compression of the data
and the code resulting from that compression represents a
superior feature set.

Generally in wireless, autoencoders have been successfully
applied by [20] and their subsequent works, such as [21] to
accurately reconstruct physical layer signals and [22] sig-
nal denoising for more accurate localization. For anomaly
detection in wireless and IoT networks, Wang et al. [23]
proposed autoencoders for more accurate identification of
faulty parts of WSNs, as well as faulty antennas in antenna
arrays, whereas Shahid et al. [24] and Chen et al. [25]
proposed autoencoders for identifying anomalies in wire-
less and IoT networks based on transport layer traces, and
recently, Yin et al. [26] proposed recurrent autoencoders for
time series anomaly detection for IoT networks. However,
they used a synthetic dataset with metrics derived from sev-
eral Yahoo services. Unlike the state-of-the-art, this work
proposes autoencoders as an automatic feature generation
method for link layer anomaly detection and uses a real-world
wireless dataset in which the introduced four types of anoma-
lies are synthetically injected.

C. ML TECHNIQUES FOR WIRELESS AND IoT NETWORK
ANOMALY DETECTION
In the literature, it is often a good practice that when a ML
solution to a specific problem is considered, several counter-
part ML models are evaluated against each other for perfor-
mance analyses. For instance, Kieu et al. [19] compare the
performance of ten different ML techniques, such as Support

Vector Machines, Local Outlier Factor, Isolation Forest, just
to name a few, on six different datasets that are suitable for
anomaly detection.

With respect to wireless and IoT network anomalies,
Thing [27] evaluate the relative performance of four deep
learning and one decision tree models for anomaly detec-
tion and attack classification in IEEE 802.11 networks,
whereas Chen et al. [25] evaluate the relative performance
of principal component analysis, standard and convolutional
autoencoder for detecting anomalies in transport layer traces,
i.e., TCP, UDP and ICMP of wireless networks. Moreover,
Ran et al. [28] evaluate the relative performance of their
proposed semi-supervised approach of IEEE.802.11 anomaly
detection, and similarly Salem et al. [29] evaluate the rela-
tive performance of five ML techniques, i.e., SVM, decision
trees (J48), logistic regression, Naïve Bayes, and Decision
Table for anomaly detection in WSNs. Additionally, the pre-
vious authors [30] also evaluate the performance of their
proposed algorithm against selected three ML techniques,
namely linear regression, additive regression, and J48 deci-
sion tree for anomaly detection inWSNs. However, in most of
the ML-based network anomaly detection research discussed
in this section as well as in [31] provide only limited relative
performance evaluation results. To the best of our knowledge,
this paper is the first attempt to provide relative compar-
isons between three supervised and three unsupervised ML
techniques based on various data representations and their
encoded counterpart features.

III. MOTIVATION
Our lab runs the LOG-a-TEC 2 testbed that has empowered
wireless experimentation for more than ten years. The first
version of the testbed comprised of our custom embedded
platform [32] was mounted on public light poles in a small
municipality of Slovenia [33]. It included more than fifty
nodes, most of which were situated in hard-to-reach loca-
tions. A sensor management system [10] is used to keep the
record of each node for its hardware and software versions,
configurations, and locations. This system also performs a
number of management and diagnosis related tasks to moni-
tor the operation of the devices.

Over time, the users of the testbed had difficulties in reach-
ing some of the nodes or noticed unexplainablemeasurements
collected during their testbed experimentation. For instance,
the transceivers on some of the nodes were degraded sig-
nificantly for their receiver sensitivity and transmit power
performances, and in some cases to such a degree that they
became inoperative. As depicted in Figure 1a, third node
(ID-3) sensed transmissions from fifth node with received
signal strength indicator (RSSI) of about −70 [dBm] on
average till 2nd February of 2013. Following that, either
fifth node’s transmit power or third node’s receiver sensitiv-
ity was degraded significantly, which was reduced to about
−90 [dBm] on average. After investing a good amount of time

2LOG-a-TEC testbed with sensor platforms http://log-a-tec.eu
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FIGURE 1. Anomalies observed in operational environment, where solid black lines represent average RSSI and greyed areas show
maximum/minimum values.

and effort in understanding and reproducing the anomaly,
the fifth node was diagnosed with a hardware failure, and it
could only be restored to normal operation by replacing the
integrated circuit for transceiver (TI CC2500).

Similarly, another anomaly type is experienced in
Figure 1b with a sudden degradation and there were several
recovery attempts between February 15th and March 9th
2013. In this particular case, we figured out that the sixth
node was accidentally downgraded in February to an older
version of the firmware that had a bug in the spectrum sensing
code, which directly affected the operations of the sixth node
and degraded its transmit power. Figure 1c presents sev-
eral spike-like instantaneous degradation anomalies between
nodes 12 and 15. We were not able to discover anything
technically wrong with these respective nodes. Therefore,
we assumed that these anomalies were probably due to
weather and/or large objects moving around the radios, since
these two devices were mounted in an industrial zone, where
moving large trucks and massive long-term standing objects

were not an uncommon occurrence, which can indeed incur
spikes due to the instantaneous non-line-of-sight channels
experienced. Finally, Figure 1d also exhibits two distinguish-
able rapid drops and climbs, butmost importantly, on average,
shows a slightly degrading performance in sensitivity and/or
transmit power between nodes 4 and 26 after December 2012.
We were not able to readily justify such behaviour of the
device, but ageing of electronic components may induce such
behaviour, which is a well-known issue [34].

IV. WIRELESS NETWORK ANOMALIES
Wireless networks are designed to exchange data between
two communicating parties, e.g., video, voice and sensor
measurements. As long as the network remains functional
and is not interrupted, all the devices within the network are
considered ordinarily operable. When the devices are com-
promised as exemplified in Section III, then a degradation
in the service quality is experienced. The way how anoma-
lies affect the user’s service quality experience is stringently
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FIGURE 2. Visual representation of anomalies abbreviated as; a)
SuddenD, b) SuddenR, c) InstaD, d) SlowD.

associated with the type of anomaly. Therefore, in this
section, we introduce four types of anomalies that can be
observed in communication links of wireless networks, which
were mainly discovered in our evaluation of a real-world
experimentation, as discussed in Section III: a) sudden degra-
dation, b) sudden degradation with recovery, c) spike-like
instantaneous degradation and d) slow degradation.

A. SUDDEN DEGRADATION (SuddenD)
The sudden degradation anomaly can be mathematically rep-
resented by a step function with decreasing slope, as depicted
in Figure 2a. In our case, this represents a sudden persistent
change in the state of a link. While this sudden change with
an increasing slope is also possible in theory, typically it
will only lead to a more reliable link, therefore they are not
accounted as an anomaly.
Symptom: From the perspective of a user, services may

become unavailable, offline and unreachable. From the per-
spective of a network, either the transmitter stops generating
electromagnetic field or the receiver is unable to receive data.
Possible causes: Such sudden degradation can be induced

by a transceiver failure as discussed in Section III and
depicted in Figure 1a, a significant and sudden change in the
position of one or both of the communicating parties leading
them to remain disconnected, moving from line-of-sight to
a non-line-of-sight environment with obstacles preserving
electromagnetic shielding materials, and a significant hard-
ware or software failure where built-in recovery mechanisms,
such was watchdogs cannot be triggered.

B. SUDDEN DEGRADATION WITH RECOVERY (SuddenR)
The sudden degradation with recovery anomaly can be math-
ematically represented by a step function with decreasing

slope, as depicted in Figure 2b. In this case, the state of a link
suddenly changes, stays in the new state for a longer period
of time and ultimately returns to the previous state. In sudden
degradation with recovery, communication is interrupted for
a certain period of time.
Symptom: From user’s perspective, provided services may

become sluggish and unavailable for a certain period of time
and later resume back to their regular operations. From the
perspective of the network, in the case of sudden degradation
with recovery, either transmitter temporarily stops generating
electromagnetic field or the receiver temporarily is unable to
receive it.
Possible causes: This type of degradation can be caused

by buffer congestion and software bug, as discussed in
Section III and depicted in Figure 1b, where watchdog per-
forms reboot after a certain timeout, a radio remaining in
excessive active state and requiring recalibration, an obstacle
blocking the communication for some time, and a signal
jammer equipped on a military vehicle that is passing by.

C. INSTANTANEOUS DEGRADATION (InstaD)
The instantaneous degradation anomaly can be mathemati-
cally represented by a step function with steeply decreasing
slope, forming a sudden spike, as depicted in Figure 2c. In this
case, the state of the link changes suddenly, but instanta-
neously returns to its previous state. The instantaneous degra-
dation anomaly may appear as an information loss.
Symptoms: From user’s perspective, a real-time service

may experience instant lags, while other non-real-time ser-
vices may work unaffected. From the perspective of the net-
work, either transmitter experiences a deep fading instance or
the receiver becomes unable to receive data due to an instant
exposure to excessive noise or interference.
Possible causes: This type of degradation can be caused by

an instant interference, collision, quantization errors, value
reading errors or sudden saturations in the transceiver’s elec-
tronic components, as discussed in Section III and depicted
in Figure 1c, where anomaly can be stringently induced by
the issues related to the propagation environment, such as
an external device communicating on the same frequency,
excessive background noise and multipath fading, just to
name a few.

D. SLOW DEGRADATION (SlowD)
The slow degradation anomaly can be mathematically repre-
sented as a normalized linear function with slightly decreas-
ing slope, as depicted in Figure 2d. In this case, the state of the
link undertakes slight and unnoticeable changes for a longer
period of time and it may never resume to its original state.
The slow degradation anomaly may commence triggering
information loss and interruptions after a certain amount of
time.
Symptom: Slow degradation anomaly could go unnoticed

for a very long time, where users may not even notice any dif-
ference in service quality immediately. When relevant thresh-
olds are triggered, users commence experiencing deteriorated
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FIGURE 3. Distinct representations of the data for sudden degradation anomaly (SuddenD).

service quality. After employed compensation methods are
exhausted (e. g., buffers, queues, bandwidth preservation
strategies), communication may be interrupted and intended
services may become unavailable. From the perspective of
the network, either transmitter gradually stops generating
sufficient electromagnetic field to satisfy a received signal-
to-noise ratio threshold or the receiver is not able detect or
collect enough electromagnetic radiation to decode the infor-
mation, which can also be induced by the aging of electronic
components.
Possible causes: This type of degradation may be caused

by easier aging of electronic components in extreme working
conditions (e. g., high moisture and heat) as it is discussed
in Section III and depicted in Figure 1d, where it reflects a
gradual but permanent impairment to the hardware or, slowly
increasing obstacle such as a building being slowly built or
vegetation growing.

V. DATA REPRESENTATION
Sections III and IV provided real-world anomaly examples
and formalized wireless link anomalies, respectively. In the
following, we provide five distinct ways to represent data that
can be used as features while training the machine learning
model.

A. TIME-VALUE REPRESENTATION
The anomalies appearing in time series of RSSI values and
in Figures 1 and 2 are recorded as raw time-ordered values,

thus forming a time series. We refer to this time-ordered val-
ues as time-value representation. In Figures 3a, 4a, 5a and 6a,
the time-value representation of an ordinary link is depicted
with solid black lines and its anomaly injected counterpart,
as per the definition from Section IV is depicted with dashed
red lines.

However, through mathematical transformations, time
series can be represented in other domains that, in some
cases may be more suitable for the analysis of anomaly or
pattern recognition. Motivated readers are referred to [35]
for a comprehensive taxonomy of time series representation.
In addition to the time-value representation, in this study,
we also consider an aggregated representation, a histogram
representation, a frequency domain representation and an
automatically encoded representation.

B. AGGREGATED REPRESENTATION
This representation contains seven statistical aggregates com-
puted from the time-value representation, namely average,
standard deviation, and all five quantile (Q) values, such as
zeroth quantile (minimum), first quantile, second quantile
(median), third quantile, and fourth quantile (maximum).
This representation is depicted in Figures 3b, 4b, 5b and 6b
for each anomaly type, where they present values belonging
to middle quantiles (Q1-Q3) as a box shape, first quantile
(Q0-Q1) and third quantile (Q2-Q3) are marked as separate
whiskers on top and the bottom, median value (Q2) is shown
as a red bar within the box shape (–), and finally, average is
portrayed as a blue triangle shape (N).
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FIGURE 4. Distinct representations of the data for sudden degradation with recovery anomaly (SuddenR).

FIGURE 5. Distinct representations of the data for spike-like instantaneous degradation anomaly (InstaD).

C. HISTOGRAM REPRESENTATION
The histogram representation observed in Figures 3c, 4c, 5c
and 6c is performed via splitting the range between (global)

minimum and maximum values into ten equally-sized bins.
More explicitly, this representation exhibits the percentage of
values allotted in each bin.
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FIGURE 6. Distinct representations of the data for slow degradation anomaly (SlowD).

D. FFT REPRESENTATION
The frequency domain representation provided in Figures 3d,
4d, 5d and 6d utilizes absolute value of complex transforma-
tion, which is presented using log-scale for better contrasting
‘‘with anomaly’’ scenario against the ‘‘no anomaly’’ one.

E. ENCODED REPRESENTATION
A recent revolution of deep learning techniques, namely
autoencoders, exhibits great performance returns in a diverse
set of problems. To contrast against the above-mentioned tra-
ditional representations, we propose automatically generated
encoded (autoencoder) representations for all anomaly types
introduced in Section IV.

Autoencoders [16], [36], [37] are neural networks which
are trained to generate a representation from the reduced
encoding that is very similar compared its original input. The
middle layer of an autoencoder is depicted with the purple
circles in Figure 7 containing the reduced version of the input
data and is referred to as a code h whose size is expected
to be smaller than the size of the input data. As portrayed
in Figure 7, an autoencoder is composed of two parts; i)
an encoder function h = f (x), and ii) a decoder function
producing a reconstruction x̂ = g(h). The autoencoders thus
learn to include only the most useful signals from the input
data, while mitigating the unnecessary signal noise.

An undercomplete autoencoder, where code size is smaller
than input size, with nonlinear activation functions presents

FIGURE 7. Illustration of autoencoder configuration during training
process.

a generalized form of principal component analysis (PCA).
Through the training process, the error between input x
and output x̂ becomes negligible. Consequently, neural net-
work learns a new representation of the input data, within a
reduced feature-space. For example, in Figure 8a we trans-
form time-value representation containing 300 dimensions
into a newly encoded representation having only 4 dimen-
sions. Figures 8a, 8b, 8c, and 8d present scenarios for a
link with both; i) ordinary (non-anomalous) data, ii) anomaly
injected (anomalous) data for SuddenD, SuddenR, InstaD
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FIGURE 8. Automatically generated features (code) exemplified for time-value representations.

and SlowD anomalies, respectively. Non-anomalous link is
depicted with a solid black line, whereas anomalous link is
marked with a dashed red line.

VI. APPROACHES FOR THE DETECTION OF ANOMALIES
Considering the link anomalies defined in Section IV and
their corresponding representations depicted in Figures 3, 4, 5
and 6, it is clear that setting predefined thresholds for the
investigated data would enable the detection of abnormal
measurements and aid in treating them as an outlier. How-
ever, it has been proven that since fixed threshold-based
approaches do not adapt to fluctuating behaviour of the data,
selecting a threshold becomes consequential and thus may
lead to poor performance, especially in real-time prediction
applications [38]. On the contrary, adaptive and proactive
approaches, such as deep learning neural network (DNN)
and recurrent neural network (RNN) [38], can learn from
regular patterns of the data and accurately identify abnormal
behaviours to enable more accurate anomaly detection.

A. THRESHOLD BASED DETECTION
Considering Figure 2a, detecting SuddenD requires the diag-
nosis of steep falling slopes that do not recover for a relatively
long, possibly predefined, period of time. Detecting SuddenR
amounts to the identification of a sudden drop and later a

boost in signal that resumes back to the original strength
level within a predefined time window. SuddenR and InstaD
are somewhat similar from application perspective. However,
the distinction lies in the length of the time window at which
the signal recovers back to its original levels within an instant
of the time for InstaD. Detecting SlowD requires the diag-
nosis of a slowly but rather consistently falling slope for a
relatively long, possibly predefined time window.

The time-value rules are a straightforward way to approach
link-level anomaly detection. These rules may either be set
based on an experienced arbitrary threshold or they can be
identified using a theoretical or numerical method. How-
ever, as discussed in Section V, there are various possi-
ble ways to detect anomalies. For instance, it can be seen
on Figures 3b, 4b and 6b that RSS distribution of an aver-
age healthy link is significantly different than the RSS
distribution of the same link when anomaly is injected,
which is readily distinguishable for SuddenD, SuddenR and
SlowD anomalies at a glance. More explicitly, the spread
of RSS for the anomaly injected link is wider, and its
mean and median values are overwritten accordingly. Sim-
ilar conclusions can be made for the respective histograms
in Figures 3c, 4c and 6c. However, abnormal distributions in
SlowD anomaly can only be detected with long-term obser-
vations. Moreover, sudden changes in time series can also
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be detected in frequency domain, which in our case, are
readily observed for SuddenD and SuddenR anomalies as
larger magnitudes at lower frequencies in Figures 3b and 4b,
respectively. Changes due to injected anomalies are almost
indistinguishable in the case of InstaD and SlowD while
leveraging frequency domain.

Details of the threshold strategy are provided in
Section VIII. For time-value perspective, we consider
D’Agostino-Pearson’s normality statistical test [39], [40].
The test assesses whether certain set of points come from
normal distribution or not. If the p value is below threshold,
it is likely that the measurements do not come from normal
distribution. Notice that Pearson’s normality test is not suffi-
cient condition for normality claims. Although, the approach
may work fine for our limited line-of-sight scenario, it will
not work for mobile or non line of sight scenario. For aggre-
gated perspective, we consider for a link to have an anomaly
two separate criteria. One criterion is based on the difference
between mean and median values, which (if we assume
normal distribution) are fairly close. The second criterion is
how much can values deviate in standard deviation. Either of
them has to be true for a link to bemarked to have an anomaly.
For histogram perspective, we define and arbitrary threshold.
Anything below that is marked as an anomaly.

B. MACHINE LEARNING-BASED DETECTION
A ML model is expected to distinguish between anomalous
and ordinary behaviours of a link, thus requires to solve a
binary classification problem. There are two ways to train
a ML model to identify such distinctions. The first one is
based on a supervised training approach where all anomaly
data are labelled, although in many practical applications,
producing a reliable training dataset is expensive and it can
inevitably cover only the type of anomalies that are present
in the training dataset, which then cannot cope with the
abnormal link behaviours in a comprehensive manner. For
this reason, training a ML model in an unsupervised way is
more practical, where learning from patterns of the overall
link operations so as to distinguish the abnormal behaviours
of a link from the anticipated behaviours is provoked, which
is referred to as the automated detection of an outlier [41] or
an anomaly [16] using ML models.

In addition to baseline threshold-based approach discussed
in Section VI-A, we also consider three supervised and three
unsupervised ML techniques as elaborated in the following
sections.

1) SUPERVISED APPROACHES
To evaluate the performance of selected supervised ML tech-
niques against each other and against the threshold-based
approach, we opt for a set of candidate supervised approaches
leveraging one representative technique from three differ-
ent classes: i) Logistic Regression from Regression Analy-
sis [42], ii) Random Forest from tree ensemble class [43]
and iii) Support VectorMachines (SVM) from kernel-method
class [43].

Logistic Regression [42] is a modified linear regression
able to work on classification problems. In linear regression
the goal is to fit a line to data samples and minimize loss.
Similarly, logistic regression aims for fitting sigmoid function
with the goal to minimize loss at predicting any two classes.
Logistic regression also includes a generalized form suitable
for high-dimensional input data and multi-class rather than
binary classification.
Random Forests [44] is an ensemble method that uses

a number of decision tree classifiers followed by a voting
mechanisms to perform multi-class classification. The trees
are learnt by randomly splitting a relatively large feature
space into smaller subspaces. Each tree provides a class in
which a specific data point falls into, the class corresponds
to the ‘‘vote’’ of that tree. The final outcome of the classifier
then uses a mechanism, such as majority voting to provide the
final result.
Support Vector Machine [45] is a learning algorithm that

belongs to the family of kernel methods. Roughly speaking,
SVMs attempt to learn a hyperplane that best splits a set of
data into two classes. The shape of the hyperplane depends on
the type of kernel function selected for the algorithm. When
the kernel function is linear, so is the learnt hyperplane.When
non-linear kernels are chosen, for instance RBF kernel [46],
then the hyperplane is non-linear therefore better suited to
approximate or discriminate non-linear random variables.

2) UNSUPERVISED APPROACHES
The cost of producing labels for supervised learning is
discussed in Section VI-B. As a countermeasure, we also con-
sider a set of candidate unsupervised approaches for devel-
oping anomaly detection models [43], where we leverage
one representative technique from three different classes:
i) Local Outlier Factor from Nearest Neighbour (NN)
class [43], ii) Isolation Forest from tree ensemble class [43]
and iii) one-class Support Vector Machines (SVM) from
kernel-method class [43].
Local Outlier Factor [47] belongs to the k-Nearest Neigh-

bour (kNN) family of algorithms, which rely on the com-
putation of the distance between data points of the feature
space. The feature vectors with smaller distance are alike
and thus clustered together. One drawback for this family of
algorithms is that as the dimensionality of the training data
grows, the computational complexity evolves exponentially.
However, there have been attempts in circumventing this
exponential complexity, e. g., Ball Tree.
Isolation Forest [48] belongs to tree-based ensemble meth-

ods, and works in a roughly similar way as Random Forests
as described above. Essentially, it represents a RandomForest
adapted so that it optimizes outlier detection rather than
multi-class classification of majority of data it sees. Based
on certain metrics and distinct criteria, the algorithm decides
whether particular subspaces contain any abnormal samples,
namely anomalies.
Support Vector Machine, as described at the end of super-

vised approaches, can also be used in an unsupervised mode
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for anomaly detection. In fact, most ML techniques can be
used in both supervised and unsupervised mode. With this
one-class approach, the model is expected to distinguish data
as negative or positive instances. Then, the model can learn
the boundaries of the data so as to detect the points that lie
outside the boundary exposed as anomalies or outliers.

VII. METHODOLOGY AND EXPERIMENTAL DETAILS
Before we proceed with the analysis of the relative perfor-
mance of the wireless link anomaly detection approaches
proposed in this paper, we provide relevant methodological
and experimental details.

A. TRAINING DATASET GENERATION
For our experimental evaluation, we consider a real-world
measurement dataset, i.e., Rutgers [49], which contains mea-
surements from 29 nodes at 5 different noise levels and
each record has 300 measurements. Although every link is
measured at five different noise levels, wee consider each
recording as a different link and we assume that there is
no correlation. On this existing real-world dataset we syn-
thetically inject the four types of anomalies proposed in this
paper as follows. First, we only pick the links without packet
loss. This reduces our dataset from 4 060 to 2 123 (≈ 52%)
of independent links. Second, by means of applying one
anomaly type at a time, we randomly pick 33% of these
links, at which the anomaly is injected according to guidelines
in Table 1, while the remaining is left intact.

TABLE 1. Artificial anomaly injections for each anomaly scenario.

The suddenD anomaly, observed in Figure 2a, on the
affected link appears arbitrarily between 200th and 280th
packet and it persists indefinitely. In case of suddenR,
observed in Figure 2b, anomaly applied on the link appears
only once with a random start from 25th to 275th packet,
where it persists for an arbitrary duration between 5 to
20 measurements. For InstaD of Figure 2c, the anomaly
can appear anywhere in the entire series with 0.01 proba-
bility, which means that each anomaly on the affected link
appears three times on average. Finally, SlowD anomaly of
Figure 2d appears arbitrarily between 1st and 20th measure-
ments, where it commences with a random degrading pace of
duration between 150 and 280 packets. In a nutshell, anomaly
injection details are provided in Table 1.

B. COMPUTING STANDARD AND ENCODED
REPRESENTATIONS
Once anomalies are injected as specified in Table 1,
we compute four different data representations described in

Section V. The first one, namely time-value representation
of Section V-a, converts each link into a single feature vector
containing 300 features. The second one, the so-called aggre-
gated feature, summarizes each linkwith 7 features, which are
described in Section V-b. The third one, namely histogram
feature discussed in Section V-c, defines ten equally spaced
bins, which are then presented to a model as a feature vector
containing 10 features. The forth one, namely frequency fea-
ture elaborated in Section V-d, gives the model a large feature
vector of frequency-domain representation summing up to
nearly 150 features. As we compute four representations for
each of the four types of anomalies, we generate 16 candidate
datasets.

Next, we also consider autoencoders for each anomaly
scenario and each of the four standard representations. As any
other deep neural network, autoencoder also requires many
iterations of training. To produce credible results with autoen-
coder, we build the generic model in two steps. In the first
step, we split the dataset into training and test groups with
a 60:40 ratio, respectively. In the second step, when the
weights of the autoencoder are converged, we perform an
end-to-end evaluation on the test group. Relevant autoencoder
configurations are provided in Table 2, where the layers and
their required parameters are outlined for the encoder and
the decoder. Although recent trends in DNNs go towards
the use of convolutional layers, a convolution layer would
make sense only in case of time-value and frequency perspec-
tive, due to their reasonable size and correlated neighbouring
vector values. Therefore, our decision is to go with fully
connected (dense) layers. For the activation part, we use
batch normalization (BN) followed by Leaky Rectified Lin-
ear Unit (leaky ReLU, or LReLU) with α = 0.2 coefficient
for negative values. While plain ReLU is most widely used

TABLE 2. Autoencoder configurations.
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non-linear activation function, its leaky version has shown
several benefits and minor overall improvements [50].

To produce the encoded representations, we feed the
16 datasets corresponding to the representation provided in
Sections V-(a),(b),(c),(d) into the autoencoder, resulting in
additional 16 candidate datasets. Therefore, to continue with
the anomaly detection, we train both supervised and unsuper-
vised ML models on a total of 32 datasets, 16 corresponding
to the four standard representations of each anomaly and the
other 16 corresponding to the encoded representations.

C. PERFORMING AUTOMATIC ANOMALY DETECTION
Next, we compute the performance of the threshold, three
supervised and three unsupervised ML techniques described
in Section VI on the 32 generated datasets correspond-
ing to the proposed anomalies and representations. Each
approaches’ output is compared to a label to identify whether
the link actually contains anomalies or not.

1) THRESHOLD APPROACH
Descriptive details of leveraging certain thresholds for each
anomaly can be found in Section VI-A. The utilized exper-
imental threshold parameters are listed in Table 3. The
threshold for the time-series representation that uses the
D’Agostino-Pearson’s normality statistical test [39], [40] is
p < 10−3. The threshold for the aggregated representation
assumes the absolute difference between mean and median is
higher than 3dB or that the double of the standard deviation
is higher than 2.5dB. The threshold for the histogram repre-
sentation is set at RSSI < −85dBm while threshold selection
for the FFT and encoded representations were infeasible to
find using our trial-and-error approach. The differences in the
FFT representation are not easily visible or detectable using
simple methods while the encoded representations cannot
be easily interpreted, therefore also deriving an appropriate
threshold is not possible.

TABLE 3. Predetermined anomaly thresholds.

2) MACHINE LEARNING-BASED APPROACHES
For each of the six selected ML techniques, we use standard
ML cross-validation.3 We train the models using shuffled
data split into training and test sets with a 80:20 ratio, respec-
tively. Model is trained with the training set and evaluated
using the test set in order to ensure credible results. We use
standard metrics for evaluating classifiers: precision, recall

3Stratified K-Fold cross validation is implemented by using
StratifiedKFold parameter in Python Scikit Learn toolbox https:
//scikit-learn.org/stable/

and F1 score. Precision measures how many of the instances
detected as class A actually belong to class A, expressed as;
Precision = TP

TP+FP , whereas recall measures how many of
the instances belonging to class A were actually detected,
expressed as; Recall = TP

TP+FN , where TP, FP and FN stand
for true positives, false positives and false negatives, respec-
tively. F1 score is quantified by the harmonic mean of the
precision and the recall, where larger values indicate bet-
ter classifiers with balanced and higher precision and recall
performances.

For each of the ML techniques selected in Section VI,
Table 4 lists the respective implementations and parameters
used in the experiments. For instance, for logistic regression
we use the LogisticRegression implementation available in
the Python Scikit Learn toolbox.4 As the LogisticRegression
implementation enables setting 12 different parameters that
influence the final model, we generally select standard values
that have been proven to work on large number of cases
and datasets by the ML community. However, we identify
selected parameters that should be optimized, such as the
regularization strength C in this case. We search for the
best configuration by adapting an array of possible values
C ∈ [10−3, 10−2, 10−1, 100, 101, 102] and ultimately select
the best performing regularization factor C among them. For
instance, Figure 9 presents the scenario where a model is
trained using LR on time-value representation for SuddenD
anomalies and based on robust scaler. For this particular
scenario, the best F1 score of this model is attained by means
of setting C to any value that is larger than 1. For the results
presented in the next sections, we only account for the best
F1 scores obtained after searching for such near-optimal
regularization parameter values.

FIGURE 9. Regularization parameter (C) search for selecting the best
performing model that is, for example, trained using LR on time-value
representation for SuddenD anomalies and based on robust scaler.

The implementations chosen for the remaining algorithms
also include over ten possible input parameters. For LOF,
we vary the number of neighbours, algorithm and leaf size for
finding the best performing model. For RForest and IForest,
we vary the number of base estimators, whereas for SVM and

4https://scikit-learn.org/stable/
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TABLE 4. ML techniques and their relevant parameters.

OC-SVM, we vary the regularization factor C , the kernel and
the kernel coefficient gamma for the rbf kernel, respectively.

As some of the models are sensitive to scaling, we also
consider training on data that is; i) not scaled, ii) scaled by
using mean values, iii) scaled using mean and deviation, and
iv) scaled using min-max. The entire procedure and param-
eters can be readily found and used in the existing public
open source repository.5 Six selected ML techniques with the
associated parameter tuning are trained over the 32 datasets,
totalling at more than 40,000 anomaly detection models.

VIII. EVALUATION
In this section, we evaluate the relative performance of
various data representations discussed in Section V and of
approaches discussed in Section VI for detecting four types
of anomalies introduced in Section IV. The methodological
and experimental details utilized for obtaining the results are
elaborated in Section VII.

A. PERFORMANCE ANALYSES OF DATA
REPRESENTATIONS
In this section, we first provide insight into how a model
learns to classify by discussing the importance of various
features resulting from the four manually generated and
interpretable representations for discriminating the four types
of anomalies defined in Section IV. Next, we discuss the
influence of the five data representations, including those
four manually generated ones and the automatically gener-
ated (autoencoder) one, as elaborated in Section V, on the
performance of the learnt models. This entire subsection
focuses on the influence of representations on the final mod-
els, while the influence of the ML approaches is analysed in
Section VIII-B.

5Script for the design and development of anomaly detection models
excluding data preprocessing is available at:
https://gist.github.com/gcerar/
0b03e55f41147a7b7230f45d1f1209d6

1) ANALYSING THE DISCRIMINATIVE IMPORTANCE OF
FEATURES
For analysing the discriminative power of the features in
learning to classify the four anomaly types, we choose LR for
its simplicity and reasonable tractability. As explaining the
meaning of the automatically generated features is infeasible,
we exclude them from this part of the analysis, without loss
of generality.

Figures 10, 11, 12 and 13 depict the weights learnt by the
LR on the representations discussed in Section V. Each set
of figures corresponds to an anomaly type, namely SuddenD,
SuddenR, InstaD and SlowD. In the above-referred figures,
the green weights depict the features that are important for
identifying normal links, whereas the red weights are impor-
tant for detecting the anomalous links. Using these learnt
features, it is possible to look at the LR as a linear function
with as many variables as the length of the feature vector, e.g.,
300 for time-values representation and 8 for the aggregated.
Each point in the feature vector has its corresponding weight
with which it is multiplied. When all multiplications (weight
* variable(n)) are summed up, a positive or a negative value
corresponding to one of the two classes are obtained, i.e., nor-
mal or anomalous links.

For the case of the time-value representation of the Sud-
denD anomaly from Figure 3a, it can be seen that the points
depicted with red, mostly starting from somewhere after fea-
ture 200 play amore important role whenmaking the decision
on whether an input feature vector contains an anomaly or
not. The reason why LR learns that these features are the
most important ones can be explained from the way the Sud-
denD anomaly is injected in the training dataset. According
to Table 1, SuddenD is injected randomly between packets
200 and 280. Therefore LR learns that those points are more
discriminative for the anomalies. Simplistically, when multi-
plying the anomalous vector from Figure 3a with the weights
in Figure 10a, and subsequently summing up, the result will
become positive, and hence the input will be classified as
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FIGURE 10. Learnt feature importance for distinct representations of the data for sudden degradation
anomaly (SuddenD).

FIGURE 11. Learnt feature importance for distinct representations of the data for sudden degradation
with recovery anomaly (SuddenR).

anomaly. On the other hand, when the normal vector from
Figure 3a is multiplied with the weights in Figure 10a, upon
summing them up, the result will become negative, thus the
vector will be classified as normal.

Similar discussions over time-value representations can be
made for all the other anomalies. SuddenR anomaly is ran-
domly injected between packets 25 and 275 of the time-value
representation as per Table 1, and it can be seen from
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FIGURE 12. Learnt feature importance for distinct representations of the data for spike-like
instantaneous degradation anomaly (InstaD).

FIGURE 13. Learnt feature importance for distinct representations of the data for slow degradation
anomaly (SlowD).

Figure 11a that the most important features for detecting
the anomaly, represented with red, lie within this range. The
importance of features for the spike anomaly that is quite

random in nature and also occurs often in the data due to
the nature of the wireless channel is depicted in Figure 12a.
Finally, the importance of the features for detecting SlowD
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TABLE 5. Performance of detecting sudden degradation (SuddenD) anomalies.

is higher in the second half of the feature vector as depicted
in Figure 13a since that’s where the degradation becomes
more evident.

Moving to aggregated representations, it can be seen from
Figure 10b that standard deviation (Std) and the last quan-
tile (Q75) are the most important features for detecting the
anomaly, with minor contribution from the median and Q50.
This is because standard deviation increases when SuddenD
anomaly is present while the count of high RSSI values in the
last quantile is smaller when this anomaly is present. Next, for
SuddenR, the two main features remain the same as the shape
is very similar to the SuddenD as can be seen in Figure 11b,
albeit the duration differs leading to a more prominent influ-
ence of the mean for discrimination. For InstaD, that can be
seen as a very narrow SuddenR randomly appearing on 1%
of the link, Std looses importance while the mean and two
quantiles become more predictive as depicted in Figure 12b.
For SlowD, the model learns that features which inform about
the slope that appears and increases, therefore Q75 counting
high RSSI values and the maximum (max) are predictive. The
median and Q50 that capture the intermediate values of the
slowly increasing slope also add minor discriminative power,
as portrayed in Figure 13b.

In the case of histogram representation, the first bins where
cumulated low RSSI values corresponding to SuddenD,
SuddenR and InstaD anomalies are the most important ones
according to Figures 10c, 11c and 12c. For the case of SlowD
presented in Figure 13c, one of the middle bins that capture
intermediate values is the most discriminative while the other
bins seem to not contribute to either class.

Finally, the importance of features in the case of frequency
representation presents a similar line of reasoning as for the
other representations. For SuddenD and SuddenR anomaly
amplitudes at low frequencies that introduce a major shift
in the mean are the most important features, as portrayed

in Figures 10d and 11d. For InstaD there is no clear impor-
tance pattern as shown in Figure 12d, whereas for SlowD the
feature amplitudes around 0 are the most prominent ones as
illustrated in Figure 13d.

2) THE INFLUENCE OF THE REPRESENTATIONS ON THE
PERFORMANCE OF THE LEARNT MODELS
The best performing results of the classification with respect
to F1 score are presented in Table 5 for SuddenD, Table 6 for
SuddenR, Table 7 for InstaD and Table 8 for SlowD. The first
column of the tables lists the approach, the second column
outlines the used ML techniques, while columns 3 to 6 list
the results for time-value, aggregated, histogram and FFT
representations, respectively.

The encoded representation introduced in Section V-e and
employed according to the methodology in Section VII-B
is inserted into the above-mentioned performance tables
with the name of respective ML technique using the term
‘‘encoder’’. More precisely, referring to the rows correspond-
ing to the ML technique, say IForest, the performance results
are implemented for the four mentioned representations for
the IForest ML technique. Additionally, at the row entitled
‘‘Encoder + IF’’, the numerical results refer to the IFor-
est ML technique that is applied to the codes generated
from the four representations, respectively. Finally, the super-
scripts identify the scalingmethods utilized. The three highest
F1 scores for supervised approaches and the three highest
F1 scores for unsupervised approaches are delineated in bold
font.

With respect to the data representations, from the results
listed in Tables 5, 6, 7 and 8, two high level observations are
outlined as follows.
• None of the four manually generated features clearly
dominates the remaining ones in terms of anomaly
detection performance.
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TABLE 6. Performance of detecting sudden degradation with recovery (SuddenR) anomalies.

TABLE 7. Performance of detecting spike (InstaD) anomalies.

• In most cases, automatically generated encoded data
representation improves anomaly detection performance
compared to the same non-encoded counterpart.

a: SuddenD ANOMALIES
For SuddenD observed in Table 5, all representations produce
nearly perfect F1 scores of above 0.99 with all supervised
ML approaches. Moving to unsupervised approaches, it can
be readily seen that the histogram representation works best
with LOF, however the F1 score of 0.76 is modest. The
aggregated features with F1 = 0.83 work best with IForest
followed by the histogram features with F1 = 0.72. The
encoded representations surpass all non-encoded ones with
this approach reaching F1 scores up to 0.97. All but the

manual aggregated features yield good F1 scores of above
0.9 with OC-SVM, however the frequency representation
dominates with F1 score of above 0.98. The encoded rep-
resentations improve the anomaly detection performance in
three of the four possible cases.

b: SuddenR ANOMALIES
For SuddenR observed in Table 6, almost all representations
produce high F1 scores of above 0.9 with all supervised
ML approaches. The time-value representation is slightly
inferior to the other manual and autoencoded representations,
producing 0.89 F1 score with LR, 0.96 with RForest and 0.97
with SVM.
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TABLE 8. Performance of detecting slow degradation (SlowD) anomalies.

For unsupervised approaches, unlike in the case of
SuddenD, the time-series and histogram representations work
best with LOF, with high F1 scores of above 0.93. Similarly,
the aggregated features with F1 = 0.75 work best with IFor-
est followed by the frequency representation with F1 = 0.64
for SuddenD anomaly. The encoded representations surpass
all non-encoded ones with this approach reaching F1 scores
up to 0.98. The manual features yield good scores of above
0.89 with OC-SVM, however the time-value and histogram
representations dominate with F1 score of above 0.94. The
encoded representations do not improve the anomaly detec-
tion performance for this anomaly type using OC-SVM.

c: InstaD ANOMALIES
For InstaD observed in Table 7, almost all representations
produce high F1 scores of above 0.9 with all supervised
ML approaches. The time-value representation is slightly
inferior to the other manual and autoencoded representations,
producing 0.89 F1 score with LR, 0.91 with RForest and
0.94 with SVM. While for the previous SuddenD and Sud-
denR the remaining three representations yielded comparable
F1 scores with all ML approaches, for InstaD anomaly, fre-
quency domain representation is less suitable when compared
to histogram, and histogram features are less suitable than
the aggregated features in terms of the anomaly detection
performance.

Considering unsupervised approaches, the more arbitrary
the anomaly becomes, so the effect of the representation
on the results. The time-value representation and histogram
work best with LOF with F1 up to 0.89 while the encoded
representation provides no additional benefit. The manual
representations work poorly with RForests while the encoded

ones yield F1 scores of up to 0.92. The aggregated features
and encoded frequency domain representations work best
with OC-SVM with F1 = 0.9 and F1 = 0.93, respectively.

d: SlowD ANOMALIES
For SlowD observed in Table 8, all representations pro-
duce high F1 scores of above 0.9 with all supervised ML
approaches. The time-value representation performs best
with LR yieldingF1 = 0.97, while all time-value, aggregated
and histogram features work well with RForest and SVM
yielding an F1 score of above 0.97. This anomaly type is
relatively more difficult to be detected using frequency rep-
resentation when supervised approaches are considered.

For unsupervised approaches, no representation works
well with LOF while all manual representations perform
modestly with F1 scores of up to 0.71. However, in some spe-
cific cases, the encoded representation achieves higher detec-
tion performance. For instance, time-value encoded with
IForest yields an F1 score of 0.91, while aggregated encoded
yields an F1 score of 0.95 with OC-SVM. All encoded rep-
resentations perform better with OC-SVM compared to their
non-encoded counterparts.

B. PERFORMANCE ANALYSES OF ML APPROACHES
We now analyse the detection performance of the ML
approaches described in Section VI on all the anomaly types
proposed in Section IV. By using Tables 5, 6, 7 and 8 we per-
form an analysis across rows, unlike the cross-column anal-
ysis performed in Section VIII-A for data representations.
While in SectionVIII-Awe already explained, as an example,
how the LR approach works on our anomaly dataset, this
section elaborates, as an exemplifying analysis, on what the
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tree based ensemble learns.We selected the tree based ensem-
ble as it is also easily explainable and tractable similar to LR.
For the start, we remark the following major observations.
• For a given anomaly type, there is no major difference
between the three selected supervised approaches.

• Among the unsupervised approaches, OC-SVM per-
forms the best F1 scores, closely followed by IForest,
whereas LOF typically performs the worst F1 scores.

1) SuddenD ANOMALIES
According to Table 5, the supervisedmodels are able to detect
SuddenD anomalies more accurately than the unsupervised
models. All three supervised models have achieved near per-
fect F1 score of 0.99 on all data representations.

The tree based ensemble models, such as supervised RFor-
est and unsupervised IForest, learn a set of trees and sub-
sequently use a voting mechanism on the decision of each
individual tree to determine the final class. A tree that is
the fundamental part of the two ensemble models also learns
which features are the most important ones. The feature with
the highest discrimination power (weight) is situated at the
root of the tree, then on the left and right nodes, as it can
be exemplified in Figure 14, the next two important features
are placed and the process follows until a certain stopping
criterion is met. In our specific case, the trees learn the
thresholds for particular values in the feature vector. For
instance, depicted in Figure 14, it can be seen that if the value
at position 290 in the time-value representation, denoted by
X290, is below −92.5, then the link is anomalous, otherwise
it is a normal link. This simple rule is able to correctly detect
n = 596 anomalous links and n = 1520 normal links while
only misclassifying 7 links, thus the performance of that tree
alone is F1 = 0.99.

FIGURE 14. An exemplifying decision tree for the detection process of
SuddenD anomaly.

The SVM models are more complex and difficult to visu-
alize when a feature vector has more than 3 dimensions as it
is the case with all manual and autoencoded representations
used in this paper. SVMs essentially compute a hyperplane
that attempts to separate the N-dimensional feature vector
according to a criterion, such as the labels.

FIGURE 15. A part of the decision tree while detecting SuddenR anomaly
over time-value representation.

Among the unsupervised approaches, OC-SVM is able
to achieve F1 scores close to the supervised approaches,
for instance 0.98, 0.96 and 0.90 on FFT, histogram
and time-value representations, respectively. For OC-SVM
model, with the aid of autoencoder the time-value represen-
tation is transformed to an important summary of the data by
removing the noise and repetitions, leading to a performance
increase from F1 = 0.83 to F1 = 0.96. Next, IForest
achieved a lower performance with an F1 score between 0.61
and 0.83, the latter on the aggregated representation 0.83
while the LOF performance reached 0.76 on one occasion.

2) SuddenR ANOMALIES
Compared to SuddenD, SuddenR gains a steep recovery
slope, while the duration and occurrence are more random.
The results in Table 6 show that supervised models are able
to detect SuddenR more accurately than the unsupervised
models. F1 score of supervised models ranges from 0.89 with
LR on time-value representation to near perfect F1 score for
remaining supervised approaches. Using encoded represen-
tation of the time-values improves the performance also in
the case of LR to 0.99, which corresponds to an about 11%
improvement. For the LR case, as discussed in Section VIII-A
and depicted in Figure 11, the most important features are
the ones that attempt to capture the random drops between
packets 25 and 275.

A decision tree representing RForest and IForest ensem-
bles is portrayed in Figure 15 for the time-value represen-
tation of the SuddenR anomaly. It can be seen that the
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FIGURE 16. A part of the decision tree while detecting SuddenR anomaly
over aggregated data representation.

most discriminative data points are X189, X147, X86 with
−93.5 dBm RSSI threshold. The tree can grow very deep,
eventually over-fitting the data, however, as discussed in
Section VII, we undertook standardmethods for avoiding that
in the experimental design. Figure 16 presents an example
tree learnt on aggregated feature representation. Similar to the
tree in Figure 14, it is simple and effective, where it compares
minimal RSSI to−94.407 dBm threshold to decide whether it
is anomaly or not. Figure 17 shows a tree learnt using the his-
togram representation as input. While performance is similar

to the previous representation, we see that using aggregated
representation requires less number of decisions, i.e., depth
of tree, for effective anomaly detection. Similar observations
can be made for the tree learnt on fft representation for this
anomaly type depicted in Figure 18.

Among the unsupervised approaches, OC-SVM, without
encoded representation, is able to achieve an F1 score of
around 0.90 on average through all four representations,
which is almost on par with supervised approaches. IFor-
est, on the other hand, performs much better with encoded
representations, where the most significant improvement is
presented on time-value representation ramping its F1 score
from 0.21 to 0.86. Since SuddenR is limited in duration and
thus affecting less number of features, LOF is able to pull
ahead in time-value and histogram representations, where it
reaches an F1 score of above 0.93.

3) InstaD ANOMALIES
In contrast to SuddenD and SuddenR, InstanD appears as an
anomaly with extremely short duration (pulse). The results
in Table 7 show that supervised approaches are slightly better
at InstaD classification. F1 performance score of supervised
approaches is slightly worse (up to 0.98) from what we have
seen for SuddenD or SuddenR detection performance. Due to
the arbitrary characteristics of this anomaly type, the F1 score
is diminished further when the supervised approaches are

FIGURE 17. A part of the decision tree while detecting SuddenR anomaly over histogram representation.
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FIGURE 18. Decision tree for detecting SuddenR anomaly using FFT
representation.

FIGURE 19. A part of the decision tree while detecting InstaD anomaly
over time-value representation.

trained with the time-value and frequency domain represen-
tations as outlined in Table 7.

To better understand decision making on classifying the
InstaD anomaly, we examine a decision tree representing
RForest and IForest ensembles as depicted in Figure 19.

Due to the random nature of this anomaly, the tree selects
random points and verifies their value against a learnt thresh-
old. For this particular tree, feature X148 that is compared to
−91.50 dBm RSSI threshold is selected in the root. Then,
it followswith the comparisons of the features in order ofX184
andX188 that are compared to−91.50 dBm and−90.50 dBm,
respectively and this process terminates when the final depth
of the three is reached. For this anomaly type, time-series and
FFT domain may not be the optimal data representations for
the sake of developing a reliable and non-overfitting model.

Among the unsupervised approaches, there is no clear
best approach. The top five performing models are OC-SVM
using encoded FFTwith 0.93 F1 score, IForest using encoded
aggregated features with an F1 score of 0.92, OC-SVM using
aggregated representation with an F1 score of 0.90, and LOF
using histogram representation and IForest using encoded
FFT, both achieving an F1 score of 0.89.

4) SlowD ANOMALIES
In contrast to SuddenD, SuddenR and InstaD, SlowD does not
appear instantly, but rather gradually with random slope. The
results in Table 8 show that supervised approaches are still
superior to unsupervised ones. For supervised approaches,
the average F1 score, ranging between 0.90 and the perfect
score, is slightly better than InstaD, but slightly worse than
SuddenD and SuddenR. The most notable drop in perfor-
mance is observed with LR approach over aggregated, his-
togram and frequency representations.

To better understand the underlying reasons behind the
detection performance, we visualized in Figure 20 a typi-
cal decision tree learnt on the time-value representation of
this anomaly. It can be seen from the figure that the tree
commences with a comparison of feature X282 (282nd item
in time-series) to the threshold of −92 dBm. By doing so,
it tries to distil anomalous samples at the end of the series,
since samples with SlowD anomaly are suppose to have lower
value towards the end of the time-series. However, as the first
pie-chart reveals, this is not always the case, since some of
the fully functioning non-anomalous (normal) links in the
dataset have average RSSI close to that threshold, which
leads to a high misclassification rate. In the second step of
decision making, the process is repeated by comparing an
earlier feature X64 against −89.70 dBm threshold. The tree
continues to learn according to this pattern until a stopping
criterion is met.

Among the unsupervised approaches, according to Table 8,
the best approach is OC-SVM with best F1 scores from
0.71 to 0.95, followed by IForest with best F1 scores from
0.63 to 0.91. LOF, as an alternative unsupervised candidate,
has poorly performed over all scenarios.

C. LIMITATIONS
We identify three main limitations that apply to this treatise,
and to the best of our understanding also to most of the
other related works in wireless network and IoT anomaly
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FIGURE 20. A part of the decision tree while detecting SlowD anomaly over time-value representation.

data that do not target real-world application data, such as
measurements.

1) LIMITATION 1
Every ML-based tool needs sufficient data for training and
evaluation. Quantifying ‘‘sufficient’’ is difficult but in general
it means that themodel needs to see enough training examples
to be able to accurately approximate the underlying distri-
bution. Intuition would say that the data that is ‘‘sufficient’’
to learn a normal distribution would be smaller in size than
the data needed to learn an exponential distribution. While
synthetic data is useful to develop a proof of concept, for
anything more than that real data is required. To the best of
our knowledge, only few related works consider real-world
data [26] and none of them considers link layer traces.

In this study, we developed the ML models using
IEEE 802.11 traces available from a public dataset as
the motivation data from LOG-a-TEC contains only
11 IEEE 802.15.4 traces all depicted in Figure 21. Table 9
shows how the LR model developed on IEEE 802.11 traces
performs on the IEEE 802.15.4 traces. The first column of

TABLE 9. Predicted anomalies on validation data, as illustrated
in Figure 21.

the table lists the LR model corresponding to the anomalies
defined in this paper while the second includes the subfig-
ures with links that were classified as having the respective
anomalies. It can be seen from the first row of the table that
the SuddenD degradations in the IEEE 802.15.4 traces are
detected correctly and they appear in the links represented
in Figures 21c and 21i, while for the other degradations the
models seem to generate false positives.

According to the second row of Table 9, it can be seen
that the links represented in Figures 21c and 21f have been
classified as SuddenR. However, when visually inspecting the
links in those respective subfigures it can be seen that they
are both classified as false positives. It is hard to determine
the reason for misclassification since none of the classified
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FIGURE 21. Anomaly detection validation test employed over real-world measurements gleaned from the LOG-a-TEC testbed, where for example, as in
(g) N16→N17 indicates a communication link between nodes 16 and 17.

traces even remotely resemble SuddenR anomaly presented
in Figure 4a.

As per to the third row of Table 9, we observe that the
two links that are detected as having InstaD anomaly are

false positives. As also discussed in Section VIII-A and
Figure 12a, the weights change dynamically and arbitrarily
for such anomalies, and thus no distinct pattern can be readily
detected.
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Finally, the last row of the table shows that a large num-
ber of 802.15.4 links are falsely classified as having SlowD
anomalies. While we can see that the trace in Figure 21b
contains a slightly descending slope predicted to be SlowD
anomaly, this model produces false positives over the other
traces in Figure 21. As discussed in Section VIII-A, the dis-
criminative importance of the features for the detection of
SlowD is sought in the last part of the signal trace. This is why
Figures 21c and 21i, and to some extent Figures 21e and 21f
are inevitably misclassified, since they contain lower values
in the last portion of the trace.

As a conclusion, the learnt models on the relatively limited
IEEE 802.11 traces are not directly and reliably transferable
to the IEEE 802.15.4 traces, which indicates that the devel-
oped models cannot be readily generalized across various
technologies and possibly for distinct applications.

2) LIMITATION 2
The architecture of the autoencoder that learns the encoded
features has been selected for a small number of candidates
as a result of the trial-and-error method. Having more data
would enable training an autoencoder, which then can be
better generalized for even unseen examples. Autoencoder
optimization and end-to-end deep learning for the proposed
anomaly types might bring further insights into develop-
ing better performing and more reliable anomaly detection
models. However, as hyperparameter search in deep learning
is challenging and needs a large amount of training data,
we leave such optimization for the future work.

3) LIMITATION 3
In this study, we only developed offline models that would
need to be periodically retrained in real-world applications in
order to account for the dynamically changing environments,
which are the inherent characteristics of wireless networks.
This leads us to online models that can learn from continuous
incoming (streaming) data. Roughly speaking, offline models
outperform online counterpart models in terms of the required
computational power, albeit online models are able to rapidly
adapt to the changes within the application environment in an
automated way thus simplify the detection system that would
otherwise need to periodically re-train and update the offline
models.

IX. CONCLUSION
In this paper, we introduce four types of anomalies that can
be present in wireless links and are useful for being detected
in real-world operational IoT deployments. We demonstrated
that these anomalies were exposed on a real-world IoT
deployment, namely the LOG-a-TEC testbed, and they sig-
nificantly affected the expected operations of the testbed.
Motivated by this, we develop detection models for each type
of anomaly by considering five different data representations
and six different ML techniques. We performed an extensive
relative evaluation of the models from data representations
andMLmodels perspective, and the limitations of our models

are discussed. The resulting tool-set for anomaly injection,
feature generation and model development are made publicly
available for reproducibility.

Our study reveals that with respect to the data representa-
tions; i) none of the four manually generated features clearly
dominates the remaining ones in terms of anomaly detection
performance, and ii) in most cases, automatically generated
encoded data representations improve anomaly detection per-
formance by up to 40% compared to their non-encoded coun-
terparts.
With respect to the selected ML approach, our results

demonstrate that; i) there is no major difference among the
selected supervised ML approaches, where all are capable of
detecting anomalies with F1 scores of above 0.98, and ii) the
unsupervised approaches are also able to detect anomalies
with F1 scores of, on average, about 0.90 and OC-SVM
outperforms all the other unsupervised ones reaching at
F1 scores of 0.99 for SuddenD, 0.95 for SuddenR, 0.93 for
InstaD and 0.95 for SlowD.
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Chapter 6

ML-based Model Selection for
Anomalous Wireless Link Detection

This chapter extends the work presented in Chapter 5 by further detailing the model
selection process and hyperparameters to improve the wireless link anomaly detection
performance, and provides insights into the process of developing and selecting the optimal
model for anomalous wireless link classification.

Following the design steps and findings from Chapter 2, we present the design and
development process of models for anomaly detection in wireless links. During the design
process, we show that the development phase naturally produces an unduly large set of
candidate models owing to data transformations, data scaling methods, selected ML tech-
niques, and a variety of tunable parameters and their range of values, requiring a model
ranking process to select the most appropriate models considering the application criteria.

In the design process, we consider four different data representations, four anomaly
types, six scaling methods, and six different ML algorithms along with their associated
parametrization attempts, resulting in over twenty thousand anomaly detection models for
wireless links. We show that the transformation step, technique selection and parameter
tuning significantly improve the final model, thus confirming hypothesis H3.

As to the contributions outlined in Chapter 1.3, this chapter represents parts of contri-
butions C4 and C5. We compared the performance of new supervised and unsupervised
anomaly detection classifiers based on cross-layer data obtained from real-world wireless
network testbeds (C4). In the process, we experimented with two data representations
and hyperparametrization of the data pre-procesing steps to achieve further improved de-
tection performance. The comparison was done using standard classification performance
metrics. For contribution C5, we demonstrate that supervised SVM algorithm trained on
encoded representations, which are marked as TRACESET #3 and #4 and correspond to
encoded time-series and encoded FFT representations, achieve the highest F1-score of the
evaluated models.

6.1 Problem Statement

Before the development of a well performing anomalous link classifier using ML, the learn-
ing problem has to be clearly specified and certain design decisions have to be taken during
the development phase. Then, the selection phase of the most suitable model can be carried
out.
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6.1.1 Model development phase

As portrayed in Fig. 6.1, the development phase encompasses data transformation, data
scaling methods, ML technique selection, parameter tuning and obtaining set of candidate
models that represent the final outcome of this phase. The raw data collected from target
wireless networks is usually pre-processed before being used to train ML techniques to ob-
tain a model. Preprocessing [1] is a standard practice used in ML and performs operations,
such as cleaning, interpolation, feature generation, resampling, window selection and other
required transformation on the raw data. As our ultimate goal is to detect anomalies rather
than patterns in the raw time-series, we only focus on feature engineering by subjecting
the raw data to transformations through different representations targeting dimensionality
reduction for more efficient and fast learning. During the design process, developers need
to decide on an appropriate transformation strategy. Assuming D different strategies have
been selected for transforming the raw data, this will result in D candidate tracesets to be
used for training and evaluation of the ML models.

Raw Data

Traceset #1

Traceset #2

Traceset #3
...

Traceset #D

Technique #1

Technique #2

Technique #3
...

Technique #T

Param #1

Param #2
...

Param #P

Model #1

Model #2
...

Model #M

Data
transformation

Technique
selection

Parameter
tuning

Candidate
models

Figure 6.1: Process of the development phase for ML-based anomalous link classification
model presenting that T number of Techniques are employed over D number of Tracesets
with P number of Parameter tuning, consequently terminating with M number of candidate
models.

Next, ML techniques to be utilized for training anomaly detection models for A number
of anomaly types, have to be determined at the time of design process. Assuming that
each ML technique T has to be employed over all D tracesets, also scaled with S number
of scaling methods, and incorporates a predetermined number of parameters P and that
each traceset is implemented with the same set of P parameters inherited from the relevant
ML technique, as depicted in the technique selection and parameter tuning processes of
Fig. 6.1, respectively. Then, the total number of ML model M can be derived as follows,

M = A · S ·D
T∑

i=1

(PTi), (6.1)

where PTi refers to the number of parameter tunings required by the ith ML technique
represented by Ti. Again, each ML technique and its respective implementation exposes a
certain number of parameters that are used for tuning and are independent of tracesets.
However, notice that each T may have a set of parameter list, which requires a distinct
combination of all parameters. For instance, support vector machine in Table 6.2 has 3
different set of parameters, namely C, kernel and gamma, each of which in order contains
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6, 2 and 2 respective parameters resulting in 24 different models using distinct combination
of parameters. Ultimately, terminating this entire development phase provides us with
M number of distinct candidate ML models to be utilized as the wireless link anomaly
classifier.

As a toy example, suppose that 4 different data representations are considered with 6
distinct scaling methods, on which 6 ML techniques will be implemented for 4 different
anomaly types, each of which contains different set of parameters to be tuned, say PT1 =
2(3, 2), PT2 = 2, PT3 = 1, PT4 = 4, PT5 = 5, PT6 = 6, then the number of candidate models
produced by this phase becomes M = 4 · 6 · 4 · (24) = 2304 distinct models, where PT1 =
2(3, 2) indicates that the first ML technique has two set of parameters each of which
contains three and two different parameter values, respectively.

6.1.2 Model selection phase

Given the candidate models developed during the previous phase, the most suitable ones
have to be identified during the selection phase. For selecting the most suitable ML models,
a set of performance criteria and their associated application requirements have to be
specified, as illustrated under ranking criteria in Fig. 6.2. An application requirement
may necessitate several criteria (C) for determining the most suitable model, which is,
for example, determined as C1 and C2 for ranking R1 as shown by the second column of
Fig. 6.2. Again, the candidate models can be ranked under any selected combination of
the C criteria depending on the application requirements, which should be analysed and
determined by the model designers. Finally, this phase ends with the selection of the best
performing model(s) from those ranked lists. For example, a designer may opt for ranking
the candidate models by using the combination of F1 and Accuracy scores, and select the
model that maximizes both in the respective ranking process.

Criterion #1

Criterion #2

Criterion #3
...

Criterion #C

M #1

M #5

M #7

M #23
...

M #55

M #23

M #51

M #101
...

Ranking
criteria

M ranking #1
by C1 and C3

M ranking #2
by C2

Figure 6.2: Model ranking (R) process for selecting the required model (M) based on the
identified application criteria (C). For example, R1 is sorted based on the multi-objective
application criteria, C1 and C3, while R2 only necessitates criterion C2 as an application
requirement.

6.2 Model development phase

In this section, we discuss the design and development decisions required for anomalous
link detection models.
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6.2.1 Selected data representations

We consider four data representations. The first traceset, TRACESET1, used for training
the model is represented by the raw time series that converts each link into a single feature
vector containing 300 features. The second traceset, TRACESET2, is obtained via the
FFT transformation of the raw time series, summing up to nearly 150 features. The
third and fourth tracesets are computed by encoding the previous two tracesets into a
reduced representation with 4 dimensional representation. Explicitly, TRACESET3 is
generated by compressing TRACESET1 and TRACESET4 is generated by compressing
TRACESET2 using an autoencoder.

Dataset transformation Similar to [2], we consider Rutgers [3] as our real-world mea-
surement dataset containing records from 29 nodes, each of which contains 300 measure-
ments. Despite the fact that each link is measured with five different noise levels, we
assume that each measurement is recorded for different links, and that they do not have
any correlation. Over this real-testbed dataset, the four type of anomalies proposed in [2]
are synthetically injected. We only considered better links reducing our dataset from 4 060
to 2 123 (≈ 52%) of independent links without packet loss. Similar to [2], we arbitrarily
employed one anomaly type at a time over 33% of those links, at which the anomaly is
injected according to guidelines in Table 6.1, and the other links are kept untouched.

Table 6.1: Synthetic anomaly injection method.

Type Links Affected Appearance Persistence

SuddenD

2 123 33% (700)

once, [200th, 280th] for ∞
SuddenR once, [25th, 275th] for [5, 20]
InstaD on ≈1% of a link for 1 datapoint
SlowD once, [1st, 20th] for [150, 180]†

† RSSI(x, start) ← RSSI(x) + min(0,−rand(0.5, 1.5) · (x− start))

The details of anomaly injection method, such as at what packet range they appear
and how long they persist, are provided in Table 6.1 and are kept the same as provided by
the authors of [2, Table 1].

6.2.2 Selected ML techniques

A ML model is expected to distinguish between anomalous and ordinary behaviours of a
link, thus requires to solve a binary classification problem. In the following, we elaborate
on three supervised and three unsupervised ML techniques leveraged for our analyses.

6.2.2.1 Supervised techniques

In supervised technique, all anomaly data are labelled to train the model resulting with an
inferred function, which then can be utilized for mapping unseen instances, respectively.

To evaluate the performance of the supervised models, we opt for a set of supervised ML
techniques leveraging one representative algorithm from three distinct classes; i) Logistic
Regression (LR) from Regression Analysis, ii) Random Forest (RForest) from tree ensemble
class and iii) Support Vector Machines (SVM) from kernel-method class.
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For each of three supervised ML techniques, we use 5-times Stratified K-Fold cross
validation approach in order to ensure credible results, while this is not needed for unsu-
pervised techniques.

6.2.2.2 Unsupervised techniques

In many practical applications, producing a reliable training (labelled) dataset is expensive
and it can solely cover the type of anomalies that are present in the training dataset, which
then cannot cope with the abnormal link behaviours in a comprehensive manner. Motivated
by this, training a ML model in an unsupervised way is more practical, where learning from
patterns of the overall link operations so as to distinguish the abnormal behaviours of a
link from the anticipated behaviours is provoked, which is referred to as the automated
detection of an anomaly [4] using ML models.

Therefore, a set of unsupervised ML techniques is also contemplated for developing
anomaly detection models [5], where we select one representative algorithm from three
distinct classes; i) Local Outlier Factor (LOF) from Nearest Neighbour (NN) class, ii)
Isolation Forest (IForest) from tree ensemble class and iii) one-class Support Vector Ma-
chines (OC-SVM) from kernel-method class.

6.2.3 Choice of parameters for tuning ML models

In this section, we tune each ML model with the most relevant subset of available param-
eters exposed by their respective implementations.

For each of the ML techniques discussed in Section 6.2.2, Table 6.2 lists the respective
implementations and parameters used in our experiments. For instance, for logistic regres-
sion we use the LogisticRegression implementation available in the Python Scikit Learn
toolbox. As the LogisticRegression implementation enables setting 12 different parameters
that influence the final model, we generally select standard values that have been proven
to work on large number of cases and datasets by the ML community. Moreover, we iden-
tify selected parameters that should be optimized such as the regularization strength C
in this case. For C, rather than using the standard value C = 1.0 we search for the best
configuration by assessing an array of possible values C ∈ [10−3, 10−2, 10−1, 100, 101, 102]
and ultimately select the best performing regularization factor.

The implementations chosen for the remaining algorithms also include over ten possible
input parameters. For LOF, we vary the number of neighbours, algorithm and leaf size
for finding the best performing model. Moreover, for RForest and IForest, we vary the
number of base estimators, whereas having both used the RBF kernel we vary the reg-
ularization factor C for SVM, and the kernel, kernel coefficient gamma and nu (limiting
bound parameter) for OC-SVM.

As some of the models are sensitive to scaling methods, we also consider training on
traceset that is; Method-1) not scaled, Method-2) scaled to zero mean, Method-3) scaled to
zero mean and unit variance, Method-4) scaled to zero mean where only Q1-Q3 quantiles
are considered, Method-5) scaled zero mean and unit variance where only Q1-Q3 quantiles
are considered, and Method-6) scaled using min-max to limit values between 0 and 1.

Having provided 6 scalers applied to 4 main tracesets along with 4 anomaly types, and
implemented with 6 ML algorithms each of which is tuned with, in order of Table 6.2,
1(6) = 6, 1(7) = 7, 3(6, 2, 2) = 24, 4(6, 3, 4, 2) = 144, 1(7) = 7, 3(6, 2, 2) = 24 different
set of parameters, resulting in 212 distinct parametrized models per traceset, leveraging
LR, RForest, SVM, LOF, IForest and OC-SVM, respectively. Again, note that 3(6, 2, 2)
represents 3 different set of parameters, each of which containing 6,2,2 parameter values
resulting in 24 distinct parameter combinations. Therefore, it is clear that our analyses
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Table 6.2: ML algorithms and their associated parameters as provided in [2, Table 2]

Approach Technique Implementation Parameters and their range

Supervised

Logistic Regression LogisticRegression penalty=’l2’, dual=False, tol=1e-4, C=
(1e-3, 1e-2, 1e-1, 1., 10., 100.)
fit_intercept=True,

(LR) from sklearn intercept_scaling=1, class_weight=None,
solver=’lbfgs’, l1_ratio=None

Random Forest BaggingClassifier base_estimator=None, n_estimators=[10,
20, 30, 40, 50, 70, 100], max_samples=1.0,

(RForest) from sklearn max_features=1.0, oob_score=False,
intercept_scaling=1,

Support Vector SVC C=(1e-3, 1e-2, 1e-1, 1.0, 10., 100.),
kernel=(’linear’, ’rbf’), gamma=(’auto’,
’scale’),

Machine (SVM) from sklearn tol=1e-3, decision_function_shape=’ovr’,
break_ties=False,

Unsupervised

Local Outlier LocalOutlierFactor n_neighbors=[5, 10, 20, 40, 50, 80],
algorithm=[’ball_tree’, ’kd_tree’, ’brute’],

Factor (LOF) from sklearn leaf_size=[10, 30, 50, 80], p=[1, 2]
metric_params=None,
contamination="auto",

Isolation Forest IsolationForest n_estimators=[10, 20, 30, 40, 50, 70, 100],
max_samples=’auto’,
contamination=’auto’,

(IForest) from sklearn max_features=1.0, bootstrap=False,

Support Vector OneClassSVM nu=[0.10, 0.3, 0.5, 0.70, 0.90, 1.0],
kernel=(’linear’, ’rbf’), gamma=(’auto’,
’scale’),

Machine (OC-SVM) from sklearn coef0=0.0, tol=1e-3,

are conducted with 4 · 6 · 4 · (212) = 20, 352 possible distinct models given by Eq. (6.1) in
Section 6.1.

6.3 Model selection phase

As shown at the end of Section 6.2.3, the development phase of the anomaly detection
models yields 20,352 distinct models. Depending on the application requirement and its
associated criteria, a model selection followed by a ranking based on F1 score would be
plausible. In our analyses, we rely on F1 score.

Fig. 6.3 provides the best performing models using F1 score as the ranking criterion.
Each subfigure corresponds to a data representation, each group of bars depicts the al-
gorithm listed on the x-axis, whereas each bar corresponds to a particular anomaly type
and the height of the bar represents F1 scores, as seen on the y-axis. It can be readily
seen from Figs. 6.3(c) and (d) corresponding to the encoded representations that usually
models perform a higher F1 score, when compared to Figs. 6.3(a) and (b) revealing the
superiority of the encoded representations. This is especially clear for the unsupervised
models where F1 score reaches up to 95% for the encoded time-value representation and
up to 96% for the encoded FFT representation with high deviations in the considered ML
techniques of both representations.
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(c) Encoded time-value representation
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(d) Encoded FFT representation

Figure 6.3: Performance comparison of the best performing models based on F1 scores
considering all anomaly types and data representations.

Through the analysis of the trained models, we notice that scaling methods aid in
achieving better detection performance. However, scaling has to be performed per-link
rather than on the entire dataset. In particular, using standard scaler or robust scaler
consistently outperforms the models with no scaling.

For detecting SuddenD anomalies, all three supervised models are suitable as they
achieved near perfect F1 score for all four datasets considered. On the other hand, the
most suitable unsupervised approach is IForest reaching an F1 score of around 95% when
it is employed over TRACESET3 and TRACSET4.

For detecting SuddenR anomalies, the most suitable supervised models are RForest
and SVM whose performances are higher on TRACESET2 with an F1 score of about
99%, when compared to around 97% on TRACESET1. Utilizing encoded representa-
tions, namely TRACESET3 and TRACESET4, yield only slight improvement for SVM
and RForest, albeit contribute 10 percentage points performance improvement for LR,
which is just below RForest and SVM models. Furthermore, the most suitable unsuper-
vised algorithms for detecting SuddenR are IForest and OC-SVM, where IForest performs
best on encoded TRACESET3 with an F1 score of 91% and OC-SVM performs best on
non-encoded TRACESET1 with an F1 score of 95%.
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For detecting InstaD anomalies, all three supervised algorithms are suitable attaining
an F1 score of around 93% on all four datasets. For unsupervised approaches, the highest
F1 score, 93%, is achieved by OC-SVM, followed by the IForest model with an F1 score
of 89% both applied to TRACESET4. It is demonstrated that a combination of encoding
and FFT representation yields the best F1 score for detecting InstaD anomalies.

For SlowD anomalies, all the considered supervised models, regardless of being trained
with a particular traceset, are suitable for efficiently detecting SlowD anomalies with an
F1 score around 97%, while the models trained with TRACESET3 are the most suitable
ones, especially when a well-balanced anomaly detection performance is needed. On the
contrary, unsupervised approaches are less suitable for detecting SlowD anomalies, as OC-
SVM on TRACESET3 reaches at only an F1 score of 72%, while IForest attains the highest
score of 65% on the same traceset.

6.4 Summary

In this chapter we show that ML techniques can be effectively leveraged for automatically
identifying abnormal behaviours of wireless links. We first elaborated on the development
phase of ML models for efficient detection of anomalous wireless links, including the details
of data transformation, data scaling and parameter tuning. Then, we discussed model
ranking and selection phase using F1 score based on the application requirements and
their associated criteria. We showed that the model development, tuning and selection are
sophisticated processes, especially when various data representations, different anomaly
types, a diverse set of scaling methods, a variety of ML models and their associated distinct
parameters with a large set, are considered.

We demonstrated that the best performing models based on F1 score are, in most cases,
trained on data representations with autoencoders, i.e., TRACESET3 and TRACESET4.
With a goal to achieve high accuracy, a choice of supervised models over unsupervised would
prevail. On average, amongst 20,352 available models directly selecting the supervised SVM
model for detecting any anomaly type, that is trained over encoded representation of time
series and FFT, would be the most plausible decision.
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Chapter 7

Conclusions and Future Work

In this dissertation, we have studied two applications of link state information. One is
concerned with link quality estimation, which accurately predicts the future state of the
wireless link based on current and past link conditions learned from representative datasets.
The other focuses on link anomaly detection, which attempts to quickly, proactively, and
accurately identify unexpected link behavior regardless of its cause. Using a systematic
quantitative approach, we have shown that the ML approach excels in both link quality
estimation and anomaly detection.

In a comprehensive review of the existing data-driven LQEs, we thoroughly examined
their approaches and showed how ML-based LQE research has gained momentum over
time. Overall, the research community has shown remarkable improvements toward better
estimators, but only a small number of papers provide all the implementation details. This
fact, together with the use of non-standard metrics, makes reproducibility and compara-
bility of different solutions difficult, and a fully fair comparison of LQE models impossible.
For this reason, we advocate the use of standardized metrics and evaluation of the pro-
posed data-driven LQE estimators using open data traces to facilitate the comparison of
new link quality models.

To gain a deeper insight into how each step of the KDP affects the final performance, we
conducted a systematic quantitative study on the impact of design steps on the ML-based
LQE performance. To make our study reproducible, we used openly available wireless link
traces suitable for LQE research. We showed that data cleaning, interpolation, resampling,
and synthetic feature creation can have a greater impact on the overall classification perfor-
mance than the selection of the ML algorithm. For instance, the classification performance
metrics have shown that adding synthetic features yields up to 6% overall and up to 49%
for minority class detection improvement, while resampling strategies have shown over 20%
improvement for minority class with almost zero penalty to other classes.

In studying anomalies in wireless links, we identified four types of anomalies. For each
anomaly type, we determined the symptoms from the user’s perspective and the possible
causes. In a systematic quantitative study, we used six reference ML algorithms along
with four different representations of a time series data to accurately detect anomalies.
Our study has shown that in terms of data, none of the four time series representations
clearly dominates the others in terms of anomaly detection performance. However, we have
shown that automatically generated encoded representations using autoencoders improve
anomaly detection by up to 40% compared to their non-encoded counterparts.
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7.1 Summary of Contributions

As part of this dissertation, we carried out an in-depth and comprehensive survey on re-
search of data-driven LQEs, which has not been available before and represents our first
contribution C1. With the main focus on ML-based approaches, we investigated how au-
thors proceed in data collection, data preparation, and model building to meet the LQE
requirements for a certain application. On a subset of proposed LQEs, which used suf-
ficiently common metrics and similar goals, we made per-class performance comparison.
Finally, we summarized lessons learned from the comprehensive overview of related liter-
ature and examination of datasets suitable for LQE research, and we provided guidelines
to the industry and research community for developing ML-based LQE models along ap-
plication quality aspects and collection of generic trace-sets.

This dissertation provides a systematic investigation of the impact of data representa-
tion, feature space, and pre-processing on data-driven approaches to wireless link quality
estimation and wireless link anomaly detection, which represents our second contribution
C2. Our quantitative study, conducted on a selected openly available dataset, shows
how approaches to raw data cleaning and interpolation, new feature generation, feature
selection, resampling, and window size selection have a significant impact on the overall
performance of the ML-based LQE model. Furthermore, we show how synthetic features,
feature selection and resampling strategy significantly improve minority class recognition
when using an imbalanced dataset.

As our third contribution C3, we developed a new supervised classifier for link qual-
ity estimation. The novel tree-based classification model was trained and evaluated on
cross-layer data from a representative real-world wireless network. We used the previously
obtained lessons learned on pre-processing steps and we proposed modifications to clas-
sification fairness of minority classes, which were previously classified poorly due to an
imbalanced dataset, while providing minimal impact on other classes. The novel classi-
fier achieves state-of-the-art performance measured by standard classification evaluation
metrics, and exhibits low training time.

As our fourth contribution C4, we developed new supervised and unsupervised ML-
based anomaly detection classifiers for wireless links and evaluated their performance with
respect to two threshold-based approaches using four different time series representations.
As a minor additional contribution, we performed an in-depth analysis of the selected
algorithms with explainable AI approaches, explaining their decision process and the con-
tributions of certain data features.

As our fifth contributionC5, we proposed the use of autoencoder based on unsupervised
deep learning neural networks for encoding input features. The feature space reduction
obtained by this approach along with raw input data de-noising capabilities improved
the anomaly detection performance by up to 40% for the selected reference ML-based
algorithms compared to using raw input data directly.

7.2 Future Work

We conclude the thesis with a discussion of open challenges and possible directions for
future research.

In this dissertation, we studied existing data-driven LQEs and presented our own novel
ML-based models for link quality estimation and anomaly detection. The main and most
important next step of the studied and proposed ML-based models is their generalization.
That is, their training data and application are in most cases limited to a single frequency
band, to only one technology and homogeneous networks. Here, we propose the exploration
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of more generalized and versatile ML-based LQEs models, which however requires collection
of generic trace-sets from representative wireless networks.

Next, our research of anomaly detection in wireless links was limited to detecting one
type of anomaly at a time, making the investigation more tractable. As an important
future extension, we propose the exploration of an all-round link anomaly detection model
that is capable of detecting all four types of link anomalies and even classifying them.

As another enhancement in anomaly detection approaches we propose investigation
in replacing the currently used offline training approach, which tends to be superior in
performance, with online approaches which adapt faster and do not require intensive re-
training of the model for each sample batch. Resulting online anomaly detection models
may be better suited for stream and batch processing on wireless devices with sufficient
computational power.

The use of LQEs and link anomaly detection approaches built on deep neural networks
have shown promising results in this study. However, their potential is limited by how well
data scientists can design individual parts of neural networks. To overcome this limitation,
a promising new research area called Automated Machine Learning (AutoML) has emerged,
with the idea to automate the entire process of knowledge discovery, designing neural
networks, and satisfying higher-level constraints such as ensuring classification fairness. It
would be interesting to see such solutions applied to LQEs and link anomaly detection
problems.
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